RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

AHMEDABAD MUNICIPAL CORPORATION - MEDICAL
EDUCATION TRUST (AMC-MET)

BID FOR SELECTION OF AN AGENCY FOR IMPLEMENTING AN

INTEGRATED HOSPITAL INFORMATION SYSTEM, CORE COMPUTE
INFRASTRUCTURE & IT INFRASTRUCTURE

AT

PROPOSED LG, SHARDABEN, NAGRI HOSPITAL, DENTAL COLLEGE, S.B.B.
COLLEGE OF PHYSIOTHERAPY, CHC & UHC HEALTH CENTRES IN
AHMEDABAD
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DISCLAIMER

The information contained in this Short Tender Notice or subsequently provided to Bidder/s,
whether verbally or in documentary form by or on behalf of the Ahmedabad Municipal
Corporation — Medical Education Trust (AMC-MET) or any of their representatives,
employees or advisors (collectively referred to as — AMC-MET Representatives), is provided
to Bidder(s) on the terms and conditions set out in this Short Tender Notice and any other
terms and conditions subject to which such information is provided.

This Short Tender Notice is not an agreement and is not an offer or invitation by the
AMC-MET Representatives to any party other than the entities who are qualified to submit
their Proposal (Bidders).

The purpose of this Short Tender Notice is to provide the Bidder with information to assist
the formulation of their Proposal.

This Short Tender Notice does not purport to contain all the information each Bidder may
require.

This Short Tender Notice may not be appropriate for all persons, and it is not possible for
the AMC-MET Representatives, their employees or advisors to consider the investment
objectives, financial situation and particular needs of each party who reads or uses this Short
Tender Notice.

Each Bidder should conduct their own investigations and analysis and should check the
accuracy, reliability and completeness of the information in this Short Tender Notice and
wherever necessary, obtain independent advice from appropriate sources.

The AMC-MET Representatives, their employees and advisors make no representation or
warranty and shall incur no liability under any law, statute, rules or regulations as to the
accuracy, reliability or completeness of the Short Tender Notice.

The AMC-MET Representatives may in their absolute discretion, but without being under any

obligation to do so, update, amend or supplement the information in this Short Tender
Notice.
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2. IMPORTANT CLARIFICATION

“AMC-MET” stands for Ahmedabad Municipal Corporation —Medical Education Trust

“Vendor” or “Bidder” stands for the respondent to the Tender document.
“Tender” stands for the request for proposal document.
“Recipient” or “Respondent” or “Bidder” stands for to whom the Tender documents
issued by the AMC-MET.

“Offer” stands for response to Tender document submitted by recipient to the AMC- MET.
“ARI” stands for Authorized Representative in India.

3. GENERAL TENDER DETAIL

Ahmedabad Municipal Corporation — Medical Education Trust (AMC-
MET)manages LG Hospital (1550 beds), Shardaben Hospital (1040 beds) Nagri
Hospital (120 beds) & Dental College, S.B.B. College of Physiotherapy, CHC & UHC
Health Centers in Ahmedabad
. These Hospitals deliver high-volume, multispecialty healthcare services.
To support digital transformation, AMC-MET invites proposals for a comprehensive digital
health infrastructure covering:

e On-Premise Data Centre + Hybrid Cloud DR

e Networking and Communications (LAN/WAN. Wi-Fi, MPLS/SD-WAN)

e Enterprise IT Security Infrastructure

e Support for HIS/EMR, PACS, LIS, RTLS, Telemedicine, ERP, and other critical systems.
The solutions should ensure scalability, security, compliance, high availability, and
interoperability with NDHM/ABDM standards. Ahmedabad Municipal Corporation — Medical
Education Trust (AMC-MET ) invites sealed bid from eligible bidders for providing an Integrated
Hospital Information Systems, Core Compute, Networks, IT Infrastructure and Cyber Security for
Implementing at LG, Shardaben , Nagari Dental College, S.B.B. College of Physiotherapy, CHC &
UHC Health Centers in Ahmedabad, Gujarat. Tender document may be downloaded from

website https://tender.nprocure.com/ (hard copies of the tender document will not be

provided)
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IMPORTANT DETAILS REGARDING TENDER

1. | Date of commencement of Bidding 24/03/2026
Process.

2. | Last date & time for receipt of
queries from vendors for 01/04/2026 up to 4.00 PM IST

Clarifications

3. | Pre-bid meeting Online 02/04/2026 3.00 PM IST

4. | Last date and time for download of

23/04/2026 5.00 PM IST
Bidding Documents from the site /04/

5. Last date and time for online bid
submission (Technical solution
docu.ment should be submitted in 23/04/2026 5.00 PM IST
physical mode to the
communication address
mentioned below. Price bids
should be submitted online only)

6. Date ?cmd Time of Technical Bid 24/04/2026 3.00 PM IST
Opening

Administrative Office,
AMC Medical Education and Trust
GF, Smt. NHL Municipal Medical College

SVP Hospital Campus Ellisbridge Ahmedabad
380006, Gujarat

7. | Place of opening of Bids

8. | Address for communication As above

Rs. 18000/- + 18% GST (Non- refundable)
(through Demand Draft only in favour of “AMC
9. | Tender Fees Medical Education Trust” payable at
Ahmedabad). Without tender Fee, tender will
be strictly rejected
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10. | Earnest Money Deposit (EMD)

A. Rs. Forty Lakhs Only- should be submitted in the form of
DD or BG on or before last date of bid submission.

B. In favour of “AMC Medical Education Trust”payable at
Ahmedabad. In case of BG, it should be valid for 180 days
after from the date of submission of the bid.

In case of unsuccessful bidder, EMD will be

returned after completion of the bid process

and no interest will be payable on the EMD

amount.

11. | Solvency Certificate

The Tenderer must submit a solvency certificate from a
Nationalized Bank/scheduled Bank of an Amount of

Rs xxxxx/- (40 % of Total estimated cost of tender) Bank
Solvency shall not be older than

one-year period.

12. | Contact to Bidders

Interested Bidders are requested to send their e- mail to
dydiramcmet@gmail.com in case of any Clarification

Note:

a) Technical Bids will be opened online, and technical supporting documents will be opened in physical
form but Commercial bid will be opened online only. Bidders may view the details through their
terminal using their n-procurement registration login. Online technical bids should contain only
scanned copy of EMD and Tender fee (DD or bank guarantee). Original EMD and Tender fee
document along with technical response should be submitted in physical form only as given in the

below sections.

b) Only technical supporting documents should be given in physical form. However, Commercial Bid
should be submitted only online in our n-procurement system.
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4. ELIGIBILITY CRITERIA FOR PARTICIPATION IN TENDER

Sl. Eligibility Criteria Attachments
No

1 | The bidder should be a registered company | Please provide necessary documents.
in India under Company Act 1956 and
Amended company Act -2016.

2 | The Bidder shall have a minimum average 1. Provisional / Audited balance sheet & Profit /
annual turnover of not less than INR 37.5 Loss Account of last 3 financial years 2022-
Crore (Rupees Thirty Seven Crore Fifty 23,2023-2024 and 2024-2025 for the India
Lakhs), calculated over the immediately business.
preceding three (3) completed financial 2. Bidder must provide  original CA certificate
years prior to the date of submission of the | for the same.
bid. 3. Bidders to submit the last 3 Years Audited
The annual turnover figures for each of the Financials, signed by the Auditors.
relevant financial years and the
corresponding average annual turnover shall
be certified by a Chartered Accountant,
clearly indicating the turnover for each year
considered for evaluation.

3 | In cases where the Primary Bidder aligns 1. Provisional / Audited balance sheet & Profit/

with a specialized work agency (Sub-
Contractor / Secondary Bidder) to meet any
eligibility, technical, financial, or compliance
requirements of the tender, the Primary
Bidder shall be solely responsible for
obtaining, verifying, and submitting all
required certificates, documents, and
compliances from such agency.

The Primary Bidder shall enter into a valid
MoU with the specialized work agency,
clearly defining the scope of work and
responsibilities. A copy of the signed MoU
shall be submitted along with the bid and
shall remain valid for the entire contract
period. Any non-compliance, delay, or
deficiency on the part of the specialized
work agency shall be entirely attributable to
the Primary Bidder, and the Client shall not
be liable for the same.

Loss Account of last 3 financial years 2022-
23,2023-2024 and 2024-2025 for the India
business.

2. Bidder must provide original CA certificate for
the same.

3. Bidders to submit the last 3 Years Audited
Financials, signed by the Auditors.

4. Signed MOU.
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4 | The Bidder should have experience

in development & implementation of
Hospital

Information System application for at least 3
Hospitals instances in the last 7 (Seven)
years — in Govt. Departments/Urban Local
Bodies / Corporate hospitals of > 500 beds
(either as a single hospital deployment OR
single instance deployment for multiple
hospitals of the network).

1. The Bidder shall provide minimum 3 such
work orders / Certificates from the users
showing the cost of project, at least one of them
must be Rs. 300,00,000 (Rs. 3 Cr.) or above.

2. Deployment of the 500+ Bed HIS Instance can
be at a Single Hospital Site OR can be a Single
Instance being

5 | The bidder should have 24 hours * 7 days a
week * 365 days support infrastructure in
place to deliver services to the AMC-MET.

The Bidder should provide detail of support
infrastructure including the types of
roles/employees deployed along with their
experience levels. Bidder to provide support
documentation in detail.

6 | The bidder should have experience in
integrating Hospital Information System
(HIS) with Government websites /
applications

(1) Self Declaration to Be Submitted at the Time
of Bid Submission, and

(2) Submission of Valid Certification Proofs at
the Time of Start of the Project and During
Project Implementation.

7 | Bidder must Submit Technical Documents
clearly showing the implementation
methodology

and design including the PMO Process

Please provide necessary documents.

8 | The bidder’s product should be mobility
ready (responsive user interface) Android &
iOS mobile operating Platforms devices of
various screen sizes. (Handheld Devices)

Please provide proof in customer letter head of
having implemented cloud-based or On-
premises solutions in their hospital.

9 | The bidder should have implemented the
following integrations with the bidders HIS
at a minimum of 2 hospital in the last 7
(Seven) years

1. Third party RIS-PACS

2. Drug Database

3. Queue Management System

4. International codes for disease, procedure
and other structured protocol management

1. Please provide proof in customer letterhead
of having implemented the Integration in their
hospital (should contain integration details,
number of beds).

2. Integration criteria mandatory for PACS — RIS
and International codes for disease, procedure
and other structured protocol management

3. Integration criteria optional for Drug
Database and Queue Management System
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10

The Bidder should have demonstrable
experience in the design, supply, installation,
configuration, testing, commissioning, and
successful implementation of each of the
following systems in Private Sector or Govt.
Departments/Urban Local Bodies /
Corporate hospitals of > 500 beds (either as
a single hospital deployment OR single
instance deployment for multiple hospitals
of the network). The specialized work
agency must have implemented these
systems in at least one (2) hospital during
the last 7 (Seven) years from the date of
submission of the bid:

1. Core Compute Infrastructure — Including
servers, storage systems, virtualization
platforms, and associated data center
components.

2. Active Network Infrastructure — Including
LAN, WAN, Wi-Fi, network switches,
routers, firewalls, and other related active
networking components.

3. IT Infrastructure — Covering end-user
computing devices, system integration, data
centre setup, structured cabling and overall
IT infrastructure management.

4. Cyber Security Systems — Including
perimeter security, endpoint security,
intrusion detection and prevention systems,
security monitoring, and compliance with
applicable security standards.

The Bidder shall provide minimum 2 such work
orders / Certificates from the users showing the
cost of project, at least one of them must be Rs.
600,00,000 (Rs. 6 Cr.) or above.

The hospitals where the HIS systems were
implemented may be Government, PSU, or
Private Healthcare Institutions or private sector.
For other scopes of work, the experience shall
be from any Government Department or Public
Sector Undertaking (PSU).

11

The Bidder / Specialized work agency must
possess valid certifications relevant to the
implementation of the following systems. All
certifications shall be valid as on the date of
bid submission.

1. Hospital Information System (HIS)

ISO 9001:2015 — Quality Management
System, ISO/IEC 27001 — Information
Security, ABDM compliance , PMJAY
empanelment, HL7 FHIR compliance,
1SO022301,CMMi,Tier-11I,HIMSS 6 or
Higher,CERT-In compliance & VAPT

(1) Self Declaration to Be Submitted at the Time
of Bid Submission, and

(2) Submission of Valid Certification Proofs at
the Time of Start of the Project and During
Project Implementation.
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certification
2. Core Compute Infrastructure

ISO/IEC 27001 — Information Security,
ISO/IEC 22301 — Business Continuity, OEM
authorization for servers/storage,
Virtualization platform certification, UL/CE,
FIPS 140-2, IEEE 802.3 & IEEE 802.3ba,
3. Active Network Infrastructure

ISO/IEC 20000-1 — IT Service
Management, ISO/IEC 27001 — Information
Security, OEM network certification
(Switching/Routing/Wi-Fi), Structured
cabling standards compliance
4. IT Infrastructure

ISO 9001:2015 — Quality Management,
ISO/IEC 20000-1 — IT Service
Management, ISO/IEC 11801 and ANSI/TIA-
568, ITIL certification
5. Cyber Security Systems

ISO/IEC 27001 — Information Security,
ISO/IEC 27701 — Privacy Management, CERT-
In compliance, VAPT by CERT-In empanelled
auditor, OEM cyber security certification

12 | If the bidder is currently Self-Certificate/Undertaking is to be provided
blacklisted/debarred (in the duration of this | on Rs. 300/- stamp paper in notarized form.
tender document), the bidder will not be
eligible for participation in this tender.

13 | The bidder should not be involved in any Undertaking to be provided of 20% of the
litigation which threatens solvency of estimate contract value
company

14 | HIS Product Architecture: Bidder must submit the HIS technical

e Usage of micro services architecture and
support APl integrations with state and
national health portals.

Note: Refer FRS & TRS details of HIS in
Section no. 20.1.5 Page No. 145. This
section contains module / department wise
functional requirements followed by the
technical requirements.

e Deploy only on HTTPS (128-bit SSL

architecture document covering all the points
that are mentioned here or self-declaration.
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certificate) and cloud-based implementation
e Support different type of deployment
architectures like centralized or a distributed
architecture

e Use the emerging technologies with Al
capability

15

Health Standards:

Adopt the standards and guidelines
recommended by Ayushman Bharat Digital
Mission (ABDM), 2019 and Electronic Health
Record (EHR) Standards of India 2016, issued
by Ministry of Health & Family Welfare, Gol.
This is to ensure seamless and boundary less
interoperability of health applications

Bidder must submit the supporting documents
for the points mentioned or self-declaration.

16

ComplianceABDM: HIS solution shall adhere
and be compliant with the latest standards
and guidelines as specified by National
Health Authority, Govt. of India (NHA) as
part of its Ayushman Bharat Digital Mission
(ABDM) programNABH: HIS solution shall
adhere to the latest standards released by
NABH for HIS and EMR systems as part of its
Digital Health Standards

Bidder must submit the supporting documents
for the points mentioned or self-declaration.

17

Core Compute

HCI & High-Density Compute Strategy: Proof
of "Leader's" Gartner standing, 5-year
roadmap, and verified datasheets for Dual
Intel 8480+ CPUs, 1.5TB DDR5 RAM, and
Dual NVIDIA L40S GPUs.

Automated DR & Clinical Continuity:
Evidence of DR Orchestration licenses for
one-click migration, 1:1 hardware parity
(Primary to DR), and automated IP/VM
Switch modification runbooks.

Healthcare Compliance & Database SLA:
Submission of ABDM INF-01/02 and NABH
IMS-03 compliance letters, and a signed
OEM commitment for 5-Year Critical
Database Patching.

Bidder must submit the supporting documents
for the points mentioned.
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18

Infrastructure: Physical Infrastructure &
Thermal Compliance: Audit of Modular UPS
certifications, Rack-level environmental
sensor specs, and ASHRAE Class A2 / Energy
Star hardware compliance.

Bidder must submit the supporting documents
for the points mentioned.

19

Networks : Network Fabric & Storage
Optimization: Verification of 100G Spine-
Leaf/EVPN architecture and 100G RoCE v2
(RDMA) backend support with ultra-low
latency buffers .

Govt Peering & External Connectivity: Proof
of NKN/GSWAN BGP integration capability,
APNIC/IRINN registration plan, and physical
route maps for carrier diversity (Railtel/Path
B).

Bidder must submit the supporting documents
for the points mentioned.

20

Cyber Security, Vault & Hardening:
Submission of FIPS 140-3 certificates,
evidence of Air-gapped WORM/S3-Object
Lock hardware, and Standalone physical DC
architecture without SAN/NAS links.

Bidder must submit the supporting documents
for the points mentioned.

The Bidder should have necessary arrangement / agreement / certification with Google / Apple etc. for
uploading the Mobility based Application on the respective stores at no extra cost to the AMC- MET.

The Bidder Must Submit the above proofs of points 12& 13 in the above table along with Format 3
attached with the tender. All the above proof will have to be submitted in the beginning of the response
document with clear indexation.
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5. PURPOSE OF THIS TENDER

This Request for Proposal (RFP) is intended to capture AMC’s Integrated Hospital
Information Systems, Core Compute, Networks IT Infrastructure and Cyber Security
related requirements towards scope definition & solution guidelines for selection of
right solution, deploy and maintain the hardware, systems software and applications
required to support hospital’s business activities and processes. The objective of the
entire activity is to select a set of technologically proven solutions and to select a
partner for implementing the integrated Healthcare IT Solution which will encompass the
following information and communications technology hardware and software
components

¢ 1. Health Information System (HIS)

The HIS serves as the core functional layer, designed as a modular
ecosystem. The overall objective of the project is to bring all health
applications on a single platform and to link the health record of patient
with his / her unique identity i.e., Aadhaar/ ABHA number. Further the

project is aimed to deliver below mentioned objectives: -

= To design, develop, implement an integrated health application on a
micro services - based architecture, development of new functional
modules, develop APl integrations with state and national health portals

and maintain the HIS application.

= Facilitate exchange of clinical and administrative (patient level- granular
& aggregate) data among health information systems, electronic health
records across participating organizations/hospitals for improving quality

of care and evidence-based decision making.

= Provide patients and healthcare provider’s access to the patient-level
clinical information from a single application to improve care quality and

ensure continuity of care.
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* Provide patients and healthcare provider’s access to a centralized storage

of imaging studies generated at public and private healthcare facilities.

= Provide national, state, district level aggregate information on health
parameters readily available for identifying disease/ conditions requiring
immediate attention, crafting timely health systems response and better

coordination of public health activities.

» Provide integration with administrative and operational applications
deployed so as to provide a unified work experience for administrators and

operational staff.

= Facilitate insurance claims process management across multiple
insurance providers through a single application to be undertaken

through clinical data exchange and automated billing.

e Microservices Architecture: Decomposition of hospital functions into independent
services (e.g., Registration, Lab, Pharmacy, Billing). This allows for independent scaling
and updates without system-wide downtime.

o Unified Patient ID Integration: Deep integration with ABHA (Ayushman Bharat Health
Account) and Aadhaar to ensure a "Single Version of Truth" for patient identities across
the national footprint.

¢ Clinical Decision Support System (CDSS): Built-in logic engines to assist doctors with
drug-to-drug interaction alerts, allergy warnings, and evidence-based treatment
protocols.

o Interoperability Standards: Full compliance with HL7 FHIR standards to facilitate the
seamless exchange of Electronic Health Records (EHR) between different healthcare
providers.

o Telemedicine & Patient Portal: Integrated modules for remote consultations and a

secure interface for patients to download their reports and manage appointments.

Page 14 0293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

2. Core Compute Infrastructure
The underlying horsepower required to run the HIS micro services and manage massive
datasets.

e Scalable Virtualization: Use of hypervisors or container platforms (Docker/Kubernetes)
to maximize hardware utilization and provide high availability.

e High-Performance Databases: * Relational (SQL): For structured billing and
administrative data.

o Non-Relational (NoSQL): For unstructured clinical notes and diverse telemetry
data.

e Storage Management: Specialized storage for PACS (Picture Archiving and
Communication System) to handle heavy DICOM image files (X-rays, MRIs) with rapid
retrieval speeds.

¢ Redundancy: N+1 redundancy across all critical hardware components (Power, Cooling,

UPS) to ensure 99.99% uptime.

3. Networks
The connectivity framework ensuring data flows securely between the bedside, the lab,
and the data center.

o Software-Defined Networking (SDN): Allows administrators to manage the network via
software, enabling quick reconfiguration for emergency capacity.

¢ VLAN Segmentation: Logically separating hospital traffic (e.g., separating guest Wi-Fi
from the surgical department's critical data stream) to prevent congestion and enhance
security.

¢ Dedicated Leased Lines: High-speed, point-to-point connections between major
regional hospitals and the central data center to minimize latency.

o Load Balancing: Distributing incoming HIS traffic across multiple servers to prevent any

single point of failure during peak hours.
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4. IT Infrastructure

The physical touchpoints and foundational hardware deployed at the facility level.
Smart Endpoints: Deployment of thin clients, specialized medical tablets, and high-
resolution diagnostic monitors for radiologists.

loT & Medical Device Integration: Gateway infrastructure to capture data directly from
bedside monitors, ventilators, and infusion pumps into the HIS.

Printing & Scanning: Thermal printers for wristbands/labels and high-speed document
scanners for digitizing legacy paper records.

Asset Management: RFID or Barcode-based tracking for high-value medical equipment

and pharmaceutical inventory.

5. Cyber Security

The protective shield ensuring patient confidentiality, data privacy, and system integrity.

5.1 Architecture & Access Control
Zero Trust Architecture (ZTA): The core guiding principle where no user, device, or
application is trusted by default, regardless of whether they are inside or outside the
hospital network.
Identity & Access Management (IAM): * Integration with Aadhaar/ABHA for secure
patient authentication.
o Mandatory Multi-Factor Authentication (MFA) for all healthcare staff and
administrators.
o Role-Based Access Control (RBAC) to ensure users only access data necessary for
their specific function.
5.2 Data Protection & Privacy
End-to-End Encryption:
> At Rest: AES-256 encryption for all stored clinical records, imaging

studies, and personal identifiers.
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» In Transit: TLS 1.3 protocols for all data moving across the network to
prevent "Man-in-the-Middle" attacks.
Compliance: Strict alignment with national and international regulations, including the
Digital Personal Data Protection (DPDP) Act, DISHA, and HIPAA standards.
Immutable Audit Logging: Comprehensive, tamper-proof logs of every access,
modification, or exchange of patient records to ensure full accountability and forensic

readiness.

5.3 Threat Management & Response

Security Operations Center (SOC): A 24/7 monitoring hub utilizing Al-driven Extended
Detection and Response (XDR) to identify and neutralize anomalies or unauthorized
access in real-time.

Security Orchestration, Automation, and Response (SOAR): Implementation of
automated tools to instantly respond to common threats (e.g., brute-force attacks or

suspicious IP activity) without requiring manual intervention.

The fundamental purpose of this initiative is

>
>

YV V. V V VYV V V VYV VY

Asset Thin Deployment & Centralized Architecture on a private cloud

To provide top class quality healthcare to the patients aligned with compliance with
NABH, NABL and JCI standards.

Empowerment to the users to work efficiently, and in a timely fashion,

to reduce medication errors

Provide high quality care outcomes

Centralized management control and localized decision across our facilities
Availability of patient information online for all the users concurrently

Information exchange across the group of hospitals on a common format

Complete and correctness in billing operations

EMR coverage for all the hospital services

Online, on demand reports for complete Operational and Management Information
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YV V. V V VYV V V V

“Less paper” initiative with digital hospital approach

Provide an enterprise focus on systems & solutions

Deliver an integrated solution based on State of Art technology aligned with business
needs.

Bring all the workflows & operations into the system and avoid overheads.
Sustain operational excellence and lower the overall cost of operations.

Develop processes with flexibility to individual department / process needs
Adherence to standards

Disease, Procedure and Drug code standards

Centralized Master Data & Real-time availability locally.

Patient monitoring from anywhere based on access rights

To support a connected Patient-Provider Ecosystem to deliver Remote Healthcare
services (T- health, M-health, Home care)

Warehouse the acquired data for clinical trial and research purposes.
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6. APPROACH DETAILS

The Digital Lifeblood — A 100G Vision for AMC-MET Healthcare

In the AMC-MET “Digital Lifeblood” vision, the Hospital Information System (HIS) is not a
software deployment—it is the core clinical operating system of the entire municipal healthcare
ecosystem. Every patient interaction, every clinical decision, every diagnostic order, and every
statutory report flows through HIS.

Therefore, the HIS architecture is designed not as an IT application but as mission-critical public
health infrastructure, engineered on a Day-1 Native 100G fabric at SVP Hospital to guarantee
performance, resilience, and equity of care for decades.

Strategic ‘Day-1’ 100G 100G Architecture: The
Digital Lifeblood

@ UNIFIED GRAPHICAL DASHBOARD
: ’ (==

LG HOSPITAL 00 - == g Sl SHARDABEN HOSPITAL

e ron ES
e —A
: o (i)l =
- —— - o

PACS Inaging Station

EMR Gutlotiey EMR Suitiorey)

SVP HOSPITAL - HIGH-DENSITY
DATA CENTER HUB

]
SO-WAN AFPLIANCE i) 2 %

* — MODULAR 100G 'HVPER-CONVERGED s _ ey
- (AristalCiaco Ne; . INTRASTRUTIRE . .
PATH A: NKN (Primary 1000 Gateway) « (HCY) PATH B: GSWANIRAILTEL (Divese 100 Path)

HYPER CONVERGED =
LG HOSPITAL el B e NAGRI HOSPITAL

ES
o) . =

o PACS Inaaing Station
EMR Sutilome;) Q

00 Border Galeway

Jietter Datection « Smm—l SAVE
/ \ INSTANT COMV

~
. >

Page 19 0293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

1. The Vision: Transforming Public Healthcare through Hyper-Connectivity

The Ahmedabad Municipal Corporation Medical Education Trust (AMC-MET) is embarking on a
landmark digital transformation. At the heart of this initiative is a groundbreaking vision: to
bridge the gap between world-class technology and affordable healthcare for the common
man.

In alignment with the Prime Minister’s Ayushman Bharat Digital Mission (ABDM)

and the Digital India program, AMC-MET is building a "Healthcare Information

Highway." This architecture ensures that a patient at Nagri, LG, , Shardaben, Dental
College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers has the same

instant access to specialized Al-driven diagnostics and expert consultations as they

would at a global private facility. By leveraging high-capacity 100G pipelines from

Day 1, we ensure that life-saving imaging (PACS), real-time Tele-Medicine, and

Electronic Health Records (EHR) move at the speed of thought—entirely free of cost

to the citizens.

2. Strategic "Day-1" 100G Architecture
Unlike traditional deployments that scale over time, the AMC-MET WAN is engineered as a
Native 100G Fabric from Year 1. This "Big Bang" implementation ensures the infrastructure is
ready for the next decade of medical innovation without requiring mid-cycle hardware
replacements.
o High-Density Hub: SVP Hospital serves as the central "Nerve Center," utilizing 100G
QSFP28 interfaces to aggregate clinical data from across the trust (LG, Shardaben, Nagri,
Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers ) & also
support also support AMC CHC / UHC Health Centre’s.
e Carrier-Neutral Redundancy: Every hospital is a "Fortress of Connectivity." By utilizing
NKN (National Knowledge Network) as the primary 100G gateway and GSWAN/Railtel

as the diverse secondary 100G path, we eliminate the risk of isolation.
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o Intelligent Orchestration: Using SD-WAN Intelligence, the network "senses" congestion.
If a fiber cut occurs on a city road, the system automatically reroutes critical clinical
traffic to the diverse secondary fiber path in under one second.

e 100G Architecture: The HIS/EMR Data Highway

By deploying 100G from Day 1, AMC-MET eliminates the data bottlenecks that typically plague
public healthcare systems.

The Data Flow: From Bedside to Backbone

When a clinician at Shardaben, LG, Nagri, Dental College, S.B.B. College of Physiotherapy, CHC
& UHC Health Centers updates a patient's EMR or triggers an HIS order, the data follows a high-
velocity path:

1. The Clinical Edge: Data is ingested at the bedside via high-speed VLANs, immediately
hitting the 100G Border Gateway.

2. SD-WAN Intelligence: The system evaluates the health of the NKN and GSWAN/Railtel
paths, selecting the path with the lowest "Micro-lJitter" for instantaneous database
handshakes.

3. The 100G Transit: Data traverses the backbone at near-light speed. In a 100G
environment, "serialization delay" is effectively reduced to zero.

4. Deep Buffer Processing: As data arrives at the SVP Hospital DC Hub, the switch’s Deep
Buffers handle the bursty nature of the traffic. This ensures critical HIS database packets
are never dropped, even during simultaneous 4K PACS image transfers.

5. HCI Integration: Data is committed to the Hyper-Converged Infrastructure (HCI) in the
SVP Data Center. The "Save" button reacts as if the server were located in the same
room.

3. Architecture with Dual ISP Redundancy

The proposed architecture features a hub-and-spoke topology with SVP Hospital as the
primary Data Center (DC) hub. All hospitals connect via 100G links to the providers. For
redundancy, each site has dual last-mile connections to two different ISPs, terminating on
separate border gateway switches.

Architectural Components of the Dual ISP Design
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e Diverse Entry (Path A & Path B): Two geographically separate entry points (e.g., North

and South risers) ensure a single localized incident cannot take down both 100G links.

o Dual 100G Border Gateway Switches: Utilizing Arista/Cisco Nexus class switches cross-
connected to both ISPs. If one hardware unit fails, the second immediately takes over

BGP sessions.

e SD-WAN Intelligence (The "Hitless" Handover): Sitting behind the border switches, the
SD-WAN appliance (Fortinet 1000F / Cisco 8500 class) performs continuous health

probes.

o Normal State: HIS/EMR traffic is load-balanced across the most stable 100G

path.

o Failure State: If the primary NKN fiber is cut, traffic shifts to the secondary path in sub-

second time, keeping OT or OPD sessions active.

North Riser Entry
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4. Primary Data Flow: The 100G Clinical Highway
Normal traffic flows from spokes to the SVP DC hub over primary paths. To complement the
architecture, the operational mechanics focus on high-speed data mobility and the "Gold
Standard" of data protection: Immutability.
e Ingress & Processing: High-resolution 3D MRIs or patient records captured at spokes are
transmitted via the 100G SD-WAN Edge.
e Path Selection: Optimal 100G path selection based on real-time latency.
e DC Landing: Data arrives at the SVP Hospital DC Hub and is ingested by the HCI. Full-
volume database synchronizations occur in real-time, ensuring the Unified Graphical

Dashboard reflects operations with sub-second accuracy.

5. Immutable Backup at SVP Hospital (On-Premise)
To combat the rising threat of ransomware in healthcare, the SVP Hospital Data Center
Implements Immutable Storage for all HIS and EMR data.

e The "WORM" Principle: Data is written using Write-Once-Read-Many (WORM)
technology. Once a backup is committed to the immutable tier, it cannot be modified,
encrypted, or deleted by any user—including those with administrative privileges—for
the defined retention period.

e Air-Gapped Logic: The immutable backup sits on a separate, hardened VLAN with
strictly controlled "pull-only" access, ensuring that even if the primary production
environment is compromised, the "Golden Image" of the hospital's data remains

pristine and recoverable.

Tier Location Technology Purpose
Real-time
Hot SVP HCI Cluster NVMe Flash / 100G | Operations &
Dashboards
Immutable Ransomware &
Warm SVP Backup Server WORM Human.Error
Protection
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IMMUTABLE BACKBUP ARCHITECTURE - SVP HOSPITAL
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6. The Command Center: Unified Graphical Intelligence

The pinnacle of this 100G vision is the Unified Clinical Operations Dashboard at SVP Hospital.

By interconnecting all facilities at 100G, AMC-MET aggregates real-time data into a single

"Single Source of Truth."

A New Era of Administrative Precision

Page 24 0293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

Administrators gain a "God’s Eye View" of the city’s medical services in real-time: Live Patient

Load: Heat maps across SVP, LG, Shardaben, Nagri Dental College, S.B.B. College of

Physiotherapy, CHC & UHC Health Centres showing real-time registrations and emergency

admissions.

e Surgical Efficiency: Live tracking of OT utilization and post-op bed availability.

e Resource Orchestration: Instant visibility into pharmacy stock and blood bank reserves,

allowing proactive movement of supplies.

e Clinical Outcomes: Real-time ABDM compliance metrics and EMR completion rates.

Technical Synergy: Traditional 1G/10G links suffer from "Data Lag." In our Native 100G Fabric,

the latency is so low that the dashboard is a live reflection of the hospital floor, enabling

Predictive Governance.

7. QoS Class Mapping: Prioritizing Life over Logic

The system implements a Platinum-Tier Quality of Service (QoS) engine to ensure medical data

always takes the "Express Lane."

. ... DSCP . . .
Traffic Class Applications Marking Priority Design Logic
Guaranteed zero-
Critical Clinical | HIS, EMR, Real-time Vitals EF / CS5 Platinum | drop; 100G Line-Rate
access.
Jumbo Frame support
Medical Imaging | PACS (DICOM), Al-Diagnostics AF41 Gold for rapid image
transfer.
Voice & Video | Tele-Medicine, Remote ICU EF Gold EJItra—Iow
jitter/latency (<5ms).
Secure, isolated
Administrative | ERP, Email, HRMS AF21 Silver bandwidth for
operations.
Public Services | Guest Wi-Fi, Patient Portals BE Bronze Dynamic throttling to

protect clinical traffic.
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8. Native 100G Deployment
To protect the government's investment, all facilities start with 100G-ready hardware and

transceivers, removing "Pay-as-you-grow" complexity in favor of "Available-on-Demand."

Hospital Facility Bandwidth | Infrastructure Standard Capability

SVP Hospital (DC) 100 Gbps Modular DC-Core Core Aggregation & Al-HCI
Ready

LG Hospital 100 Gbps | Fixed-Config 100G Edge | -2788-S¢ale PACS & EMR
Handling

Shardaben Hospital 100 Gbps | Fixed-Config 100G Edge Large-'ScaIe PACS & EMR
Handling

Nagri Hospital 100 Gbps | Fixed-Config 100G Edge frzizliilézed High-Res

Hardware Specification Standards:
¢ Performance: Minimum 3.2 Thps switching capacity (e.g., Arista 7060X or Cisco Nexus
9336C).
o Buffering: Deep Packet Buffers (minimum 32MB) are mandatory to prevent drops
during bursty PACS transfers.

e Encryption: Support for MACsec (802.1AE) for hardware-level encryption between sites.

9. Monitoring, SLA & Digital Governance
The Sl shall deploy a Centralized Command Center at SVP Hospital:
e Real-time 100G Visibility: Uptime health of NKN and GSWAN/Railtel links.
e Proactive Resilience: Automated alerts for jitter/packet loss.
e ABDM Integration: Full audit trails of data uptime for National Health Authority
mandates.

e Analytics: NetFlow / IPFIX for traffic analytics and SIEM integration.

To maintain this high-performance vision, the Sl shall deploy a Centralized Command Center at
SVP Hospital:
e Real-time 100G Visibility: Dashboards showing the health of NKN, GSWAN, and Railtel

links across all sites.
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e Proactive Resilience: Automated alerts for jitter or packet loss before they impact the

clinical staff.

e ABDM Integration: Full audit trails of data uptime to comply with National Health

Authority mandates for Digital Health.
e Centralized NMS and WAN monitoring from SVP Hospital DC
e SLA tracking for latency, jitter, packet loss
e NetFlow / IPFIX for traffic analytics
e Quarterly capacity and performance review
e Integration with SIEM for security visibility

While the core vision of this RFP is a Native 100G Day-1 Deployment to prevent technical debt,

this section outlines the strategic Operational Phasing for service expansion. This ensures that

while the "pipes" are 100G from the start, the hospital’s digital services (Al, Tele-health, and

Research) are onboarded in a controlled, high-stability manner.

Section 9: Phased Growth & Service Onboarding

The AMC-MET 100G WAN is built as a "Living Infrastructure." The hardware capability is

delivered at maximum capacity in Year 1, but the utilization of this massive bandwidth will

follow a three-stage strategic roadmap. This prevents "operational shock" and allows the

medical staff to adapt to high-velocity digital workflows.

9.1 Phase I: The "Stability" Foundation (Months 1-6)

The primary goal is the seamless transition of core life-safety systems to the new 100G fabric.
e HIS & EMR Migration: Transition of all database traffic from legacy links to the 100G

NKN/GSWAN fabric.

e Zero-Lag PACS: Implementation of 100G "Line-Rate" imaging, allowing radiologists to

pull massive DICOM studies in under 2 seconds.

e Security Baseline: Deployment of the Section H Security stack and activation of

Immutable Backups at the SVP Hospital hub.
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9.2 Phase II: The "Intelligence" Layer (Months 7-18)
Once the foundation is stable, the network will begin utilizing the 100G capacity for advanced
clinical intelligence.
o Al-Assisted Diagnostics: Real-time streaming of imaging data to Al servers for
automated preliminary reporting (e.g., rapid detection of brain hemorrhages or chest

anomalies).

e Unified Dashboard Maturity: Integration of non-clinical data (Pharmacy, HRMS, and

Power/Utility monitoring) into the Graphical Command Center.

9.3 Phase lll: The "Innovation & Research" Horizon (Year 2+)
The final phase leverages the 100G scale to position AMC-MET as a national leader in medical
research.

e Genomic Sequencing Data: Capability to move and process massive genomic datasets

over the NKN 100G backbone for personalized medicine.

¢ Robotic & Remote Surgery Trials: Testing of low-latency surgical robotics and AR/VR-

assisted medical training, made possible by the sub-5ms latency of the 100G WAN.

o Expansion to Satellite Clinics: Onboarding of smaller dispensaries and community

health centers into the 100G hub via 10G/25G "Leaf" connections.

9.4 Growth Capability Matrix

Day-1
Feature y. L. Year-5 Capability Scaling Logic
Commissioning
No hardware change
Backbone Speed 100 Gbps 100 Gbps (Native) ) &
required.
Automated Tiering as
Data Residency Local HCI Cluster Hybrid Cloud (S3) &
data grows.
Securit Full Deep-Packet License-based scalin
v Initial Traffic Load ) P . &
Throughput Inspection on existing NGFW.
. . o Modular 100G port
Node Capacity 3 Hospitals Up to 32 Facilities o
availability on DC Core.
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9.5 Investment Protection Guarantee
By implementing a "Capability-First" rather than a "Capacity-First" model, AMC-MET ensures
that:

1. No Forklift Upgrades: All chassis, fiber, and transceivers provided by the Sl in Year 1 are

utilized through Year 5 and beyond.

2. Stable OPEX: ISP port charges are optimized from Day 1, with the SI providing 5-year

maintenance on the 100G hardware at zero additional cost.

3. Flagship Status: The network remains "State-of-the-Art" throughout its lifecycle, easily

accommodating future government mandates.
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7. USAGE RELATED INPUTS

Hospital Name Number of Beds Number of Footfall
Per dav
LG Hospital 1550 3000
Shardaben Hospital(New) 1040 2500
Nagri Hospital 120 500
Total Nos. 2710 6000
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8. APPLICATION & PLATFORM REQUIREMENTS

8.1 Application development platform requirements

>

Developed application should be reliable, scalable, robust and readily deployable with
minimum customization in compliance with all security features.

The solution should be designed with redundancy in mind to ensure no impact by failure of one or
more components / servers or software.

Wireframe (Design, look and feel) of the application developed/to be developed for the AMC
HOSPITALS will be approved by the AMC-MET.

8.2 Support requirements for enhancements and troubleshooting

>

>

The vendor will provide support for troubleshooting and enhancements in the services during
the contract period. Enhancement would include inclusion of all new
browser/handset/devices/mobile platform OS coming in the market within 12 months of their
launch and new market/industry related functionalities.
All required support & services for implementation, smooth operation and maintenance of all
the components of the Platform developed/to be developed will be part of the Project.
The vendor will have to include version upgrade and enhancements in services on account of
industry dynamics as a part of the Annual Maintenance. Any development work of such type will be
carried out by the technical team of vendor at no extra cost.
Training at various levels, from administrative to end user level, must be provided by the bidder at
no extra cost as per AMC-MET’s requirement at any time during the course of implementation &
support period of 1+4 years.
All change requests being sent to you post the approval from the AMC-MET /ARCHIMEDES
OFFICE of with in the first 6 months of the phased Go-live plan shall be delivered by the vendor at no

additional cost.
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8.3 Hardware, Software, Manpower & Support

» The bidder should provide details of the Hardware, Software platform and manpower required
for deploying the proposed solution.
» The bidder has to ensure that all interface / license required connecting to all the operating systems

will be provided by the vendor in the name of AMC-MET.

8.4 Integration Requirements

The bidder must integrate with below proposed applications as part of its overall solution/product
deployment strategy. The bidder can tie up with third parties or can have the below applications as part
of its own product

> Third party RIS-PACS

» Drug Database

> Queue Management System

> International codes for disease, procedure and other structured protocol management Ex.: ICD-
» 10, SNOMED-CT, CIMS

» Communication channel (E.g. SMS, e-mail, WhatsApp Business etc...)

> Third party appointment systems

> PMIJAY

» Ayushman Bharath Digital Mission

8.5 Security Aspects

» The application should confirm to the security requirements of the National Integrated Health
Mission, Ministry of Health, Government of India and provide such regulatory requirements at no
additional cost to AMC-MET during the warranty and O&M period.

» The Vendor will have to ensure continual security of the product. Any development
activity for incorporating security measures will be a part of the contract and should be included
without any cost implication to the AMC-MET.

» At any stage of tender process/implementation stage, if it is found that bidder has entered
wrong details/ fake information for getting extra marks or extra benefit in Technical part, then the
AMC-MET reserves the right to forfeit/invoke the EMD/Bank Guarantee submitted by the bidder

and terminate the contract.
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9. INSTRUCTION TO BIDDERS

9.1 Approved Bank to AMC-MET

LIST OF BANKS FOR TENDER FEE, EARNEST MONEY DEPOSIT (E. M.D.), SECURITY DEPOSIT AND
PERFORMANCE GUARANTEE.

Tender Fee must be in form of Demand Draft only of following banks only

Earnest Money Deposit / Security Deposit /Performance guarantee shall be in form of Demand

Draft or Bank Guarantee only of following banks only.

(1) All Nationalized Banks including the Public-Sector Bank-IDBI Ltd.

(2) Private Sector Banks authorized by RBI to undertake State Government

AXIS Bank / ICICI Bank / HDFC Bank

(3) Commercial Banks - Kotak Mahindra Bank / Yes Bank / Indusind Bank / Ratnakar Bank/ Karur
Vysya Bank/ DCB Bank / ING Vysya Bank

(4) Co-Operative and Rural Banks of Gujarat - The Kalupur Commercial Co-Operative Bank Ltd /
Rajkot Nagrik Sahakari Bank Ltd / The Ahmedab ad Mercantile Co-Operative Bank Ltd /

The Mehsana Urban Co-Operative Bank Ltd / Nutan Nagrik Sahakari Bank Ltd.

CONDITIONS — In case of bank guarantee, it should be from branch at Ahmedabad of the above

mentioned banks or it should be extendable or encashable from the Ahmedabad branch.
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9.2 COST OF BIDDING

The Bidder shall bear all the costs associated with the preparation and submission of its bid and AMC-
MET, will in no case be responsible or liable for these costs, regardless of the conduct or outcome

of the bidding process.

9.3 BIDDING DOCUMENT

The Bidder is expected to examine all instructions, forms, terms and conditions and technical
specifications in the Bidding Documents. Failure to furnish all information in a detailed way as
required in the Bidding Documents or submission of a bid not substantially responsive to the Bidding
Documents in every respect will be at the Bidders’ risk and may result in the rejection of its bid
without any further reference to the bidder. Bidder should strictly submit the bid as per tender failing

which bid will be rejected as non-responsive.

9.3.1 Site Visit

Before attending the pre-bid meeting, the bidder shall mandatorily visit all hospital & CHC & UHC
Health centers locations covered under the scope of work to understand the site conditions, building
readiness, operational workflows, and IT infrastructure requirements. If there is existing IT
infrastructure, Hospital Information System (HIS), or core compute environment currently in place, the
site visit shall be undertaken to study the proposed clinical and administrative operations, with special
emphasis on patient flow across OPD, IPD, Emergency, Diagnostics, Laboratory, Radiology, Pharmacy,
Billing, Discharge, and other ancillary services.

During the site visit, the bidder shall assess departmental layouts, patient movement patterns,
registration and billing touchpoints, clinical workflow requirements, data capture points, queue
management needs, and system integration requirements for effective HIS design and
implementation. In addition, the bidder shall evaluate IT infrastructure requirements including data
center and server room space, racks, servers, storage, virtualization platforms, network architecture
(LAN/WAN/Wi-Fi), bandwidth requirements, cybersecurity components, power supply, UPS, precision

cooling, earthing, structured cabling pathways, and other related civil and MEP interfaces.
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All costs, expenses, and risks associated with the site visit, including travel, accommodation, logistics,
manpower, and incidental expenses, shall be borne entirely by the bidder. The Client shall not provide

any reimbursement or compensation for the site visit.

9.3.2 Shop Drawing

The drawings shall be prepared strictly based on actual site conditions, finalized patient flow, and
approved operational workflows, applicable national and international standards, and prevailing best
industry practices. The bidder shall ensure full coordination with hospital architectural, civil, electrical,
HVAC, fire safety team and other relevant MEP services of hospital while preparing all shop drawings
and layout drawings.

All shop drawings and layout drawings shall be submitted within the timelines defined in the approved

project schedule and shall be executed only after obtaining written approval from the AMC-MET.

9.4 AUTHENTICATION OF ERASURES / OVERWRITING ETC.

Any inter-lineation, erasures, or overwriting shall be valid only if the person(s) signing the bid
initial(s) them.

9.5 AMENDMENT OF BIDDING DOCUMENTS

At any time prior to the last Date and Time for submission of bids, the AMC-MET may, for any reason,
modify the Bidding Documents through amendments is at the sole discretion of the AMC-MET. All

amendments shall be uploaded on the AMC-MET’s website https://tender.nprocure.com/ and will be

binding on all who are interested in bidding.

In order to provide prospective Bidders a reasonable time to take amendments if any, into account in

preparing their bid, the AMC-MET may, at its discretion, extend the deadline for submission of bids.
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9.6 CONTACTING THE AMC-MET

Any effort by a bidder to influence the AMC-MET in evaluation of the bid, bid comparison or contract
award decision may result in the rejection of the Bidders' bid. Purchaser's decision will be final and

without prejudice and will be binding on all parties.

9.7 AMC-MET’S RIGHT TO ACCEPT OR REJECT ANY BID OR ALLBIDS

The purchaser reserves the right to accept or reject any bid and annul the bidding process or even reject
all bids at any time prior to award of contract, without thereby incurring any liability to the affected
bidder or bidders or without any obligation to inform the affected bidder or bidders about the
grounds for the AMC-MET's action. The AMC-MET reserves the right to accept or reject any
technology/solution proposed by the bidder. The AMC-MET reserves the right to select more than one

bidder keeping in view of its large requirements.

9.8 MODIFICATION AND WITHDRAWAL

Bids once submitted will be treated, as final and no further correspondence will be entertained on this.
No bid will be allowed to be modified after the submission of bid. No bidder shall be allowed to

withdraw the bid, if bidder happens to be successful bidder.

9.9 REVELATION OF PRICES

The prices in any form or by any reasons should not be disclosed in the technical or other parts of the

bid except in the commercial bid. Failure to do so will make the bid liable to be rejected.

9.10 TERMS AND CONDITIONS OF THE BIDDING FIRMS

The bidding firms are not allowed to impose their own terms and conditions to the bid and if submitted
will not be considered as forming part of their bids.

Bidder has to strictly comply with the terms and conditions mentioned in the Tender.
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9.11 LOCAL CONDITIONS

The bidder must acquaint himself with the local conditions and factors, which may have any effect on

the performance of the contract and / or the cost.

9.12 CLARIFICATIONS OF BIDS

To assist in the examination, evaluation and comparison of bids the AMC-MET may, at its discretion, ask
the bidder for clarification. The response should be in writing and no change in the price or substance of

the bid shall be sought, offered or permitted.

9.12.1 PRE-BID MEETING

» A prospective bidder requiring any clarification of the bidding documents may notify the AMC-MET
in writing or by Mail at the AMC-MET address indicated in the invitation for Bid. The AMC-MET will
respond to any request for clarification, which he receives prior to holding of Pre-Bid Meeting.

» The purpose of the meeting shall be to clarify issues and to answer questions on any matter that
may have been raised by the prospective bidders in writing and received by the AMC-MET office.

» Any modification of the bid document, which may become necessary as a result of the bid queries,
will be made by the AMC-MET exclusively through the issue of an Addendum pursuant to relevant
clause.

» Any queries during the pre-bid or post the pre-bid meeting (prior to technical bid opening) should

be sent to dydiramcmet@gmail.com. The pre-bid meeting is scheduled on 02/04/2026 at 3.00 PM.

» Itis non-mandatory for all bidders to attend pre-bid meeting. After 24 hours of pre-bid meeting,
queries will not be entertained.
» The bidder may nominate only maximum of two representatives to attend the pre-bid meeting on

their behalf.
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9.13 BID EARNEST MONEY

Bidder has to submit the Bid Earnest Money of Rs. 4000000 (Forty Lakh Only) should be
submitted in the form of Demand Draft or Bank Guarantee (BG) favoring AMC-MET,
Ahmedabad and filling all the details as per Format 8. The BG should be submitted at the
time of bid submission. In case of unsuccessful bidder, EMD will be returned on
completion of tender process and no interest will be payable on EMD amount. The EMD
will be returned to the successful bidder upon submission of Performance Bank

Guarantee. The validity of the Bank Guarantee submitted as part of Bid Earnest

Money should be at least 180 days from the date of submission of the bid.

9.14 DEADLINE FOR SUBMISSION OF BIDS

Bids must be submitted not later than the specified date and time mentioned in the Bid
Document. If specified date of submission of bids being declared a holiday for the AMC-
MET, the bids will be received up to the specified time in the next working day. The AMC-
MET may, at its discretion, extend this deadline for submission of bids by amending the
bid documents in which case all rights and obligations of the AMC-MET and bidders,

previously subject to the deadline, will thereafter be subject to the deadline extended.

9.15 PERIOD OF VALIDITY OF BIDS

Bid shall remain valid for 180 days from last date of submission of bid prescribed by AMC-
MET. A bid valid for shorter period is liable to be rejected by AMC-MET. The bidders
may be required to give consent for the extension of the period of validity of the bid, if
so desired by AMC-MET in writing or by fax. Refusal of such consent would not forfeit the

Bid Security and granting of request will not allow the bidder to revise/ modify his bid.
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9.16 LATE BIDS

Any bid received by the AMC-MET after the deadline for submission of bid
will be rejected.

9.17 BID CURRENCY

The Prices in the bid document shall be expressed in Indian
Rupees (INR) only.

9.18 LANGUAGE OF BID

The bids prepared by the bidder and all correspondence and document relating to the

bids exchanged by the bidder and AMC-MET, shall be written in English.

The bid documents shall be signed on each page by the authorized representative of

the bidder and authority letter should be attached along with the bid.

9.19 BIDDING PROCESS (TWO STAGES)

For the purpose of the present job, a two-stage bidding process will be followed. The

response to the present tender will be submitted in two parts each in separate envelope

clearly marked:

9.19.1 Technical Bid (PART 1)

The bidders will have to submit only the EMD and Tender fee scanned copy as part of
the technical bid in online form through AMC-MET e-procurement system. The other

supporting documents (including vendor response & original EMD and Tender Fee) will

have to be submitted in physical form.

TECHNICAL BID (Envelope 1)

The first part of the technical bid should be a separate envelope containing the EMD and

Tender fee originals as per the format and details provided earlier in the document.
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TECHNICAL BID (Envelope Il)

The bidder will have to submit the technical supporting documents in sealed
envelopes, duly super scribing ‘Proposal for providing Integrated Hospital Information
Systems, Core Compute, Networks, IT Infrastructure and Cyber Security for AMC-
MET, Ahmedabad.” Technical supporting documents will also contain all the
documents (including Annexure) as per Short Tender Notice. All the pages of the

tender including annexure should be duly signed and sealed.

- The Technical response for all the infrastructure requirements shall
also be with this response and not a separate one.

- Apart from the HIS system, QMS, PACS-RIS, the vendor has to procure and
supply ICD-10, CIMS, SnomedCT etc and hence he has to bid for these in

the tech-commercial bidding process

Technical Supporting Documents should not contain any pricing or commercial
information at all. Technical supporting documents with any commercial information
will be rejected.

In the first stage, only the first envelope containing the EMD and tender fee will be
opened. Only those bidders who have submitted the required documents/instruments
as per the specification will be eligible to participate in the technical bid evaluation
stage.

If envelope does not contain above the EMD and tender fee, the offer shall not be
considered valid and shall stand rejected and other envelopes shall not be opened and
shall be sent back to the address mentioned in the bid envelope.

AMC-MET may waive at his discretion any minor informality or non-conformity or
irregularity in a Bid, which does not constitute a material deviation, provide such waiver,
does not prejudice or affect the relative ranking of any Bidder. It may be noted that
the AMC-MET reserves the right to take final decision about responsiveness of the

bidder and decision cannot be challenged by the bidder.
Page 40 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

The Bidder, whose Technical Bids are received in the second envelope shall be further
short listed after undertaking detailed exercise of evaluation as given in the below
sections.

At the end of technical evaluation and the Bids shall be classified as technically
responsive and technically non-responsive. Technically responsive bids may or may not be
pre-qualified, as will depend on the marks scored by the bidder. A Bidder may be
qualified /rejected for the solutions/services offered.

A substantially responsive bid is one which conforms to all the terms, conditions and
requirements of the bidding documents, without material deviation or reservation and
includes the amendments and changes, if any, requested by the AMC-MET during the

evaluation of the bidder’s technical proposal.

The bid shall contain no interlineations, erasures or over writing except as necessary to
correct errors made by the Bidder, in which case such corrections shall be duly confirmed

under signature/initials of the person(s) signing the bid.

9.19.2 COMMERCIAL BID (Partll)

Under the second stage, the COMMERCIAL BID of only those bidders, whose technical
bids are responsive, will be opened. Commercial bids should be submitted in online

form only through e- procurement system.

9.20 SUBMISSION OF BIDS

Bidders are required to strictly submit their bids in electronic form using the e-

procurement system at https://tender.nprocure.com/ of the AMC-MET by using their

digital certificates of authorized signatory. All the interested bidders should register

themselves in the e procurement system https://tender.nprocure.com/ for submitting

the bids online, if they have not done earlier. Bids received after closing of the bid in the
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e-procurement system are summarily rejected without any reason. The commercial bid

should be submitted online only.

All the technical supporting documents should be submitted manually before the final

date & time of bid submission at the following address:

Administrative Office,
AMC Medical Education and Trust

GF, Smt. NHL Municipal Medical College
SVP Hospital Campus, Ellisbridge Ahmedabad 380006, Gujarat

9.21 OPENING OF BIDS

All the bids will be opened at the date, time and locations mentioned in RFP (as per
tender schedule). There is no need for any bidder representative to attend the technical
opening of bids.

The bidders names, modifications, bid withdrawal and the presence or absence of
requisite Bid Security and such other details, as AMC-MET at their discretion, may

consider appropriate will be emailed to the bidders after the bid opening, if necessary.
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9.22 EVALUATION AND AWARD CRITERIA

After opening of the technical bids, all the documents and annexure (except commercial
documents/offer) will be evaluated first by the AMC-MET. First, received bids will be evaluated based on
the eligibility criteria. Technical bids of only those bidders satisfying the eligibility criteria will be
evaluated. Bidders are expected to produce the documentary evidence expected in a separate section in
order to easily quantify and check for the eligibility criteria.

Only those bidders satisfying the technical requirements and accepting the terms and conditions of this
document shall be short-listed for further steps. AMC-MET may also visit and inspect the onsite /
development centers and other installation of the bidders.

AMC-MET will determine to their satisfaction whether the bidder selected as having submitted the best

evaluated responsive bid is qualified to satisfactorily perform the contract.

° AMC-MET will select the highest scoring bidder by giving 70% weightage on the technical
methodology/Technical Score and 30% weightage to the Financial Score as per clause 12 &
Page no 63.

. Comparison of Financial Score shall be done by the formula as under;

Financial Scoring of the Bidder (FS) = LB (Price Bid Amount of Technically Qualified Bidder with Lowest Bid)
/ (Price Bid Amount of the Bidder) * 100
The lowest Price Bid of technically qualified bidder with highest technical score will receive the maximum

score of 100 marks; however, it will be given weightage of 30 %.

Example 1:-

Bidder 1 Technical Score = 75 (As per the QCBS System), Total Maximum Cost = Rs. 995 (Price Bid)

Bidder 2 Technical Score = 82, (As per the QCBS System), Total Maximum Cost = Rs. 1005 (Price Bid)

Bidder 3 Technical Score = 79, (As per the QCBS System), Total Maximum Cost = Rs. 970 (Price Bid)

So the Lowest bided technically qualified vender is “Bidder 3”
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The FS of the “Bidder 1” will be =970/995*100 = 97.49

The FS of the “Bidder 2” will be = 970/1005*100 = 96.52

The FS of the “Bidder 3” will be = 970/970*100 = 100.00

The bidder score will calculate like;

Bidder 1 (70% of ‘Technical Score’ + 30% of ‘Financial Score’) = (75*70% + 97.49*30%) = 81.75
Bidder 2 (70% of ‘Technical Score’ + 30% of ‘Financial Score’) = (82*70% + 96.52*30%) = 86.36
Bidder 3 (70% of ‘Technical Score’ + 30% of ‘Financial Score’) = (79*70% + 100*30%) = 85.30

Based on this exercise, the highest scoring bidder will be selected and the committee will further negotiate
and finalize the price for contract.

However, because of clarifications obtained on their technical data, if AMC - MET desires to modify any of
the stipulation/condition, he will write to all the bidders with a request to submit their price tags for such
changes in a separate sealed envelope; which shall be opened and evaluated along with their original

financial statements.

9.22.1 TECHNICAL BID SCORING SHEET

TECHNICAL BID SCORING SHEET

ID | Criteria Marking System (Objective & Descriptive Quantifiers) Min Max
Description Score Score

1 Avg. Annual Qualifier: CA Audit Certificate for last 3 FY. 12 15
Turnover Disqualified: Turnover < 37.5 Crore.

Score 12: 37.5-50 Crore.
Score 13: 50-62.5 Crore.
Score 14: > 62.5-75 Crore.
Score 14: > Above 75 Crore.

2.1 | Hospital Qualifier: HIS Implementation Experience in Government / 7 10
Experience & Corporate Hospitals either in Single or Multiple Hospitals
Healthcare Network + Healthcare Expertise.
Expertise Disqualified: < 3 implementations (>=500 beds)

Score 7: 3 to 5 implementations (>=500 beds) + 100% Positive
Client Quality Affirmation.

Score 8: 6 to 8 implementations (>=500 beds) + 100% Positive
Client Quality Affirmation.

Score 10: > 8 implementation & one implementation with 3 Cr.
(>=500 beds) + 100% Prior Client Affirmation confirming zero-
downtime & successful ABDM integration.
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2.2

Experience in
large Hospital

Qualifier: Performance Merit Certs from Medical
Superintendent (MS), Dean of Hospital or Competent
Authority.

Score 3: If one hospital> 1000 Beds + Valid Completion Certs.
Score 4: If one hospital> 1500 Beds + Valid Completion Certs.
Score 5: If one hospital> 2000 Beds + Valid Completion Certs.

2.3

Integrating HIS
with Government
websites /
application

Qualifier Integrating Hospital Information System (HIS) with
Government websites / application

Score 3: 1-2 Projects + Valid Completion Certs.

Score 5: 3+ Projects + Prior Client Affirmation

2.4

Global
Certifications &
Standards

Qualifier: Certified copies of 1ISO 9001,
27001,22301/CMMi/Tier-1lI/HIMSS 6 or Higher

Score 3: Minimum 3 ISO Certs from listed requirement.

Score 5: Full set (1SO 22301, Tier-11l design, CMMi Level 5)
+HIMSS 6 or Higher + International Quality Excellence Awards.

3.1

HIS Architecture
& TRS Coverage

Qualifier: TRS Functional "Yes" + Microservices Cert.
Disqualified: TRS < 90% or Monolithic Architecture.

Score 12: TRS 90-95% + Microservices/API/SSL + Basic Demo.
Score 15: TRS 96-100% + Native Al Diagnostics + Verified Auto-
scaling logs + Successful Live Tech Demo.

12

15

3.2

Health Standards
& Interoperability

Qualifier: ABDM (Ayushman Bharat Digital mission)/EHR
Sandbox Integration Certificate.

Score 4: Basic ABDM 2019 Milestone 1 & 2.

Score 5: Full ABDM Milestone 3 + EHR 2016 + HL7 FHIR/DICOM
Cert + Proven boundaryless data flow certs from 2+ sites.

3.3

Compliance &
Global Quality

Qualifier: NABH Digital Standards Compliance Audit Report.
Score 4: Basic NHA/ABDM standard compliance.

Score 5: Full NABH & JCI Digital Health alignment + 100% TRS
Match + Quality Implementation Feedback from 3+ Global
References.

4.1

HCI Compute
Strategy

Qualifier: BOQ Match % + Gartner Standing Cert.

Disqualified: BOQ Hardware Match < 60% or TRS < 90%.

Score 4: 100% BOQ Match (Intel 8480+/1.5TB RAM/L40S GPU).
Score 5: Exceeds BOQ Specs by > 25% + 100% TRS Coverage +
Verified Performance Merit Certs from OEM.

(Verification of HCI-Based Compute Solution, 5-Year Product
Roadmap, and Technical Datasheets Supporting Enterprise-
Grade Compute Capacity)
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4.2

SDDC Automation
& Clinical
Continuity

Qualifier: Must possess an enterprise-grade Backup
Orchestration license and provide a formal Restoration Drill
Certificate verifying successful data recovery within the last six
montbhs..

Disqualified: Automatic rejection for any reliance on manual
restoration processes or a Technical Readiness Score (TRS)
falling below the 90% threshold.

Score,Criteria

Score 1: Basic backup schedules in place; manual restoration
required; inconsistent RPO/RTO tracking.

Score 3: 100% Bill of Quantities (BOQ) Match: Backup
infrastructure matches production capacity. Automated
restoration workflows with a Technical Readiness Score (TRS) of
100%.

Score 5: RPO-0 (Continuous Data Protection): Proven near-zero
data loss. Zero-Touch Restoration: Fully automated recovery
testing. Evidence: Documented non-disruptive Restore Drill
Certs from 2+ prior clients showing 100% success rate.

4.3

Facility
Infrastructure &
PUE

Qualifier: Tier-11l Design Cert + Green DC Award.
Disqualified: Non-Modular UPS or Non-LSZH Cabling.
Score 3: 100% BOQ Match + Modular UPS N+1.

Score 5: Concurrent Maintainability (Tier-Ill) + PUE< 1.4 +
Lithium-lon Energy Storage + Quality feedback certs from
Facility Managers.

(Audit Compliance for Modular UPS, Concurrent
Maintainability, Structured Cabling, and Secure Rack
Infrastructure)

4.4

Spine-Leaf Fabric
& Network QoS

Qualifier: 100G RoCE v2 Support Cert + OEM QoS Cert.
Disqualified: No 100G/RoCE Support or TRS < 90%.

Score 3: 100% BOQ Match + EVPN-VXLAN Architecture.

Score 5: Port Latency < 1.5us + 100% TRS Coverage + Zero-
Packet Loss documentation during peak load PACS imaging
tests.

(Evidence of Scalable Network Architecture Supporting High
Throughput and Low Latency for Critical Applications)

4.5

CyberSecurity,
Vault &
Hardening

Qualifier: FIPS 140-3 L3 Cert + WORM Hardware Cert.
Disqualified: No Air-Gap Vault or No FIPS 140-3 Compliance.
Score 3: 100% BOQ Match + SSL Decryption.

Score 5: AI-NDR Integration + Physically Air-Gapped Cyber Vault
+ 100% TRS + Zero-Breach Certification from previous 3
deployments.

(Evidence of Encryption Compliance, Secure
Backup/Immutability Mechanism, and Perimeter Security
Controls)
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4.6 | SD-WAN & Path Qualifier: ASIC-Hardware SD-WAN Cert + Path A/B Cert. 3 5
Diversity Disqualified: Soft-SDWAN (Non-ASIC) or Single Path.

Score 3: 100% BOQ Match + ASIC SD-WAN Hardware.

Score 5: Hitless Failover (< 10ms) + Dual Physical Route
Diversity certificates from different Connectivity Partners.
(Evidence of SD-WAN Solution with Failover Capability and
Physical Path Diversity for WAN Connectivity)

4.7 | Govt Peering & 5- | Qualifier: BGP AS3461 Peering Cert + 5-Yr SnS MAF. 3 5
Yr SLA Reliability | Disqualified: No BGP Peering capability or No 5-Yr OEM SnS.
Score 3: BGP + 5-Year SnS MAF.

Score 5: 99.999% SLA Uptime + 100% TRS Coverage + 5 years of
verified incident logs + Quality Merit Certs from Govt. Health
Depts.

(ABDM INF-01/02 Compliance and Signed OEM Commitment
for 5-Year Critical Database Patching)

TOTAL BID SCORE 70 100

Evaluator Guidance

1. Mandatory Compliance: Bidders must score at least 70% in each individual section to be considered
technically qualified.
2. Product Demonstration: Bidders may be asked to perform a Proof of Concept (PoC) to verify the,
v" 100G RDMA line speed
v N+2 failover capabilities
v Project completion certificate / letter from the customers
v’ Certifications copy
3. All-Inclusive Rates: Any bid that lists "hidden costs" or fails to provide the "Blended Rate" as defined in
the global instructions will be penalized or disqualified.
4. Part Code Verification: The evaluator must cross-reference the provided BoQ Part Codes with the PCle
Gen5 and RoCE v2 requirements to ensure no legacy hardware is being proposed.
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9.23 COMMERCIAL BIDS

The commercial bids for only those bidders will be opened who have qualified on the basis of technical
evaluation and reviewed to determine whether the commercial bids are substantially responsive.
Commercial bids that are not substantially responsive are liable to be disqualified at AMC-MET’s
discretion.

To assist in the examination, evaluation and comparison of price proposals, the AMC-MET may, at its
discretion, ask any bidder for clarification of their bids including break-up of prices/rates. The request
for clarification and the response shall be in writing or by cable, but no change in the price or substance
of the bid shall be sought, offered or permitted except as required to confirm the correction of
arithmetic errors discovered by the AMC-MET in the evaluation of the bids in accordance with relevant
clause.

Subject to this clause, no bidder shall contact the AMC-MET on any matter relating to its bid from the
time of opening of price proposals to the time the contract is awarded. If the bidder wishes to bring
additional information to the notice of the AMC-MET, it should do so in writing.

Any effort by the bidder to influence the AMC-MET in its evaluation of price proposals, bid comparison

or contract award decisions may result in the rejection of the bidder’s bid.
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9.24 COMPARISON OF PRICE PROPOSALS

» The AMC-MET will evaluate and compare only the bids determined to be substantially responsive in
accordance with relevant clause.

» If a discount has been offered in any Price Proposal, such discount will be applied pro-rata against
each item, the AMC-MET reserves the right to reject, at its sole discretion, any or all evaluated Price
Proposals and if necessary, will call for submission of new Price Proposals. In order to allow
comparison on a common basis, each Price Proposal will be carefully scrutinized in accordance with
the relevant clauses.

» The AMC-MET reserves the right to accept or reject any variation or deviation and other factors,
which are in excess of the requirements of the bidding documents or otherwise result in the accrual
of unsolicited benefits to the AMC-MET, may not be taken into account in bid evaluation.

» The estimated effect of the price adjustment provisions of the Conditions of Particular Application,
applied over the period of execution of the Contract, shall not be taken into account in bid
evaluation.

» If the bid of the successful bidder is substantially below the AMC-MET estimate for the contract, the
AMC-MET may require the bidder to produce detailed price analysis to demonstrate the internal

consistency of those prices.

9.25 NOTIFICATION OF AWARD

> Prior to the expiry of the period of bid validity, the AMC-MET shall notify the successful bidder in
writing by registered letter, (hereinafter called “Letter of Intent”) or by fax to be confirmed by the
original letter by registered mail by the AMC-MET. This letter (herein after and in the conditions of
contract called “Letter of Intent”) shall name the sum which the AMC-MET will pay the Selected
bidder in consideration of execution and completion of the works by the selected bidder as
prescribed by the contract.
> The Work Order/letter of intent reaching the selected bidder shall conclude the contract and time of
performance and shall start running from the date of issue of Work Order.
> The selected bidder shall start implementing the product within 2 days (or within the specified

number of days) after the issuing of the letter of intent by the AMC-MET to the successful bidder.
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9.26 SIGNING OF CONTRACT

>

>
>

At the time of notification of award, the AMC-MET shall send to the successful bidder, the Contract
Agreement provided in these Bidding Documents, incorporating all agreements between the
parties.

Within Thirty (30) days of receipt of the Contract Agreement, the successful bidder shall sign and date
the Contract Agreement and return it to the AMC-MET. Extension of the time contained in this
clause shall be at the sole discretion of the AMC-MET. Failure on the part of Bidder to sign the
contract agreement within the prescribed time shall empower the AMC-MET to cancel the Letter of
Acceptance and take appropriate action against the contract including forfeiture of the ‘EMD” and
security deposit and black listing of the bidder.

The person to sign the Contract Agreement shall be the person as described in relevant clause.

It shall be incumbent upon the successful bidder to pay stamp duty on the Contract and all other
legal charges for preparation of the Contract Agreement, as ruling on the date of execution of the

Contract as specified in the Conditions of Contract.

9.27 SECURITY DEPOSIT

The selected bidder shall deposit 5% of the agreed contract price in the form of bank guarantee from

any Bank mentioned in the section 9.1 (in favor of AMC-MET, Ahmedabad) as per initial section at the

time of issuance LOI/WO as a security deposit within 3 days. The Security Deposit shall be valid up to

180 days after completion of the work and which can be released after successful and satisfactory

completion of the work.

9.28 AMC-MET USE OF BIDDER’S DOCUMENTS

The Bidder’s Documents and other Design Documents made by (or on behalf of) the contract can be

used, copied or communicated to a third party by (or on behalf of) the AMC-MET for purposes no other

than those permitted under this sub-clause.
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9.29 MANAGEMENT MEETINGS
Either the AMC-MET Representative or the Bidder’s Representative may require the other to attend a
management meeting. The business of each management meeting shall be to review the anticipated
arrangement for work and to resolve any matters raised in accordance with this Sub-Clause. The AMC-
MET Representative shall record the business of management meetings and provide copies of this
record to those attending the meeting and to the AMC-MET. The responsibility of the parties for any
actions to be taken shall be included in such record and shall, if not agreed in accordance with the

Contract, be decided by the AMC-MET Representative.

The Bidder's Representative shall notify the AMC-MET Representative at the earliest opportunity of

specific likely future events or circumstances, which may adversely affect the work.

9.30 UNFORESEEABLE DIFFICULTIES

Preliminary data generated by the AMC-MET is available for the guidance of the bidder. However, the
AMC-MET does not take any responsibility of its correctness. The bidder shall carry out independent

additional investigations and surveys to collect the data required to execute.

9.31 SETTLEMENT OF DISPUTES

9.31.1 Any dispute or difference arising between the parties under this Contract, as to their
respective rights or obligations in terms hereof or connected herewith or incidental hereto or

as to the interpretation of any of the terms hereof, shall unless it is amicably settled, be settled
by arbitration in accordance with the provisions of Arbitration and Conciliation Act, 1996 as
amended from time to time. The venue of the Arbitration shall be Ahmedabad. The Arbitration
shall be by the sole arbitrator and in the event, parties are unable to agree on appointment of the
sole arbitrator, each party shall appoint one arbitrator and the two arbitrators shall appoint third

arbitrator.
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9.31.2 In case the two arbitrators are not able to agree on the third arbitrator, the same
shall be appointed as per. the Indian Arbitration and Conciliation Act 1996 as amended from time

to time.

9.31.3 The decision of any two of the three arbitrators shall be final and binding. The parties
agree that the decision and any award rendered by the arbitrators in connection with a Dispute

shall be final and binding on the Parties.

9.31.4 The arbitration expenses shall be borne as per the award of arbitration if same are

given in the award of arbitration else same shall be borne by the losing party.

9.32 ADDRESSING COMPLAINTS

Persons/agencies/firm/any legal entity, ONLY who has participated in the bid process through online
submission and tender fee, may complain in writing after opening of technical bids and before opening
of price bids only. Any type of complaint received after opening of price bid will be treated as a pressure
technique on the authority and fraudulent practice, which attracts debarment for 5 years or blacklisting
(which also includes straight away filing of complaint without any investigation). If complaint is not
made

A) In written with proper address and details

B) By any other entity who has participated in the bid process

The complaint will be straight away filed/discarded without any investigation and explanation.

9.33 FORCE MAJEURE

9.33.1 Force Majeure is herein defined as any cause which is beyond the control of AMC-MET or
SELECTED BIDDER, as the case may be, which they could not foresee or with a reasonable amount
of diligence could not have foreseen and which substantially affects the performance of the
Contract, such as:

e Natural phenomena, including but not limited to floods, droughts, earthquakes and

epidemics;
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¢ Acts of any Government, domestic or foreign, including but not limited to war, declared or

undeclared, priorities, quarantines, and embargoes.

9.33.2 Provided either party shall within fifteen (15) days from the occurrence of such a cause notify the

other in writing of such causes.

9.33.3 SELECTED BIDDER or AMC-MET shall not be liable for delays in performing their respective

obligations resulting from any Force Majeure cause as referred to/ defined above.

9.34 COMPLETION OF THE CONTRACT
On the date of Contract Completion or if the Contract is terminated, all the product installations,
works and equipment placed under the Bidder’s responsibility shall be handed over to the AMC-
MET, at no cost, in good working order. The AMC-MET may perform any inspections, tests or
expert appraisals he shall consider necessary with a view to checking that the product is working

according to the specifications.

9.35 Specialized Work Agency (Sub-Contractor)

The project shall be delivered exclusively by the Primary Bidder, who maintains sole accountability
for the end-to-end execution of the scope of work. While the Primary Bidder may engage
specialized work agency to fulfill specific service requirements, the Primary Bidder remains the
single point of contact. The financial proposal submitted by the Primary Bidder must be all

inclusive, incorporating the costs of all products and services provided by any engaged specialized

work agency.

9.36 Ownership of Material
All documents/ information / materials submitted in response to this RFP shall become the

property of AMC-MET.
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10.Format 1: Bid Form

(To be submitted on letterhead of the Bidder)

To Dated , 2026.
Ref: Proposal for Integrated Hospital information systems, Core Compute, IT Infrastructure and Cyber
Security against tender NO .......cccoevvvevecvevenennas due for openingon

Dear Sir,

Having examined the tender document of Integrated Hospital information systems, Core Compute, IT
Infrastructure and Cyber Security as detailed in the tender document, Terms & Conditions and scope
of procurement, Specifications etc., and having understood the provisions and requirements relating to
the procurement and all other factors governing the tender, We hereby submit our offer for the tender
document in accordance with terms and conditions and confirm our acceptance to execute the order within
the time period specified in the tender document, at the rates quoted by us in the accompanying financial
Bid.

We accept the RFP document and if we fail to complete the delivery as per the order, we agree that,
Ahmedabad Municipal Corporation — Medical Education Trust (AMC-MET) shall have full authority to forfeit
the earnest money/Performance Security and cancel our order with no obligation on their part.

We confirm having deposited earnest money of INR .............. /- in original as offline. We have successfully
executed orders of similar nature and we have sufficient experience and financial strength in handling
orders of this value.

We have sufficient qualified manpower and necessary materials and after sales support to execute the
order efficiently in the specified time schedule.

The quoted rates shall be valid for 180 days from the last date of submission of the bid.

We further confirm that all contents of the tender document have been read, understood and signed and
there is no deviation/discrepancy.

Signature of the Bidder

With stamp and date
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11.Format 2: Bidder’s Profile

(To be submitted on letterhead of the Bidder)

TECHNICAL PROPOSAL SUBMISSION FORM

Sectionl1: Organizational Details/Personal details Ref. Page

1.1 Name of the Firm/ Organization / Individual

1.2 Address of the Head Office

1.3 Address of the Project Offices

1.4 Telephone, Fax and Email details

1.5 Name and Designation of the Authorized
Representative of the tenderer to whom all the
references shall be made

1.6 Address, phone, fax and email of the Authorized
Representative

Section 2: Subject Area

2.1 Area of Expertise:

Section 3: Registration Details

3.1 Registration no. and date:

3.2 PAN/TAN card number details

3.3 GST registration No.
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3.4 Any other registration

Section 4: Experience & Profile

4.1 Summary of similar projects executed successfully in the past years; focusing on
brief descriptions of assignments and experience in similar conditions.

(i) Project title

(ii) Source of funding

(iii) Implementing partners (if any)

(iv) Project duration

(v) Project budget

(vi) Project brief

4.2 Experience in integrated Hospital Information
System product implementation

Section 5: Earnest money deposit (Bid Security) and validity

5.1 Validity of Offer (not less than 180 days)

5.2 Details of Earnest money deposit/BG

(i) Amount of DD/BG

(i) DD/BG number
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(iii) Issue Date

(iv) Name of the Issuing Bank

(v) Name of the Issuing Branch

Signature of the Bidder with Stamp and Date
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12.FORMAT 3: DECLARATION REGARDING CLEAN TRACK

(To be submitted on letterhead of the Bidder)
To Dated -------- , 2026
AMC-MET,

Ref: “Selection of Service provider for Integrated Hospital information systems, Core Compute, IT
Infrastructure and Cyber Security” against tender No

........................ /Dated due for opening on
Dear Sir,

| have carefully gone through the Terms & Conditions contained in the RFP Document.
| hereby declared that my company has not been debarred/black listed.
OR

In accordance with the above we would like to declare that:

1. We are not involved in any litigation that may have an impact of affecting or compromising the
delivery of services as required under this assignment.

2. The information provided in the tender document is true and no false representation has been
made.

Yours faithfully,

(Signature of the Bidder)
Printed Name

Designation
Date:

Business Address:

Place:

Date: Bidder’s signature with seal.
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FORMAT 4: PROJECT EXPERIENCE

(To be submitted on letterhead of customer separately for every similar kind of project)

Sl. No. Item Details

General Information

1 Customer Name/Government Department

2 Name of the Contact Person and
Contact details including email-id.
Brief Description of scope of Project

3 Contract Value of the project (in Lacs)

4 Total cost of the services provided (by
the

Project Details

5 Name of the project

6 Start Date/End Date

7 Date of Go-Live / Commencement

8 Current Status (work in
completed, ongoing support)

9

Contract Tenure

Signature of Customer:

Name of Customer:

Seal of Customer:
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13.FORMAT 5: PERFORMA FOR AGREEMENT (DRAFT VERSION ONLY)

(To be executed on Stamp paper as per legal requirement)

THIS AGREEMENT made on the day of 2026 between AMC-MET,
Ahmedabad, Gujarat of one part and M/s having
its registered office at [hereinafter called “Service provider (SP

)”] of the other part.

WHEREAS AMC-MET has desired for Selection of Service Provider for Integrated Hospital information
systems, Core Compute, IT Infrastructure and Cyber Security as per the Scope of work & specifications given
in the RFP document, referred below, and has accepted a Tender by the SP (Wide LOI/WO no ---

——————— - dated --------- ) for the sum of

(Contract Price in Words and Figures) (hereinafter called “the Contract
Price”).
Whereas the SP has accepted the offer of AMC-MET Wide Letter no ----- dated ----- in response to the

LOI/WO no ----- dated ----- issued by AMC-MET.

NOW THIS AGREEMENT WITHNESSETH AS FOLLOWS:

1. Inthis Agreement words and expressions shall have same meanings as are respectively assigned to
them in the Conditions of Tender referred to.

2. The following documents shall be deemed to form and be deemed to form and be read and
construed as part of this Agreement,

a. Request for Proposal (RFP), i.e. Tender No.: .........ccuvus

b. All Corrigendum released to the above RFP

c. Bid proposal submitted by M/s << >

3. Inconsideration of the Payments to be made by AMC-MET to the SP as hereinafter mentioned, the
SP hereby covenants with AMC-MET to provide the goods and services and to remedy defects
therein in conformity in all respects with the provisions of the RFP document.

4. AMC-MET hereby covenants to pay the Service Provider in consideration of the provisions of the
goods and services and the remedying of defects therein the Contract Price or such other sum as
may become payable under the provisions of the Contract at the times and in the manner
prescribed in RFP document.
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5. The following terms & conditions shall apply in addition to the terms & conditions given in the RFP
document and shall override the conditions given

Signed and sealed this day of ,20 at

Full name, designation and official address with stamp
(Signature)
Full name, designation and official address with stamp

WITNESS NO. 1
Full name, designation and official address with stamp

WITNESS NO. 2
Full name, designation
and official address with stamp

. (Signature)

in

the

RFP

document No.
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14.FORMAT 6: COMMERCIAL BID LETTER

(To be submitted on letterhead of the Bidder)
Name of the Bidder:

To Dated ------------- , 2026

Subject: Submission of Commercial Bid against tender No................ dated for Integrated
Hospital information systems, Core Compute, IT Infrastructure and Cyber Security for AMC-MET hospital,
Ahmedabad.

Dear Sir,

Having examined the RFP document, the receipt of which is hereby duly acknowledged, we, the
undersigned, offer to implement, as a Service Provider for integrated Hospital information
system application in AMC-MET hospital premises, Ahmedabad for AMC-MET.

To meet such requirements and to provide services as set out in the RFP document, we herewith submit
our commercial proposal for the sum of [Amount in words and figures], summarizing our commercial
proposal as per Format 7: Detailed Commercials

Our financial proposal shall be binding upon us subject to the modifications resulting from contract
negotiations, up to expiration of the validity period of the proposal.

We understand that you are not bound to accept any proposal you receive. Terms:

1. The Prices mentioned in Format 7 are inclusive of all taxes including GST.
2.  Price shall be valid for a period of 180 days from the date of submission of bid.
3. The GST and other duties & Taxes, if any, will not be charged separately to the AMC-MET.

4. The financial bid is liable to be rejected in absence of Format 7: Detailed Commercials.

Place: Bidder’s signature with seal Date:

Page 62 of 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben, Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

15. FORMAT 7: DETAILED COMMERCIAL BID FORMAT

To,
Secretary, AMC-MET, Ahmedabad,

Subject: Price bid for the RFP for Integrated Hospital information systems, Core Compute, IT Infrastructure
and Cyber Security for AMC-MET hospital, Ahmedabad.
Sir/Madam, as under -

With reference to tender document for implementation of our product, we submit our commercial
bid

FORMAT FOR COMMERCIALBID -

The bidder shall use the following format for the submission of the Commercial Bid. All rates must be all-inclusive
(covering hardware, software, installation, and comprehensive maintenance/support for the specified period) as per the

General Instructions.

Project Name: Integrated Hospital information systems, Core Compute, IT Infrastructure and Cyber Security for
AMC-MET hospital, Ahmedabad.
Hospital: AMC-MET

_— . Unit Total Price | Appl. Tax | Grand

# Description Quantity | UoM Price (Sub-Total) (Z'F;T %) Total
A Software Product Licenses (Incl. 1 Year

Support)
1 | Hospital Information System (HIS) 1 Lot
2 | PACS - RIS, Imaging Solution 1 Lot
3 | Drug Database Subscription 1 Lot
4 | ICD-10 Database 1 Lot
5 | Snomed CT Database or equivalent 1 Lot

Sub Total (A)

AMC/CMC for Product Licenses (Years 2 to 5)

HIS Maintenance (Post 12 Months Go-Live) 4 Years

PACS - RIS Maintenance 4 Years
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3 | Drug Database Updates (Periodic/6-monthly) 4 Years
4 | ICD-10 Database Maintenance 4 Years
5 | Snomed CT Database Maintenance 4 Years
Sub Total (B)
C | Implementation & Integration Charges
1 | HIS Deployment & Customization 1 Lot
2 | PACS - RIS Imaging Implementation 1 Lot
3 | Drug Database Integration 1 Lot
4 | Lab Modality Integration (Specify Qty) 1 Lot
5 | Kiosks & Other Equipment Integration 1 Lot
Sub Total (C)
D | External Application Integration Charges
1 | Financial Accounting Integration 1 Lot
2 | HRMS Integration 1 Lot
3 | Token Numbering System Integration 1 Lot
4 | CRM Integration 1 Lot
5 | Payment Gateway(s) Integration 1 Lot
6 | Insurance Portal (ABDM-linked) Integration 1 Lot
7 Legaf:y Application Integration (AMC-MET 1 Lot
Existing)
Sub Total (D)
Sub Total (A Through D) - (1)
E Core Compute (DC & DR)
1 High-Perf HCI Nodes (8 Primary) 8 Nos
2 Specialized Nodes (GPU Al / PDC / Mgmt) 4 Nos
3 SDDC & Windows Datacenter Licensing 1 Lot
4 Immutable Cyber Vault (1.1PB WORM) 1 Lot
5 DB Cluster (HIS/ERP) & Backup SW 1 Lot
Sub Total (E)
F IT Infra (Passive & Facility)
1 | 45U Smart Rack Integrated Micro Data Center 2 Lot
2 | Cabling (Copper/Fiber/Trays) & Tools 1 Lot
Sub Total (F)
G Networks (Active Components)
1 100G Core, Spine & Leaf Fabric 10 Nos
2 Access/Floor Switches & OOB Mgmt. 44 Nos
3 Transceivers (100G/25G/10G) & Trunking Lot
4 SD-WAN, NAC & Visual NMS Lot
Sub Total (G)
H Cybersecurity Solution Suite
1 100G Hyperscale NGFW (DC & DR) 2 Nos
2 Border Switching & SSL Decryption 1 Lot
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3 Sec Ops (SIEM/SOAR/Vulnerability) Lot
Sub Total (H)
| WAN Edge (SD-WAN & Routing)
100G SD-WAN Appliance & Licenses Lot
Signal Normalization & Riser Fiber Lot
Sub Total (1)
J Connectivity Links (5-Year Cost)
GSWAN & Railtel 100G High-Availability Lot
2 IP Resource & APNIC Memberships Lot

Sub Total (J)

Sub Total (E through J) - (2)

Grand Total (1 and 2)

The Grand Total shall be calculated, and the final financial score shall be derived based on the QCBS (Quality and Cost

Based Selection) methodology, as per Clause No. 9.22 & Page no 43.

Commercial Submission Instructions:

1. Blended Unit Rates: Each line-item price must include delivery, installation, commissioning, and warranty

support for 5 years.

2. Zero-Cost Items: If an item is bundled within another cost, the bidder must mark it as "Included."

3. Taxes: All taxes must be listed clearly. In the event of a discrepancy, the base rate will be used for evaluation,

and the current statutory tax rates will apply.

4. Validity: The commercial quote must remain valid for 180 days from the date of technical bid opening.

Scope Expansion and Discretionary Rights

"The AMC Medical Education Trust (AMC-MET) reserves the absolute right to expand the scope of the project
at any time during the contract period as it deems necessary. Any such expansion, including the provision of
additional services or infrastructure, shall be subject to additional costing as determined at the sole discretion
of AMC-MET. The final commercial and operational framework for the expanded scope will be finalized based

on mutually agreed terms between the AMC-MET and the Primary Bidder."

Total Consolidated Cost in words:
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Note:

1.  Prices should be inclusive all duties, Taxes etc., including GST. This price will remain valid for 180
days. AMC MET will consider any changes in tax by central / state government after bid submission
date.

2. The commercial bid must be submitted online on https://tender.nprocure.com/, If the commercial
bid is submitted in physical format then bid will be considered as disqualified for which EMD will be
forfeited.

DECLARATION

| / We agree to keep this offer valid for 180 (One Eighty) days from the date of submission of the bid. We
shall also be agreeable to extend the validity of the bid, if so desired by the AMC-MET.

I / We agree and undertake to abide by all the terms and conditions of the bid document. In witness
thereof, I/We submit this Bid under and in accordance with the terms of the bid document.

| / We agree to make deductions of TDS as per rules from the payments.
Yours faithfully,

Date : (Signature of the Authorized Signatory)

Place : (Name and designation of the Authorized Signatory)

Name and seal of Bidder/Lead Firm

[PROPOSALS MUST BE IN SEALED SEPARATE INNER ENVELOPE MARKED FINANCIAL PROPOSAL]
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16.FORMAT 8: PERFORMANCE BANK GUARANTEE

<Location/Date>
<Name><Designation><Address><Phone No.s><Fax No.s><email id>

Whereas, <<name of the supplier and address>> (hereinafter called “the Bidder”) has undertaken, in
pursuance of contract no. <<insert contract no.>> dated. <<insert date>> to provide services as Service
provider for Integrated Hospital Information Systems, Core Compute & IT Infrastructure at AMC-MET,
Ahmedabad for AMC-MET, (hereinafter called “the beneficiary”)

And whereas it has been stipulated by in the said contract that the Bidder shall furnish you with a Bank
guarantee by a recognized Bank for the sum specified therein as security for compliance with its obligations
in accordance with the contract;

And whereas we, <<name of the Bank>> a Banking company incorporated and having its head/ registered
office at <<address of the registered office>> and having one of its office at <<address of the local office>>
have agreed to give the supplier such a Bank guarantee.

Now, therefore, we hereby affirm that we are guarantors and responsible to you, on behalf of the supplier,
up to a total of Rs.<<insert value>> (Rupees<<insert value in words>> only) and we undertake to pay you,
upon your first written demand declaring the supplier to be in default under the contract and without cavil
or argument, any sum or sums within the limits of Rs. <<insert value>> (Rupees <<insert value in words>>
only) as aforesaid, without your needing to prove or to show grounds or reasons for your demand of the
sum specified therein.

We hereby waive the necessity of your demanding the said debit from the Bidder before presenting us with
the demand.

We further agree that no change or addition to or other modification of the terms of the contract to be
performed there under or of any of the contract documents which may be made between you and the
Bidder shall in any way release us from any liability under this guarantee and we hereby waive notice of any
such change, addition or modification.

This Guarantee shall be valid until <<Insert date>>. Notwithstanding anything contained herein:

[. Our liability under this Bank guarantee shall not exceed Rs<<insert value>> (Rupees <<insert value in
words>> only)

II. This Bank guarantee shall be valid up to<<insert expiry date>>

lI. It is condition of our liability for payment of the guaranteed amount or any part thereof arising under
this Bank guarantee that we receive a valid written claim or demand for payment under this Bank
guarantee on or before <<insert expiry date>> failing which our liability under the guarantee will
automatically cease.
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Date:
Place :

Yours faithfully,

(Signature of the Authorized Signatory)(Name and designation of the Authorized Signatory) Seal
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17.FORMAT 9: DECLARATION

(On Company letterhead only)

DECLARATION

The undersigned, having read the Terms and Conditions of set out in the attached document, hereby offers
to provide the services at the prices quoted, in advance with the specifications stated and subject to Terms
and Conditions set out or specified in the document. We submit our Proposal, which includes this Technical
proposal, under a separate envelope and financial proposal online. We confirm that all the information and
statements made in this Proposal are true and accept that any misinterpretation contained in it may lead to
our disqualification. Our Proposal is binding upon us and subject to the modifications resulting from
Contract negotiations. We understand AMC-MET is not bound to accept any Proposal it receives.

Name of authorized representative:

Title:

Postal address:
Date:
Telephone No. :
Email Address:
Mobile No. :

Signature:
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FORMAT 10: AUTHORIZATION LETTER

(Representative AUTHORIZATION Letter on the Letterhead of the Bidder)

To,
<< Name of authority>>

<< Department>><<Address>

MS./MI.iiiieiiieecceeee e, is hereby authorized to sign relevant documents on behalf of the
company/firm in dealing with tender reference NO .....cccccccovvuvevieiiiieee i, She/He is also authorized to
attend meetings and submit technical and commercial information as may be required by AMC-MET in the
course of processing above said application. Ms./Mr. .....ccccevieviiieriieenie e is hereby authorized to
make technical presentation on behalf of the company.

(Proof of above two persons as employee of the company to be enclosed) Thanking you,

Representative Signature

....................................................... Signature attested
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18. FORMAT 11: ORIGINAL EQUIPMENT /PRODUCT MANUFACTURER AUTHORIZATION

(To be submitted on letterhead of the Bidder and need the same from every other outsourced partner bidder to complete this

project / tender requirements)
To Dated -------- , 2026
AMC-MET,

Ref: “Selection of Service provider for Integrated Hospital information systems, Core Compute, IT

Infrastructure and Cyber Security for AMC-MET hospital”, Ahmedabad against tender
[\ o JOUU /Dated due for openingon
Dear Sir,

I / We have carefully gone through the Terms & Conditions contained in the RFP Document.
| / We hereby have fully authorized M/s. (Primary bidder company name

should be mentioned here) represented by Mr. / Mrs. with designation as
(Detailed address with contact information) to bid for our Products / Solution against

the aforesaid tender as a Non-Exclusive Partner.

| / We hereby confirm that the solution provided as a part of the bid / submission against the aforesaid
tender has been verified by us for its totality, technically & functionally and confirm that it meets all the
requirement as per this tender norms.

Yours faithfully,

(Signature of the Bidder)

Printed Name

Designation Seal

Date:

Business Address:

Place:
Date: Bidder’s signature with seal.
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19. DETAILED SCOPE OF WORK

The Agreement will have an initial scope of the Integrated Hospital information systems, Core Compute,
IT Infrastructure and Cyber Security for AMC-MET hospital, Ahmedabad, deployment for the hospital with
support & maintenance period of 5 years. The length of the term to which AMC-MET would agree is
dependent upon among other things, the Bidder’s positions on pricing flexibility and AMC-MET’s right to
employ third parties for managing the internal IT organization.

The following guiding principles outline AMC-MET’s key requirementsfor the selection
and engagement of and relationship with, the Bidder: Time is of the essence to AMC-MET.

>

>

AMC-MET seeks firm and definitive implementation timeline for deployment of the

proposed solution such that new application goes Live as per the agreed date.

Bidder must be able to commit the implementation timelines and required to provide right

effort with resources as required to meet the committed implementation plan.

AMC-MET is interested in a bidder who would be a strategic alliance partner.

>

>

AMC-MET seeks a reputed player in the Hospital IT products / services business

Bidder must be able to provide / commit to continuous improvements with continuous

development based on future roadmap

Bidder shall be proactive in bringing creative ideas / approach as part of their solution towards

operational efficiency and minimizing the medical errors.

Bidder must be open & transparent to provide all the required information / training to AMC-
MET personals & its consultants for effective utilization of HIS for day to day operation and

reporting.

Bidder must be able commit the application base performance over the next 5 years with

proposed growth expectation.

Bidder should leverage technology and scale to continuously improve service quality during the

maintenance period.
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» Bidder should be committed to the highest standards of quality and regulatory compliance

» AMC-MET expects the selected bidder to demonstrate year-on-year continuous improvements

through upgrades and improvements as part of the product improvement plans

19.1 Techno - Functional Bid

19.1.1 Against all the functional requirements, the bidder is required to fill in responses from a

Drop down box choosing one of the three options, namely

» SUPPORTED
» NOT SUPPORTED
» CUSTOMIZATION

The bidder will not be allowed to respond to the functional requirements with any other response
other than the three options given.

> All responses marked as “Supported” needs to be delivered for the project, i.e.
before Go-Live.

The bidder then takes the print out of all the annexures and will sign off on ALL the completed sheets
and affix the organization stamp. It is appreciated that these Annexures are properly bound / filed and
submitted in sealed covers with proper indexation. The Techno — Functional Response will NOT be
accepted in any other form / format other than the ones provided as Annexures to this bidding

documents.

19.2 Technical Proposal Response Format

AMC-MET requires the Bidder to prepare the proposal response as per the guidelines and structure

given below. Should the Bidder wish to provide additional information, same shall be appended to the
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specific section of the proposal to which it pertains or referenced in the relevant section

and included as an appendix.

A more detailed description of the information to be provided in each section is provided

below. The bidder can add Annexures to provide adequate details and each of these

annexures is to be clearly mentioned in the Table of Contents; Also, specific

templates/sheets to be used for response to the RFP:

19.2.1 Executive Summary of Solution (brief overview of the response, providing

highlights of the solution(s), approach and pricing)

19.2.2 Bidder solution overview—

>
>

YV V.V VYV V V VYV V

Bidder background &history
Experience in the HIS implementation, specifically in Healthcare

Client references — Please provide for references from similar business/ size
from your clientele.

Solution Differentiators

Quality Management and Compliance Process (Provide a description of written
standards and procedures for:
- HIS implementation including testing, go live
- Incident and Problem Management
- Change Management &Controls
- Training
- Document review and approval
Escalation matrix- with timelines (3 Levels)
AMC-MET’s Requirement understanding
Scope understanding
Scope Exclusions if any
Proposed Solution —
Solution Overview
Solution Differentiators

Technology Platform
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YV V V VYV VY

YV V V VYV V

YV V V VY

YV V.V V V V V V V V V V VYV VY

Architecture

Deployment platform and approach
Functional Modules

Device Integration

Application Integration Approach

Deliverables (Documentations, Software, User manuals, Technical
documents, Data Structures)

Implementation Approach

Implementation Methodology

Project Management and coordination structure
Implementation KPI’s

Team structure and Responsibilities (Provide for tentative people profiles
assigned to this project)

Implementation Timelines
Proposed initiative to adhere to timelines and deliverable quality
Approach for Deployment testing, integration

Approach for performance Testing

Approach for UAT, Go-Live and Post Go live support
Approach for Transition / Handover

Approach for Training and evaluation of its effectiveness.
Local Presence for implementation and long term support
Value addition based on past experience

Application Support, Maintenance and Development
Scope of proposed Application Maintenance Support
Client site support

Remote application support

Support methodology and management approach
Ongoing Product improvement Support Program
Product improvement and support process

Client site Release and installation management process

Continuous Performance Improvement/Cost Reduction
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Terms and conditions
Assumptions

Dependencies (From client, others)
Risks and proposed approach for mitigation / management

Any Exceptions (Functional and not functional)

VvV V V V VYV

Pricing Proposal (as per the attached annexure)
- Terms and Conditions

- All applicable local
taxes & levies

- Appendix / Optional
information

All documentation being provided has to be current and relevant to the deployed
instance at AMC- MET and not any generic documents.

19.2.3 Forms / Formats to be used by the bidder (Sealed, Signed and on Organization
Letterheads)

19.2.3.1 Organization Details sheet

19.2.3.2 References sheet

19.2.3.3 Certifications with proof

19.2.3.4 Project Approach Methodology

19.2.3.5 Project Delivery & Implementation Plan (Macro & Micro Schedules)

19.2.3.6 Required Cloud Infra (Hardware, OS, DB, Security, Connectivity etc.) to deliver a
FIVE 9’s SLA

19.2.3.7 Deviations if any
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20. TECHNO FUNCTIONAL REQUIREMENTS

1. Project Overview and Scope of Supply

AMC-MET is engaging in this RFP process to identify potential bidders to provide an

integrated HIS solution required to automate all department operations. The bidder is

responsible for project management, implementation, integration, customization, training,

change management, testing, and maintenance on a turnkey basis.

Sl. . .
No Scope of Supply Detailed Description
Supply of Hyper- | 1. HIS/ EMR 2. Hyper-Converged Core Compute; 3. Standalone Rack
1 | Converged Servers (Business Apps); 4. Standalone Rack Servers; 5.
Infrastructure Cybersecurity; 6. Backup Software, UPS, Racks, Cables;
) Implementation System Study, Requirement understanding and mapping,
Services Configurations
3 | Testing & Support Alerts (SMS/Email), Performance Testing, UAT, Pre/Post Go-Live
support
4 | Training End User Training, Admin Training, Database/Report Generation,
User Manuals
5 | Warranty 5 Years from the date of Go-Live
6 | Upgrades Free upgrades/releases for issues; Paid upgrades for new modules

2. Supply, Implementation, Deliverable & Training Scope

The Bidder will be responsible for providing a full range of IT Compute Infrastructure

supporting the Hospital Operations, with the proposed solutions during the Warranty Period

of 5 years.

These services should include, but not be limited to, the following details mentioned in the

below section.

The Scope of Work document needs agreement & sign off from all stakeholders with the

Hospital IT Team, Application Vendor Teams and then activity on the project will commence.
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General Instructions to the Bidders

e The bids have to be complete in all aspects including the required Infrastructure.

e The Infrastructure provided in this document is indicative only and the respective
bidders are to use these guidelines and arrive at the Final BoM / BoQ based on their
product and also the required transactional load.

e The bidders will also have the option of consolidating the required infrastructure and
proposing a hyper converged solution or a generic converged solution, as appropriate.
The preferred technology deployment is on the Hyper Converged Technology
Platform. It is also assumed that:

o The Hyper Converged solution stack shall be configured with a 60% Replication
/ Redundancy factor, i.e., RF 2 Sizing.

e All the OEM to note that EACH BID based on the technology being offered will be
associated with One System Integrator. For Example — If an OEM wants to propose
both, Converged and Hyper Converged Technology Bids (further referred to as
Platform’s), they are to do so with the below guidelines:

o There will be Separate Bids with complete compliance to the Tender
Guidelines and Framework for every Platform being proposed.

o Each of this bid will be with One Single Partner who will have the OEM
Authorisation form in Original.

o You cannot use the same Partner for multiple bids.

o Bids will be rejected if the OEM authorization forms are not provided in
original.

o All Bids from the same OEM will be rejected if there are multiple OEM
Authorisation Forms for the same Technology Platform solution issued to
Multiple SI’s.

o Deviations from the base specifications as mentioned in this document
depending on the Technology Platform being provided, shall be documented

separately as a part of the technical bid, by the bidder on this Letter Head.
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e All the proposed Server & Storage infrastructure (excluding the Workstations) will be
with a default 5 =5 — 5 Onsite Warranty with a committed SLA as:
o For HCI Servers:
i. Mean Time to Arrive Onsite for a Service Call — Within 4 Hours.
ii. Mean time to Replace / Repair — Within 8 Hours.
o For Standalone Servers:
i. Mean Time to Arrive Onsite for a Service Call — Within 4 Hours.
ii. Mean time to Replace / Repair — Next Day Replacement.

e All the Servers to Network Switches and to the SAN Switches are on a Fully Redundant
— Fault Tolerant connection mode which in other words are also termed as NSPOF (No
Single Point of Failure) Configuration & Deployment.

e |IP KVM Switch and console for every rack with a Rack Mounted TFT Screen, Keyboard
and Mouse.

e All the proposed racks have to be 42U, Standard Server & Storage Rack with inbuilt
cooling and PDU’s. These are fully self-contained racks with Power, Cooling, Cable
Management, Heat Management, Security and other features Rack must be fitted
with an Online UPS and should have SMF Batteries inbuilt to deliver a minimum of 10-
minute backup. The UPS System should be manageable and should be capable to send
out SMS Alerts for various state changes. The UPS will have a Dual Power Input source
too and should be available with an OEM Standard 5- 5 -5 Year Onsite Warranty.

e Based on the number of Servers, the Bidder to propose the Backup Agents required
for all the Hardware / Infrastructure components mentioned in this annexure.

e The required version of the Operating System and Database Licenses must be
estimated in totality and firmly proposed along with the Hardware. Unless specifically
mentioned in the specifications, the vendor is free to size the same as per their
solution and then bid for the same.

e All prices being proposed as a part of the Commercial Bid Process shall be including all
Local Taxes / Levis / Duties and is FOR Delivery — Installation — Warranty Support at

site.
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3. Implementation Services — Scope of Work

The Scope of Work document is agreed & signed off with the Hospital IT team and then the

below said activity is carried out:

Setup the Racks

Unpack and mount the servers after assembling them

Install the KVM and the Onboard Server Utilities first

Configure all Virtual Servers

Install the OS and the DB as per the Deployment Document signed off
Install the Domain Controllers, DNS, DHCP and other Management Servers
Install the Antivirus & Backup Servers

Install the Application & Database Servers for High Availability & Failover
Install and configure the SAN and the NAS

Create, Configure and Assign the LUNs to various Hosts

Network Termination, Dressing, Tagging etc

Document the entire deployment including Configuration Screen Shots etc.
Enable OEM Warranties and Support

Knowledge Transfer to the Hospital IT Team — System Administration, Management
and Sustenance

Manage OEM Support under the Warranty Period

System Testing:

o These tests shall rigorously exercise all functions and devices, both individually
and collectively, and shall verify the correct functional operation of all
hardware and software.?

o These tests shall as a minimum include the following:

i. Automatic Switchover of VMs in case of failure.

ii. Verification of all user interfaces.

iii. Verification of model maintenance capabilities.

iv. Verification that the open system standards and design guidelines required

by the Work Statement have been met.
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o Performance Testing:
i. These tests shall verify that the specified performance requirements are met
for the system under test.
ii. Simulation shall be provided by the Supplier, if necessary, to create the
operating conditions for the different scenarios. Training and preparation of
training material.
iii. Change Management.
iv. Load Testing.
v. User Acceptance Testing (UAT).
vi. Go-Live.
vii. Post Go-Live Stabilization.
viii. Post Implementation Support.

e The Infrastructure Vendor will work with the Application Software Vendor to Deploy
the Applications & Database as envisaged and will provide all necessary support in
deploying the Application Software.

e The details of the activity to be carried out are as follows:

Deployment Planning

e Creating a detailed project implementation plan.

e Freezing all the configuration parameters with-respect-to design.

e Freezing all elements in the final SOW and official sign-off.

e Creating implementation document with configuration templates.

e Creating site pre-requisite checklists to ensure site readiness before starting
implementation activities.

e Review meeting and site readiness sign-off.

e Sign-off implementation plan.

Implementation

e Verifying all the hardware / software components with respect to the final BoM

shipped to the customer location.

e Power on self-test on all the hardware.
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Verify the software versions / feature sets.
e Upgrade to recommended software version, if required.
¢ Mounting the devices on the Rack.
e Connecting all the cables.
e Ensuring end to end connectivity.
Deploying Rack Servers & Storage
i. Mounting Servers on Rack.
ii. Power on the Servers.
iii. Updating latest firmware.
iv. Configuring Management Stack advanced version.
v. Configured HBA for Boot from SAN.
vi. Fine tune Server Installation as per practices.
vii. Mounting SAN Storage on Rack.
viii. Cabling between Hosts and storage.
ix. Powering on the SAN Storage.
X. Configuring Management Port.
xi. Creating the Raid Level as per requirement.
xii. Configuring Boot OS LUN.
xiii. Configuring LUN's & Volumes.
xiv. Configuring SAN zoning.
xv. Mapping to Hosts.
xvi. Download the Firmware package for SAN storage.
xvii. Update the firmware by selecting appropriate firmware package.
xviii. Verify the storage firmware.
xix. Verify the LUNs presented through both controllers on servers.
xx. Fine tune Storage Installation as per best practices.
OS & Database Installation & Configuration
i. Installing the Operating System.

ii. Configuring the OS (IP, Host Name, Etc.,).
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iii. Installing OS security, OS patches & hot fixes online.

iv. Configuring Failover HA as per best practices.

v. Configuring Disk Groups / LUN’s / Volumes to be mapped onto the hosts.
vi. Testing Server Failover.

vii. Fine Tune the entire setup.

Please Note That:

e All the equipment will be delivered within 6 — 8 weeks from the date of the work order
and the same shall be commissioned — tested — ready to go live within 4 weeks from
the date of the delivery acceptance at site.

e The Bidder is responsible to work along with the IT Team of AMC-MET and the
Business Application Software vendors of AMC-MET to implement the envisaged
Healthcare IT Solution and the Implementation Signoff shall only be done when the
provided Infrastructure and the Business application software are demonstrated end
to end in totality.

e As a part of the Technical Bid, the Bidder has to provide the Detailed BoQ (with Part
Code etc.) in MS Excel format. This should have the details of all the Hardware, OS, DB
and System Tools as per the Technical Requirement mentioned in this document and
the final BoQ. However, this sheet should not have any Commercial Information in it.
Any commercial information included in the technical bid shall automatically disqualify
the bidder from the bidding process. This is a mandatory submission, and the
Technical Bid will be rejected in totality if this document is not provided for in the
Technical Bid Submission.

e The Bidder has to give a self-declaration on his letter head that they have factored in
all components required to provide the envisaged solution to AMC-MET and any
missed out component to complete the solution will solely be on the Bidder’s account
and not on AMC-MET. The bidder will make good of any missed-out components
within the project timelines and shall be penalized for delays as per the Penalty Clause

for this project.
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20.1 Detailed Component Modules

20.1.1 Core Compute, Data Center

1. Project Objectives

The primary objective is to establish a Tier-1ll compliant, high-availability Centralized Data
Center (DC) located at SVP Hospital. This infrastructure is engineered to support the 24/7
mission-critical nature of healthcare services for the LG, Shardaben, Nagri, Dental College,
S.B.B. College of Physiotherapy, CHC & UHC Health Centers.

The architecture provides a secure, scalable foundation for the Ayushman Bharat Digital Mission
(ABDM) and NABH standards, hosting clinical applications including HIS, PACS, EMR, LIS, and RIS

via a modern Hyper-Converged Infrastructure (HCl) and Software-Defined Data Center (SDDC)
model.
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2. Expected Project Outcomes

e 99.98% System Availability: A Tier-1ll concurrent maintainability design at the SVP hub
ensuring no single point of failure across compute or storage tiers.

¢ Centralized Performance: High-speed connectivity from satellite hospitals (LG,
Shardaben, Nagri) to the SVP core, ensuring zero performance degradation for clinicians.

e Ransomware Immunity: Implementation of an immutable data architecture to ensure
patient records remain unchangeable and recoverable.

o Unified Management: Single-pane-of-glass orchestration for all three hospitals from the

central SVP command center.

Implementation Services — Scope of Work (SOW)

This Scope of Work (SOW) is a binding agreement between the Infrastructure Vendor and the IT
Teams of SVP, LG, Shardaben, Nagri, , Dental College, S.B.B. College of Physiotherapy, CHC &
UHC Health Centers

Phase 1: Project Planning & Design Freeze
e Project Implementation Plan (PIP): Creation of a detailed timeline covering the central
DC setup and site integration.
e Design Freeze: Formalizing configuration parameters (IP, Host Names, VLANs) for the
virtual instances across all hospital sites.
e SOW Sign-off: Finalization of all elements in the SOW and official sign-off.
e Site Readiness: Review meeting and formal sign-off on rack space, power, and cooling at
the SVP location.
Phase 2: Physical Installation & Hardware Staging
e Inventory Verification: Verifying all Hardware/Software against the approved BoM.
o Rack Management: Professional rack setup, mounting of HCI nodes, GPU nodes, and the
IP-KVM consoles at SVP.

e Power-On Self-Test (POST): Component-level health checks for all physical nodes.
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o Firmware Optimization: Updating the latest firmware for Servers, Storage, and 100G
Fabric Switches.
¢ Network Infrastructure: Professional termination, dressing, and tagging of all
100G/10G/1G cables.
Phase 3: Storage & D2D2D Configuration
e Storage Deployment: Physical mounting and cabling of the Storage/Vault arrays.
e LUN Orchestration:
o Configuring RAID levels as per hospital requirements.
o Creating LUNs for the 10TB Production Set, 10TB Backup Set, and 80TB Archive
Set.
o Configuring secure SAN Zoning.
e Storage Hierarchy (D2D2D): Implementation of deduplication, snapshots, and immutable
WORM logic (Disk-to-Disk-to-Disk) to protect clinical data.
Phase 4: Virtualization & System Deployment
e SDDC Stack: Installation of the Virtualization layer and Advanced Management Utilities.
o Core Management Servers: Deployment of the Standalone Primary Domain Controller
(PDC), ADCs, DNS, and DHCP.
e Virtual Server Build-out: Provisioning of the virtual instances (HIS, PACS, LIS, etc.) across
the HClI fabric.
e Operating Systems & DB: Installation of RHEL/Windows and Database clusters
(MongoDB/Postgres) including security hardening.
e Observability Stack: Deployment of monitoring tools (Prometheus, Grafana, Nginx Proxy,
APM, and ELK).
Phase 5: Application Support & Collaboration
o Application Collaboration: The Infrastructure Vendor will work with the Application
Software Vendors of LG, Shardaben, and Nagri to ensure the healthcare solution is
demonstrated end-to-end. This includes supporting the deployment of Node JS, Report
Server, and Database environments.

Phase 6: Rigorous Testing & Acceptance
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e A.System Testing:
o HA Failover: Automatic switchover of VMs in case of node failure within the SVP
cluster.
o User Interface: Verification of management interfaces and dashboards.
o Standards Compliance: Verification of open system standards and ABDM design
guidelines.
o B. Performance & Load Testing:
o Simulated Scenarios: Creating operating conditions for high-traffic hospital
scenarios across all three satellite sites.
o Load Testing: Verifying the All-Flash tier under peak clinical demand.
o UAT & Go-Live: Formal User Acceptance Testing followed by Post Go-Live
stabilization.
Phase 7: Knowledge Transfer & Support
¢ As-Built Documentation: Delivery of the entire deployment documentation, including
configuration screenshots and SOPs.
o Knowledge Transfer (KT): Training the IT Teams on system administration and
sustenance.
e Warranty Management: Enabling 5-year OEM warranties and managing 24x7x4hr on-site

support.

Mandatory Compliance & Delivery Terms
¢ Timelines: Equipment delivery within 6—-8 weeks; Commissioning within 4 weeks from
delivery.
o Total Integration: Sign-off is granted only when the infrastructure and the Business
Applications are demonstrated in totality across all sites.
¢ Technical Bid Submission: Bidders must provide a detailed BoQ (with Part Codes) in MS

Excel.
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o Self-Declaration: The Bidder must factor in all components for the solution. Any missed
components required for completion will be at the Bidder’s account.
3. Functional & Technical Requirements (Aligned to Section E BOQ)
This comprehensive technical write-up is aligned with the Bill of Quantities (BOQ) and provides
the necessary detail for a robust Request for Proposal (RFP). It emphasizes the design

philosophy, technical requirements, and long-term sustenance of the centralized infrastructure.

Functional & Technical Infrastructure Requirements
Server Farm & High-Performance Compute

e Primary HCI Cluster: Deployment of 8 enterprise-grade Hyper-Converged Infrastructure
(HCI) nodes. These servers are the engine for mission-critical hospital workloads (HIS,
EMR, PACS, ERP), featuring Dual Intel Xeon Platinum 8480+ processors and 1.5TB DDR5-
4800 RAM. High availability is ensured through redundant 2000W Platinum PSUs and hot-
swap NVMe Gen5 SSDs to provide ultra-high I0PS, effectively eliminating clinical latency.

e Al & 3D Visualization: A specialized compute node equipped with NVIDIA L40S GPUs to
facilitate heavy 3D medical rendering, digital pathology, and Al-driven diagnostics. This
dedicated silicon offloads rendering from the general compute cluster to satisfy NABH
INF-01 imaging compliance.

e Future Scaling: The framework includes pre-negotiated unit rates for expansion nodes,
ensuring cost-parity and predictable scaling as clinical data volumes grow over a 36-
month horizon.

¢ Enterprise Virtualization & SDDC Stack

e SDDC Logic: A unified Software-Defined Data Center (SDDC) stack virtualizing compute,
storage, and networking. This enables advanced features like High Availability (HA) and
Distributed Resource Scheduler (DRS). Crucially, it facilitates micro-segmentation,
allowing the IT team to isolate sensitive clinical data from public-facing services.

¢ Platform & Database Licensing: Unlimited VM deployment via Windows Server

Datacenter licensing, including Software Assurance and Azure Hybrid Benefit. The
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infrastructure supports multi-site clustering for HIS/ERP databases via Always-On
Availability Groups, ensuring perpetual data access and 5-year security patching support.

e Storage Fabric & RDMA Interconnects

e HCI Backend Fabric: A dedicated 100G RDMA (RoCE v2) network acting as the
"circulatory system" of the cluster. These high-speed switches provide non-blocking data
paths and sub-millisecond latency required for high-volume imaging traffic and real-time
database synchronization.

e Management & Visibility: Dedicated appliances for Data Center Infrastructure
Management (DCIM) and centralized syslog/NMS validation. This is paired with Remote
IP-KVM Console Switches providing secure, BIOS-level out-of-band access independent of
the operating system.

o Data Protection & Immutable Cyber Vault

¢ Immutable Cyber Recovery Vault: The hospital’s "Last Line of Defense" against
ransomware. This features a 1.1PB usable pool utilizing Hardware-level WORM (Write
Once Read Many) and S3-Object Lock. Once patient data is written to this vault, it cannot
be modified or encrypted by unauthorized entities.

e Multi-Tiered Backup Orchestration: Centrally orchestrated software simplifies complex
recovery into "one-click" tasks. It supports application-aware backups and "Instant VM

Recovery," restartable directly from backup storage. Long-term HIPAA compliance is

managed via Public Cloud S3 Archives with automated lifecycle policies.

Implementation & 5-Year Sustenance Framework
The project includes a comprehensive 5-year sustenance and validation framework to maintain
the design philosophy throughout its lifecycle.

o SLA Driven Resiliency: A strategic local inventory containing 10% of critical Field
Replaceable Units (FRUs)—such as NVMe SSDs, PSUs, and Transceivers—is maintained
on-site to meet aggressive Recovery Time Objectives (RTO) and eliminate logistics delays.

e OEM-Backed Support: All hardware includes a 5-year comprehensive sustenance

framework with 24x7x4hr on-site warranty and AMC/CMC support.
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Compliance & Audits: Mandatory annual asset inventory updates to audit all licenses,
hardware serials, and capacity utilization.

Validation & Commissioning: Includes formal stress testing, load balancing verification,
and the delivery of "As-Built" documentation and SOPs for emergency failovers.
Resilience Testing: Mandatory quarterly Primary DC failover drills to certify that RTO/RPO
targets remain achievable by hospital staff.

Knowledge Transfer: Structured training for the IT team covering HCl administration,

storage management, and disaster recovery orchestration.

Critical Technical Alignment

To fully achieve the design philosophy, the following must be validated during technical

evaluation:

1. HCI Witness/Quorum: Deployment of a lightweight witness service (Cloud or 3rd Site) to

prevent "Split-Brain" scenarios in the database cluster.

External Hardware Security Module (HSM): Required for secure digital signing of medical
reports and e-prescriptions to meet ABDM Level-3 compliance.

Data Reduction Guarantee: A contractual requirement for a minimum 3:1
deduplication/compression ratio on the 1.1PB Backup Vault to prevent premature

capacity exhaustion.
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6.6.1 CORE-COMPUTE INFRASTRUCTURE REQUIREMENTS

Standalone Servers and Technology Platform

Section E - Bill of Quantities in Scope:

SINo

Item
Description,
Design
Philosophy &
Audit
Directives

ty

Implementation
Options

Minimum Tech
Spec (BOM)

Certificatio
ns

Pricing
Category
(Summary
E)

Healthcare
Compliance
(ISO/NABH/ABDM)

E.A1

Primary HCI
High-
Performance
Compute Node:
Enterprise node
for HIS/PACS.
Philosophy:
Eliminate
clinical latency.
Instruction:
Configure
RDMA (RoCE
v2). Audit: Tier-
11l N+1 node
redundancy.

Nutanix NX, Dell
VxRail, HPE
SimpliVity

Dual Intel Xeon
Platinum 8480+
(64C/128T); 1.5TB
DDR5-4800 RAM; 8x
15.36TB NVMe Gen5
SSDs; Quad-Port
100G RoCE v2 NICs.

Energy
Star, UL/CE,
FIPS 140-2

ISO: A12.1.1;
NABH: IMS-03;
ABDM: INF-01

1. High-
Perf HCI
Nodes

E.2

GPU
Visualization &
Al Node:
Specialized
server for 3D
PACS/AL.
Philosophy:
Dedicated
silicon for
rendering.
Instruction:
Optimize for
digital
pathology.
Audit: NABH
INF-01
compliance.

NVIDIA OVX, Dell
XE9680, SuperMicro

Dual Intel Xeon
Gold 32C; 2x NVIDIA
L40S 48GB GDDR6
GPUs; 512GB DDR5
RAM; 2x 1.92TB
NVMe Boot.

NVIDIA
Certified,
CE/FCC

ISO: A.12.1.1; 2.
NABH: INF-01; Specialized
ABDM: INF-01 Nodes

E.3

SDDC License:
Full-stack
virtualization
(Hypervisor,
SDS, SDN).
Philosophy:
Unified 100G
fabric
orchestration.
Instruction:
Implement
micro-
segmentation.
Audit: SDDC
100G stack
resilience.

Nutanix Ultimate,
VMware VCF, Azure
Stack

Enterprise
Plus/Ultimate License;
Includes Distributed
Firewall, Micro-
segmentation, and 5-
Year Support.

Common
Criteria
EAL4+

ISO: A13.1.1; 3.SDDC
NABH: IMS-IT; & Windows
ABDM: INF-01 Lic.

E.4

Windows
Server
Datacenter OS:
Unlimited VM
licensing.

Microsoft Windows
Server 2022/2025

Datacenter Edition
(Core-based licensing
for physical cores);
Includes Software
Assurance for 5 years.

ISO 19770-
1 (SAM)

ISO: A.12.3.1; 3.SDDC
NABH: IMS-IT; & Windows
ABDM: INF-01 Lic.
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Philosophy:
Cost-
predictable
scaling.
Instruction:
Include
Software
Assurance and
Azure Hybrid
Benefit. Audit:
Standardized
OS Platform.

E.5

Enterprise
Database
Cluster: High-
availability
HIS/ERP data
management.
Philosophy:
Perpetual data
availability.
Instruction:
Configure
Always-On
Groups. Audit:
NABH DB
Cluster
compliance.

Oracle Ent, MS SQL
Ent, EDB Postgres

Enterprise Grade
Licensing; Multi-core
optimization; Includes
5-year Critical Patch &
Security Support.

FIPS 140-2

5.DB
Cluster &
Backup
SW

ISO: A.12.3.1;
NABH: IMS-03;
ABDM: INF-01

E.6

Management &
DCIM
Appliance:
OoO0B
management
and syslog.
Philosophy:
Isolate mgmt
from production
traffic.
Instruction:
Deploy in HA.
Audit:
Centralized
Syslog/NMS
validation.

Dell R660, HP
DL360, Lenovo
SR630

1U Rack Server; 2x
16C CPU; 256GB
RAM; 2x 960GB SAS
SSD (RAID 1);
Redundant PSUs.

CE/UL,
Energy Star

ISO: A.12.4.1; 2.
NABH: IMS-IT; Specialized
ABDM: INF-01 Nodes

EX

Immutable
Backup &
Cyber Vault:
Air-gapped,
WORM
storage.
Philosophy:
Last line of
defense.
Instruction:
Enable
Hardware
WORM and S3-
Object Lock.
Audit:
Mandatory
Cyber Vault.

Dell PowerProtect,
Pure FlashBlade,
Cohesity

1.1PB Usable (post-
dedupe); Hardware-
level WORM; S3-
Object Lock; 100G
connectivity;
Immutable Snapshots.

SEC 17a-4,
FIPS 140-3

4.
Immutable
Cyber
Vault

ISO: A12.3.1;
NABH: IMS-IT;
ABDM: INF-04

E.8

Enterprise
Backup
Software:
Policy
management
for cross-site
restore.
Philosophy:

Veeam VUL,
Commvault,
NetBackup

Universal License
(VUL); Support for
Physical/Virtual/Cloud;
5-Year 24x7
Maintenance &
Support.

I1ISO 27034

5.DB
Cluster &
Backup
Sw

ISO: A.12.3.1;
NABH: IMS-IT;
ABDM: INF-01
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One-click
orchestration.
Instruction:
Enable Instant
VM Recovery.
Audit: Primary
Backup
Framework
audit.

E.9

100G HCI
Backend
Fabric: RDMA
switches for
SDS
communication.
Philosophy:
Non-blocking
storage
circulatory
system.
Instruction:
Optimize for
RoCE v2. Audit:
Tier-Ill Storage
Fabric.

NVIDIA Spectrum-
3, Cisco Nexus,
Arista

32-Port 100G
QSFP28; Non-
blocking line-rate;
RoCE v2 Optimized;
Ultra-low latency
buffers.

IEEE
802.3ba

ISO: A.13.1.1;
NABH: IMS-03;
ABDM: INF-01

6. HCI
Fabric &
Cloud

E.10

Remote IP-
KVM Console:
BIOS-level
secure remote
access.
Philosophy:
Emergency
access
independent of
OS. Instruction:
Integrate with
LDAPS. Audit:
Secure Console
Access (A.12).

Vertiv Avocent,
Raritan, Aten

16-Port High-
Density IP-KVM; 4-
Concurrent Remote
User sessions; Virtual
Media Support.

FIPS 140-2
Level 1

ISO: A12.1.1;
NABH: IMS-IT;
ABDM: INF-01

2.
Specialized
Nodes

E. 11

On-Site
Critical Spares
Kit: Strategic
inventory for
aggressive
RTO.
Philosophy:
Eliminate
logistics delays.
Instruction:
Maintain 10%
local buffer of
FRUs. Audit:
SLA Driven
Resiliency.

OEM Certified
Parts

5yr 24x7x4hr On-
site support; 10%
local inventory of
SSDs, PSUs, Fans,
and Transceivers.

ISO 9001

ISO: A17.1.1;
NABH: IMS-IT;
ABDM: INF-01

1. High-
Perf HCI
Nodes

E.12

Primary
Domain
Controller
(PDC) -
Standalone:
Philosophy:
Physical air-
gapped root
auth.
Instruction: Part
2 Component.
No SAN/NAS
connectivity.
Audit: Secure
BIOS & Local

Dell R760, HPE
DL380, Lenovo
SR650

Standalone
Physical Server (2U);
2 x Intel Xeon-Silver
4110 (8-Core); 64 GB
RAM; 2 x 1 TB SAS
(10k RPM) RAID 1.

FIPS 140-2

ISO: A12.1.1;
NABH: IMS-IT;
ABDM: INF-01

2.
Specialized
Nodes
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Auth.

Top-of-Rack
(ToR)
Management
Switches:
Philosophy: 24-Port HA Pair;
High-availability Autosensing 1G/10G
EA3 management Cisco Nexus, SFP+ & QSFP+;

’ fabric. Aruba, Juniper Switching Capacity
Instruction: Part >1.25 Tbps; Latency
3 Component. <3 ps.

HA Mode.
Audit: Switching
capacity
validation.

ISO: A.13.1.1; 6. HCI
IEEE 802.3 [ NABH: IMS-03; Fabric &
ABDM: INF-01 Cloud

Tiered Storage
Hierarchy
Implementation:
Philosophy: Tier 1: 10TB RAW
D2D2D (Disk- All-Flash (Prod); Tier
to-Disk-to- Integrated Solution 2:10TB RAW SSD ISO: A.12.3.1;
E. 14 Disk). 1 (Nutanix/Dell/Veeam) (Local Backup); Tier I1ISO 27001 NABH: IMS-IT;
Instruction: Part 3: 80TB RAW ABDM: INF-01
3 Logic. Multi- Nearline/iSCSI
tier data (Archive).
lifecycle. Audit:
RPO/RTO
Parity.

5.DB
Cluster &
Backup
SwW
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COMPUTE INFRASTRUCTURE REQUIREMENTS

Servers on Virtualized Technology Platform

This descriptive document outlines the Virtual Computing Requirements for the healthcare
enterprise. Each instance is designed to run on the high-performance HCl fabric, leveraging the
All-Flash Production Set for high-IOPS clinical workloads.

To provide this in a format ready for a Word document, | have structured the content with clear
headers, bolded resource specifications, and detailed technical descriptions. You can copy and

paste the following directly into your document.

Master Virtual Server Infrastructure: Clinical & IT Operations
Deployment Model: 8-Node High-Availability HCI Cluster
Total Provisioned Resources: 2,000 vCPU | 6,528 GB RAM | 71,000 GB NVMe Storage

Part 1: Clinical Core & Application Clusters
1. HIS Application Cluster

e Resources: 128 vCPU, 512 GB RAM, 6,000 GB Storage

e Software Stack: RHEL 9 / Windows Server 2025 (Node.js Environment)

o Description: Hosts the primary application logic for the Hospital Information System. This
cluster is scaled to handle extreme concurrent clinical sessions across all hospital
departments, ensuring zero-latency response times for doctors and nurses.

2. HIS Database Cluster

e Resources: 192 vCPU, 768 GB RAM, 9,000 GB Storage

e Software Stack: RHEL (MongoDB Enterprise) / Windows Server (MS SQL Enterprise)

o Description: The "Source of Truth" for all patient Electronic Medical Records (EMR). It is
optimized for massive IOPS and high-speed retrieval, placed on the "Platinum" storage
tier to manage heavy concurrent read/write operations.

3. PACS/RIS Image Cluster

e Resources: 192 vCPU, 768 GB RAM, 15,000 GB Storage
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e Software Stack: RHEL / Windows Server 2025 (Postgres / Imaging Logic)

e Description: 50% Storage Tier Priority. Manages medical imaging logic and metadata.
Designed for high-speed ingestion of heavy DICOM files from modalities like CT, MRI, and
X-ray, providing instantaneous image loading for radiologists.

4. Clinical Reporting Cluster

e Resources: 128 vCPU, 512 GB RAM, 2,000 GB Storage

e Software Stack: Ubuntu / Windows Server 2022 (Tomcat, Jasper Reports)

o Description: A dedicated, resource-intensive instance for PDF generation, Jasper
analytics, and ABDM-compliant clinical reporting. This prevents performance degradation

on the primary application servers during month-end or peak discharge hours.

5. UAT / Training Cluster
e Resources: 128 vCPU, 512 GB RAM, 2,000 GB Storage
e Software Stack: RHEL / Windows Server 2022
e Description: A full-scale sandboxed replica of the production environment. It is used for

User Acceptance Testing (UAT) of new software patches and for onboarding clinical staff

without risking the integrity of live patient data.

Part 2: Infrastructure & Management Clusters
6. Identity & AD Cluster
e Resources: 96 vCPU, 192 GB RAM, 1,200 GB Storage
e Software Stack: Ubuntu (BIND9) / Windows Server (ADDS)
e Description: The primary authentication hub for the hospital. It manages directory
services and DNS, facilitating "Tap-and-Go" login capabilities for clinicians moving
between bedside terminals and consultation rooms.

7. LIS & Modality Interface Cluster
e Resources: 64 vCPU, 128 GB RAM, 1,200 GB Storage
e Software Stack: RHEL (Mirth Connect) / Windows Server 2022
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Description: The HL7/ASTM protocol bridge. It manages the real-time data flow between
laboratory machines and the HIS, ensuring test results are automatically attached to the

correct patient file.

8. Infrastructure Management Cluster

Resources: 64 vCPU, 128 GB RAM, 1,200 GB Storage

Software Stack: Ubuntu (Ansible) / Windows Server (SCCM/WSUS)

Description: The data center "Control Tower." It manages the orchestration of the
virtualized environment, automated OS patching, and global cluster configurations for

the 8-node HCI system.

9. Backup & Recovery Node

Resources: 64 vCPU, 128 GB RAM, 2,000 GB Storage

Software Stack: RHEL 9 / Windows Server 2025 (Veeam/Commvault)

Description: Orchestrates Disk-to-Disk-to-Disk (D2D2D) backup policies. It manages
snapshots and data migration to the air-gapped Immutable Cyber Vault to protect against

ransomware.

10. Security & XDR Cluster

Resources: 96 vCPU, 256 GB RAM, 2,000 GB Storage

Software Stack: Ubuntu / Windows Server (Crowdstrike/SentinelOne)

Description: Centralized security management console. It performs real-time threat
hunting and manages endpoint security health (EDR/XDR) for all clinical workstations and

servers.

11. General Utility & NTP

Resources: 48 vCPU, 96 GB RAM, 800 GB Storage

Software Stack: CentOS Stream / Windows Server 2022

Description: A flexible utility host providing local NTP (Network Time Protocol) to ensure
all medical devices and server logs are perfectly synchronized for legal and clinical

auditing.
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Part 3: Observability, Edge & Additive Services
12. WAF & Load Balancer Tier

e Resources: 64 vCPU, 128 GB RAM, 800 GB Storage

e Software Stack: Nginx Plus / Windows Server (ARR)

e Description: The Security Edge. It handles SSL Termination, Web Application Firewall
(WAF) rules, and traffic distribution to protect backend clinical nodes from external or
internal spikes.

13. Observability (Metrics) Cluster

e Resources: 96 vCPU, 384 GB RAM, 4,000 GB Storage

e Software Stack: RHEL (Prometheus/InfluxDB) / Windows Server 2022

e Description: The Metric Scraper. It pulls real-time performance data from every server
and 100G network switch every 15 seconds to identify hardware or performance
anomalies.

14. NOC Visualization Cluster

e Resources: 64 vCPU, 128 GB RAM, 800 GB Storage

e Software Stack: Ubuntu (Grafana) / Windows Server 2022

o Description: Provides a centralized visual "NOC" dashboard for the IT command center,
correlating clinical application health with underlying physical server metrics.

15. App Performance Monitoring (APM)

e Resources: 96 vCPU, 256 GB RAM, 2,000 GB Storage

e Software Stack: Ubuntu / Windows Server (Elastic APM/SkyWalking)

o Description: Code-Level Tracing. It monitors the Node.js/Java environments to identify
specific bottlenecks in code or slow database queries before they affect clinical end-
users.

16. Log Analytics (SIEM/ELK)

e Resources: 128 vCPU, 512 GB RAM, 10,000 GB Storage

o Software Stack: RHEL (Elasticsearch) / Windows Server (Splunk)

e Description: Audit Compliance Cluster. Centralized repository for all system and

application logs, critical for HIPAA/ABDM forensic analysis and long-term audit retention.
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17. PACS Al Rendering (GPU Cluster)
e Resources: 128 vCPU, 512 GB RAM, 4,000 GB Storage
e Software Stack: Ubuntu (CUDA) / Windows Server 2025 (NVIDIA L40S)
¢ Description: Additive Component. Powers Al-driven diagnostic assistance and high-
speed 3D reconstruction using specialized vGPU mapping to the Section E.3 hardware.
18. Medical loT Management Cluster
e Resources: 96 vCPU, 192 GB RAM, 2,000 GB Storage
o Software Stack: Ubuntu loT / Windows Server 2022
o Description: Additive Component. Manages and secures connected medical devices
(smart pumps, cardiac monitors, etc.) within their dedicated VLAN segments.
19. DR Orchestration Node
e Resources: 64 vCPU, 128 GB RAM, 800 GB Storage
e Software Stack: RHEL (Nutanix Leap) / Windows Server (SRM)
o Description: Additive Component. Manages automated failover/failback logic between
the Primary DC and the DR site to ensure continuity of care during a disaster.
20. VDI Management Tier
e Resources: 96 vCPU, 256 GB RAM, 1,200 GB Storage
o Software Stack: Ubuntu / Windows Server 2025
¢ Description: Additive Component. Orchestrates Virtual Desktop Infrastructure, enabling
clinicians to access their roaming profiles from any terminal across the campus.
21. Pharmacy & RCM Cluster
e Resources: 64 vCPU, 128 GB RAM, 2,000 GB Storage
e Software Stack: RHEL / Windows Server 2022
e Description: Additive Component. Dedicated logic for Pharmacy Inventory management,

automated drug dispensing integration, and Revenue Cycle Management (RCM) billing.
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Highlighting the N+2 redundancy and the 2:1 vCPU over subscription ratio:

Enhanced Cores 05 Options Clinical
SI. No. | Cluster / (VCPU) RAM (GB) | Storage (GB) (Linux / Windows) Priority &
Instance Name Remarks
Core
HIS Application RHEL 9 / Win hospital logic;
1 Cluster 128 >12 6,000 Server 2025 high
concurrency.
Core
HIS Database RHEL (Mongo) / | patient
2 192 768 9,000
Cluster ! Win Server (SQL) records; High
IOPS.
50%
PACS/RIS RHEL / Win Storage Tier:
192 768 15,000
3 Image Cluster ’ Server 2025 High-speed
imaging.
Clinical . Resource-
4 Reporting 128 512 2,000 Ubuntu / Win heavy PDF &
Server 2022 .
Cluster Analytics.
Sandboxed
UAT / Training RHEL / Win .
5 Cluster 128 512 2,000 Server 2022 repl'lca for
testing.
Primary
Identity & AD Ubuntu / Win Auth &
6 Cluster %6 192 1,200 Server (AD) Directory
services.
Lab
LIS & Modality RHEL (Mirth) / equipment
7 Interface 64 128 1,200 Win Server 2022 HL7
interfacing.
Orchestrati
Infrastructure Ubuntu / Win
12 1,2
8 Mgmt Cluster 64 8 ,200 Server (SCCM) on anle fleet
patching.
Snapshot
Backup & RHEL / Win management
64 128 2,000
9 Recovery Node ’ Server 2025 & Cyber
Vault.
Real-time
Security & XDR Ubuntu / Win endpoint
10 96 256 2,000
Cluster ! Server (XDR) threat
hunting.
Distributed
General Utility CentOS / Win .
11 & NTP 48 96 800 Server 2022 tlme sync &
scripts.
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High-
WAF & Load Nginx Plus / Win | bandwidth
12 Balancer Tier 64 128 800 Server (ARR) traffic
management.
Millions of
Observability RHEL / Win clinical
13 (Metrics) 96 384 4,000 Server 2022 system
metrics.
Command
NOC .
14 | Visualization 64 128 800 Ubuntu /Win | Center
Server 2022 telemetry
Cluster .
display.
App . Code-level
15 Performance 96 256 2,000 Se:/zl:r;;]z/zwm trace for
(APM) Node.js/Java.
Log Analytics RHEL (Elastic) / e acucc)zlriT':ipr:lanc
16 g Analy 128 512 10,000 Win Server &
(SIEM/ELK) and log
(Splunk)
storage.
PACS Al Additive:
Ubuntu (CUDA
17 | Rendering 128 512 4,000 / Winusner‘i/ér ) 025) 3D Rendering
(GPU) and Al.
Additive:
Medical loT Ubuntu loT / )
18 Mgmt Cluster 96 192 2,000 Win Server 2022 Smart—d.ewce
monitoring.
DR . Additive:
19 | Orchestration 64 128 800 RHEL / Win DR failover
Server (SRM) .
Node logic.
VDI . Additive:
20 Management 96 256 1,200 Ubuntu / Win Brokers for
. Server 2025 .
Tier clinical VDI.
Additive:
Pharmacy/RCM RHEL / Win Inventory
21 Cluster 64 128 2,000 Server 2022 and Billing
logic.
(6.5TB
TOTAL
SUM
ALLOCATION 2,000 6,528 GB 71,000 GB RAM /71TB
Storage)

Consolidated Resource Utilization Summary

Hardware Context: 8 Physical Nodes | Total Physical Cores: 1,024 | Total RAM: 12,288 GB (12

TB)

This table calculates the aggregate demand on physical 8-node HCI cluster providing an estimate

of the compute overhead and the available headroom for N+1 or N+2 failure scenarios.
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Virtual Resource Aggregation & Physical Mapping

SI. No. | Virtual Instance Group Ig;aul Tot(a cl;:)A M Tota: g';;rage 5;::32; d Type
s s
06-12 :nga/ﬁ‘s'/\ggggackup) 344 1,056 8,600 ?eriﬂfiisrat'o” &
13-16 stgi;‘;apb&i)ty & Analytics 344 1,312 17,000 'E\:i'gr;:t’:”g &
17-21 (A;(/j:;i'}/;DR/VD'/Pharm) 440 832 13,900 siegnhd-zti:lfg & loT

Total Aggregate Demand 2,000 6,528 71,000 (71 TB) 535&?5;65

HCI Cluster Physical Mapping & Headroom Analysis

This table evaluates how the aggregate demand fits into your 8-node physical cluster (N+1 and
N+2 scenarios).

Aggregate .
Metric CIUSt‘?r Total Demand Ra.tl.o /. Failure Scenario Headroom
(Physical) . Utilization
(Virtual)
N+2 Stable: Even with 2 nodes
e down, the ratio only climbs to

Compute 1,024 Cores 2,000 vCPUs 1.95:1 (v:p) 2.6:1, well within the "High
Performance" 3:1 limit.

N+2 Resilient: If 2 nodes fail, RAM
H 0,

Memory 12,288 GB 6,528GB | 53.1% Used usage rises to 71%. System.
remains fully operational without
swapping.

Critical Guardrail: Includes the
50% PACS/Clinical allocation.
~ ~ 0,

Storage 122.8 TB (Raw) 71.0TB 57% (Usable) Leaves ~15% for

metadata/snapshots after failure.
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Virtual Server Platform and the Data Protection Strategy

1. Data Protection Strategy & Lifecycle (D2D2D)

We will implement a robust Disk-to-Disk-to-Disk (D2D2D) backup methodology. This

architecture ensures that data exists in three distinct states, providing rapid recovery for

operational errors and air-gapped security for catastrophic or ransomware events.

Primary Production Write (Tier 1): All active clinical data from HIS (MongoDB), PACS
(Postgres), and the Monitoring Stack (Prometheus TSDB) will be written to the
Production Set (10 TB RAW All-Flash/SSD). This tier is optimized for sub-millisecond IOPS
to eliminate clinical latency.

Synchronous/Near-Instant Copy (Tier 2): Simultaneous with or immediately following
the primary write, data is replicated to the Disk-to-Disk Backup Set 1 (10 TB RAW All-
Flash/SSD). This set is utilized for "Instant VM Recovery," allowing the hospital to resume
operations within minutes in the event of a Virtual Machine or OS-level corruption.
Tertiary Archive & Cyber Vault (Tier 3): The final level of protection involves a secondary
copy to the Proposed Disk-to-Disk Backup Set 2 (80 TB RAW Nearline/iSCSI). This tier is
physically or logically separated from the primary production fabric to ensure long-term

retention and protection against site-wide issues.

2. Backup Methodology & Orchestration

The backup environment will be a combination of Incremental & Full DB backups apart from OS

Snapshots, managed as follows:

0S & Application Snapshots: Consistent snapshots of the Virtual Machine (VM) states
will be taken at the hypervisor level. This includes the Reverse Proxy (Nginx)
configurations, Grafana dashboards, and HIS/PACS application binaries, allowing for a
"Point-in-Time" rollback of the entire environment.

Database-Level Backups:

Page 103 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

o Incremental Backups: Frequent transaction log and incremental backups (e.g.,
every 15-60 minutes) will be performed for the MongoDB and Postgres
databases to minimize Data Loss (RPO).

o Full DB Backups: Periodic full database dumps will be orchestrated during low-
traffic windows (typically daily) and stored on Backup Set 2 for long-term
historical recovery.

Observability Data Retention: The Prometheus and ELK/Log Aggregator data will
undergo automated lifecycle management, where aging logs and metrics are compressed

and moved from the high-speed Production Set to the 80 TB Archive Set.

20.1.2 IT Infrastructure & Facility Technical Matrix

1. Project Objectives

The primary objective of the IT Infrastructure & Facility module is to provide a
standardized, high-reliability environment that ensures the physical and operational
integrity of the Core Compute and Network stack. This framework focuses on the "Life
Support" systems of the infrastructure, utilizing an Integrated Micro Data Center (Smart
Rack) model for the Centralized Hub at SVP Hospital and resilient edge distribution for
satellite locations.

The design ensures that power, cooling, and connectivity are concurrently maintainable,

allowing for 24/7 clinical operations without interruption.

2. Expected Project Outcomes

Decoupled Infrastructure Resilience: Utilization of room-neutral Smart Racks with
integrated DX cooling and modular UPS to ensure 99.98% uptime regardless of ambient
room conditions.

100G Fiber Backbone: Achievement of laser-optimized connectivity (OM4) and armored
campus-wide fiber (0S2) to support high-bandwidth PACS imaging and real-time HIS data.
Zero-Trust Physical Security: Implementation of biometric MFA handles on server
enclosures and lockable distribution racks to secure patient data at every physical

touchpoint.
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Asset Transparency: Continuous visibility via DCIM (Data Center Infrastructure

Management) for real-time thermal mapping and asset inventory accuracy.

3. Functional & Technical Requirements

3.1 Integrated Micro Data Center & Power

Smart Rack Enclosures: Deployment of 45U Integrated Micro Data Centers. These units
are "room-neutral," featuring integrated 7kW DX cooling and 10kVA modular UPS
systems. This design ensures that mission-critical servers are protected from dust,
moisture (IP54/NEMA-12), and power fluctuations without requiring a dedicated Tier-Il|
room build-out.

Edge Distribution Racks: A hierarchy of 15U Intermediate and 9U Wing-level racks
ensures that network connectivity is distributed across hospital floors with local security
(lockable panels) and integrated power distribution units (PDUs).

3.2 High-Bandwidth Passive Infrastructure

Laser-Optimized DC Fabric: Implementation of OM4 Multimode Fiber for intra-rack and
inter-row links. This "Fiber-First" approach provides the 100G RDMA readiness required
for the HCI storage backend.

Armored Campus Backbone (0S2): Use of burial-grade, rodent-resistant 12-Core Single
Mode fiber to provide resilient inter-block connectivity across the hospital campus.

10G Copper Foundation: CAT-6A U/FTP shielded cabling with LSZH (Low Smoke Zero
Halogen) jackets to support future-proofed 10G speeds for clinical workstations.

3.3 Infrastructure Management & Security

DCIM & Thermal Mapping: Integrated sensors within the Smart Racks provide real-time
thermal mapping. This data is fed into the DCIM platform to identify hotspots before they
impact server performance.

Physical Security: Biometric MFA handles on the primary enclosures ensure that only
authorized IT staff can access physical clinical hardware, complying with 1SO 27001 and

ABDM INF-01 standards.
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The bidder shall supply, install, test, and commission a complete Passive Network Infrastructure.

e Standard Compliance: All components must meet ANSI/TIA-568 and ISO/IEC 11801

standards.

¢ Performance Warranty: A 25-Year OEM-backed warranty is mandatory, covering

channels, components, and bandwidth compliance.

e Testing Protocol: * Copper: Mandatory Fluke Performance Certification for all CAT-6A

links.

o Fiber: Bidirectional OTDR testing and Power Meter testing for every core,

including Link ID and Pass/Fail status reports.

5. Technical Specification Summary

Item Description & Design at Minimum Technical Compliance
Philosophy y Specification (ISO/NABH)
Smart Rack Micro Data 45U IP54 Enclosure; 7kW ) _ _
Center (Integrated 2 DX Cooling; 10kVA Modular 150: A.11; ABDM: INF-
. . . 01
compute housing) UPS; Biometrics.
Intermediate Distribution 15U Glass Door; 600mm
Rack (Floor-level 15 Depth; 1U 6-Port PDU; NABH: IMS-03
connectivity) High-volume fan kit.
CAT-6A U/FTP Cable (10G 60 305m Box; LSZH Jacket; 150 A11
high-bandwidth copper) 600MHz; Solid bare copper. o
12C SM Fiber (0S2) Armoured G.652.D Fiber;
(Armored campus 3000m LSZH; Dual window ABDM: INF-01
backbone) 1310/1550nm.
. 50/125 Laser Optimized;
12C MM Fiber (OM4) i )
(100G RDMA readiness) 1500m .1OOG ready, Ultra-low I1SO: A.13.1.1
insertion loss.
24-Port CAT-6A Panel 1U Angled; Shielded; Rear
. . o 45 Cable Manager; Keystone UL-1863
(High-density termination) )
jacks.
. UV-Resistant Polyester;
Rack Labeling System 1 Industrial Adhesive; 150: A.12.1.1
(Asset tracking)
Barcode support.
Redundant ISP Entry; 4x 4-
Du?l Meet-Me-Rooms 1 inch HDPE conduits; Splice Tier-Ill Standard
(Physical redundancy) trays
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6. Recommendations for Alignment

To ensure the infrastructure meets Tier-1ll design intent, the following must be validated:

PUE Efficiency: The Smart Rack units must maintain a Power Usage Effectiveness (PUE) of

<1.4 within a non-controlled room environment.

Grounding & Bonding: All racks and trays must be integrated into a common grounding

busbar to prevent electrostatic discharge (ESD) from damaging high-speed NVMe

storage.

Seismic Safety: Although these are integrated racks, they must be anchored to the base

slab to meet regional seismic safety requirements.

Would you like me to create the "Pre-Commissioning Checklist" for the Passive Infrastructure

to ensure the fiber and copper links meet the 25-year warranty standards?

Section F - Bill of Quantities in Scope:

Item .
e — A Pricing
gesgrlptlon, at Implementati T M;\nlsmum Certificatio StCo:mp(lilance Category
SI No esign Y | on Options ech spec ns andarcgs (Summary
Philosophy & (BOM) (ISO/NABH/ABDM) F)
Audit Directives
45U Smart Rack
Integrated Micro
Data Center: All-in-
one high-density
compute.
Philosophy:
Decoupled site
infrastructure
(Room-neutral).
Instruction: En‘g:sure'
Integrated DX ’
A kW
Cooling & modular Dedicated DX
UPS. Audit: PUE Cgo:?;age(Split-
AT el Vertiv, Rittal | system); UL, CE, [SIORLIE 2.Smart
F.1 non-DC 2 . NABH: IMS-03;
. . ,Schneider 10kVA Energy Star . Racks
environment with . ABDM: INF-01
) : Modular UPS;
FSS, Biometric . .
sensors integrated EHlEIE
DCIM Software: MFA; NEMA-
12/IP54
Asset management .
Sealing.
platform.
Philosophy:
Centralized DC
visibility.
Instruction: Real-
time thermal

mapping. Audit:
Asset inventory

accuracy audit.
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15U Intermediate
Rack: Floor-level
distribution Glass Door;
including PDU. 600mm
Philosophy: Depth; 1U 6- 1SO: A11:
F.2 | Resilientedge 15 Netrack, Port PDU; EIA-310-E | NABH: IMS-03; RACK
connectivity. Schneider High-volume )
o . ABDM: INF-01
Instruction: Glass fan kit;
door for visibility. Lockable side
Audit: Floor-level panels.
IDF distribution
check.
9U Wing Mount
Rack: Compact
wing-level access 450mm
including PDU. Depth; 5-port
Philosophy: PDU;
Minimal footprint [P Lockable side ISO: A11;
F.3 edge. Instruction: 25 Netra?ck ? panels; 19" 1ISO 9001 NABH: IMS-03; RACK
Lockable panels for standard ABDM: INF-01
local security. mounting;
Audit: Compliance Powder-
with Wing coated Gl.
distribution
standards.
CAT-6A U/FTP
Cable: 10G high-
bandwidth copper. 305m Box;
Philosophy: Future- LSZH Jacket;
proofed 10G 600MHz; Full ISO: A.11; 4.
F4 | speeds. Instruction: | 60 | , SOMMSO%Pe | 406 Copper | ET- Ut NABH: IMS-03; Cabling &
LSZH Jacket support; Solid ABDM: INF-01 Tools
required. Audit: bare copper
Mandatory Fluke conductors.
Performance
Certification.
12C SM Fiber
(0S2): Armoured Armoured
campus backbone. Jacket;
Philosophy: Inter- G.652.D 1SO: A1 4
E5 block resilience. 300 Sterlite, Fiber; LSZH; ITU-T NABH.' IMS-bS' c t;l'
’ Instruction: Burial- Om Cornin Dual window G.652.D ) ’ Zlellig) &
; 9 _ ABDM: INF-01 Tools
grade armouring. 1310/1550nm;
Audit: OTDR Rodent/Water
testing for every resistant.
core.
12C MM Fiber
(OM4): Laser-
optimized DC 50/125
fabric. Philosophy: Laser
100G RDMA Optimized; ISO: A.11; 4.
F.6 | readiness. 0n:50 Co?:ir:ms‘mpe' OM4; 100G 56;'_’3/ %'A' NABH: IMS-03; Cabling &
Instruction: Use for 9 ready; LSZH; ’ ABDM: INF-01 Tools
intra-rack links. Ultra-low
Audit: RDMA insertion loss.
storage fabric
optimization check.
24-Port CAT-6A
PELEE AL 1U Angled:
copper termination. Shielded:
Philosophy: High- F S
density cable : T ISO: A.11; 4.
Y Panduit Rear Cable ’ .
F.7 management. 45 CommSco’ . N UL-1863 NABH: IMS-03; Cabling &
Instruction: P EEEE ABDM: INF-01 Tools
Shielded with rear FlEln FE e
o keystone
managers. Audit: iacks
Managed patch Jacks.
distribution audit.
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MM OM4 Patch
Cord: High-
bandwidth duplex 50/125;
jumpers. LSZH; 3m;
Phil hy: Low- LC-L
Iossoss:rp\)/e); ° Corning Dcljple(i(' Low ISO: A11; 4. .
F.8 . 300 o o IEC 61754 NABH: IMS-03; Cabling &
connection. Panduit Insertion Loss ABDM: INF-01 Tools
Instruction: LSZH (<0.2dB); ’
rated cords only. Ceramic
Audit: Cable label ferrules.
and path
verification.
Cable Tray
Systems: Wire Gl Wire
mesh raceways. Mesh; Powder
Philosophy: Path Coated;
segreg;)tign. Legrand 300mm’ width; ozl o .
F.9 | - 1 ’ . ’ IEC 61537 NABH: IMS-03; Cabling &
nstruction: Gl Valrack Mounting ABDM: INF-01 Tools
Mesh, powder brackets; ’
coated. Audit: Grounding
Data/Power hardware.
separation audit.
Fiber LIU/Panels:
Termination units. Rack Mount
Philosophy: Tray; 24/48
Managed fiber CommScope Port; Splice ISO: A.11; 4.
F.10 | distribution. 1 Cornin ’ trays included; TIA-568 NABH: IMS-03; Cabling &
Instruction: Splice 9 Front ABDM: INF-01 Tools
trays included. management;
Audit: High-density Pigtail kits.
termination audit.
Cable Management
Acc: Labeling and RoHS
routing. Ties/Velcro;
Philosophy: Asset Panduit [ LabeiS' I1ISO: A11; 4.
F.11 | identification. 1 Learand ’ Cable Socksj RoHS NABH: IMS-03; Cabling &
Instruction: Use 9 . ABDM: INF-01 Tools
. . Floor markers;
industrial labels. Port ID tags
Audit: Asset ID and ’
labeling audit.
Vertical Cable
Mgrs: High-density High
routing. Density; 6-
Philosophy: inch width; . .
F.a2 | Optimalairflow Vertiv, Double sided; 1SO 9001 N/-I\SBel.: IAI\./I1S1—’03; Ca4t;|ing &
routing. Instruction: Netrack Fingers for )
) ABDM: INF-01 Tools
6-inch double- cable
sided. Audit: High- protection;
volume routing Slam latches.
check.
Workstation
Faceplate:
Scalable user Dgal/Quac!
. . Port; Angled;
ports. Philosophy: sh
. utters . .
User-side Panduit included: 1ISO: A11; 4.
F.13 | modularity. 1 CommScc; a Icons/La’beIS' UL NABH: IMS-03; Cabling &
Instruction: P ’ ABDM: INF-01 Tools
Dual/Quad port Flame-
shutters. Audit: r?tar_ g
User connectivity e
scalability audit.
Rack Labeling Polyester
System: Asset Vinyl; UV
tracking. Resistant; ISO: A.11; 5. DCIM
F.14 | Philosophy: 1 Brady, Dymo Industrial UL Listed NABH: IMS-03; 2 Ainit
Identification Adhesive; ABDM: INF-01
compliance. Clear-coat
Instruction: UV- protection;
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resistant polyester. Barcode

Audit: Labeling and support.

asset ID audit.

Dual Meet-Me-

Rooms: Physical Redundant

redundancy. ISP Entry; 4x

Philosophy: ISP 4-inch HDPE I1ISO: A11; 4.
F.15 | diversiy. 1 Facilities conduits; Tier-lIl NABH: IMS-03; Cabling &

Instruction: Splice trays; ABDM: INF-01 Tools

Redundant conduit Dedicated

entry. Audit: ISP power.

redundancy audit.

20.1.3 Network Infrastructure & Security Technical Matrix

1. Project Objectives

The primary objective of the Network Infrastructure and Security module is to establish a high-
speed, "non-blocking" digital nervous system for the hospital ecosystem. By adopting a modern
Spine-Leaf Architecture, the design eliminates the congestion typical of legacy networks. This
ensures that massive PACS imaging files and real-time EMR data move seamlessly across the

campus, providing a secure, compliant foundation for ABDM and NABH digital mandates.

2. Expected Project Outcomes

¢ Predictable Low Latency: A non-blocking fabric ensuring sub-millisecond switching for
critical HIS/LIS database transactions and high-speed PACS rendering.

e Zero-Trust Micro-segmentation: Granular isolation of clinical systems, medical loT
(infusion pumps, monitors), and guest Wi-Fi to prevent the lateral spread of cyber
threats.

e Maedical loT Security: Automated profiling and authentication of all connected medical
hardware via Network Access Control (NAC), ensuring only authorized devices access the
patient data VLAN.

¢ High-Speed Resilience: Redundant 100G paths ensuring that critical clinical services

remain active even in the event of a primary fiber link failure.
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3. Functional & Technical Requirements

e 3.1 Core Fabric & High-Speed Connectivity

¢ High-Density Spine-Leaf Core: Deployment of 100G/25G high-density switches to create
a redundant, non-blocking fabric. This architecture is designed to handle "bursty" traffic
from digital pathology and high-resolution radiology scans without dropping packets.

e HCI Optimized Storage Networking: Dedicated Leaf switches supporting RoCE v2 (RDMA
over Converged Ethernet) to provide the ultra-low latency required by the Hyper-
Converged storage layer, ensuring the "Virtual SAN" heartbeat remains uninterrupted.

e 3.2 Perimeter & Internal Security

¢ Granular Internal Segmentation: High-throughput internal firewalls isolate "East-West"
traffic. This ensures that a compromise in a public-facing service (like Guest Wi-Fi) cannot
reach the core clinical database or patient records.

« Identity-Based Access Control: Radius/NAC systems provide 802.1X authentication for all
wired and wireless entry points. The system automatically profiles connected devices
(e.g., MRI machines vs. staff laptops) and dynamically places them into isolated security
zones.

¢ 3.3 High-Performance Trunks & Optical Backbone

e 100G Optical Fabric: A comprehensive kit of 100G SR4/LR4 optics and MPO-12 high-
density fiber trunks to connect the fabric at line-rate speeds.

« Diverse Path Resilience: Implementation of redundant physical fiber routes to ensure
that the 100G backbone remains active even in the event of a physical cable cut on the
primary route.

¢ 3.4 Management & WAN Optimization

e Out-of-Band (OOB) Management: An independent management network allows IT staff
to access and recover network equipment via serial console even if the main production

network is unresponsive.
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e SD-WAN Cloud Steering: Optimized routing for Public Cloud S3 traffic, ensuring that off-
site clinical archives are updated efficiently without saturating the primary internet
bandwidth used by hospital staff.

4. Implementation & 5-Year Sustenance Framework

Proactive Optical Spares: An on-site emergency kit of 100G transceivers and standby
access switches is maintained to meet 4-hour restoration SLAs for critical network paths.
e Annual Security Validation: Mandatory annual Vulnerability Assessment and Penetration
Testing (VAPT) by certified auditors to maintain ISO 27001 and NABH compliance.
e Expert Commissioning: Formal delivery of Low-Level Designs (LLD), configuration
workbooks, and automated fabric deployment to ensure a "clean-build" handoff.
e OEM-Backed Continuity: 5-Year OEM Software and Support (SnS) ensuring 24x7
hardware replacement and immediate access to critical security patches.
5. Critical Technical Alighment Recommendations
To ensure the network meets the mission-critical design intent, the following must be validated:
e Loop Prevention: Edge switches must have BPDU Guard and Loop-Protection enabled to
prevent hospital-wide outages caused by accidental user-end cabling errors.
e MPO Polarity: Ensure MPO-12 cables are verified for "Type-B" polarity to support
standard 100G QSFP28 transceiver interconnectivity.
¢ WPA3 Encryption: Mandatory enforcement of WPA3 for all medical Wi-Fi networks to

meet the latest ABDM security standards for mobile EMR tablets and handheld devices.

6. Technical Specification Summary

Item Description & Design Philosophy | Qty Minimum Technical Specification
Spine Core Switch (Non-blocking ) 32-Port 100G QSFP28; Low-latency;
fabric) EVPN-VXLAN support.
48-Port 25G SFP28 + 6-Port 100G; RoCE
HCI Leaf Switch (Storage optimized) 4 8-Port 25 8 or /1O
v2 Support.
Internal Segmentation Firewall 2 20Gbps Threat Inspection; Al-based

lateral threat detection.

Page 112 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

Network Access Control (NAC) 1 802'.1.)( Auth; Automated Device
Profiling; Guest Management.
MPO-12 Female to Female; Type-B

100G MPO Trunk Cables 12 Polarity; OM4 LSZH.

100G SR4 Transceivers 24 QSFP28 100G-SR4; MPO Interface; 100m
over OM4.

SD-WAN Gateway ) 1Gb|:"5 E'ncrypted Throu'ghput;
Application-aware routing.

Section G - Bill of Quantities in Scope:

Item
g::;:r:]ptlon, el e e Minimum Healthcare Pricing
SI No PhiIc?so h Qty o l:ions Tech Spec Certifications | Compliance Category
2 Au ditp y P (BOM) (ISO/NABH/ABDM) | (Summary G)
Directives
Core 32-Port
Backbone 100G
Switch (DC): . . QSFP28; Common ISO: 27001; 1. 100G Core
G1 | Gentral 2 Cisco, Arista {4730 Criteria NABH: Yes Fabric
nervous EVPN-
system. VXLAN.
Spine 48x 25G
co | Switches: . ioco Asta | Sooal X CE UL ISO: 27001; 1. 100G Core
) High-speed ’ QSFP28 ’ ABDM: INF-01 Fabric
fabric core. .
Uplinks.
Leaf
Switches 32-Port
G3 (HCI 4 Cisco. Arista 100G; RoCE IEEE ISO: 27001; 1. 100G Core
. Optimized): ’ v2 optimized; | 802.1Q NABH: IMS-IT Fabric
Specialized PFC.
storage.
Edge
(Floor 48-Port 1G ISO: 27001; 2
G4 . 40 Cisco, Arista PoE+; 740W 802.3at . ; Access/Floor
Stackable ABDM: INF-01
POE+ for PoE Budget. Mgmt
floors.
gxti;gﬂ-:Band 1Gz'4l:lzzt ISO: 27001; =
G.5 Ins]olr?]tted 4 Cisco Nexus blocking for CE NABH: IMS-IT I\AACCr:EtSS/Floor
ne%work IPMI/KVM. 9
100G
ee |SSFPB L f wotimode | s 150: 27001, g
: DC C;ore (MPO); 100m NABH: IMS-IT Transceivers
transceivers. over OM4.
100G
G7 nglizoi _ 8 OEM Si;glg-Gmode; MSA 1ISO: 27001; 3.
. rangé DC% 10km range; NABH: IMS-IT Transceivers
transceivers. DEllLE
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25G SFP28 25G
SR Multimode; . .
G.8 Transceiver: 80 OEM 850nm MSA Al'plg?/l 2”3(;(_)3 1 Tr:ﬁsceivers
Server-to-leaf VCSEL; ’
optics. 100m range.
10G SFP+
SR 10GBASE- . .
G9 | Transceiver: | 60 | OEM SR; 850nm:; SFF-8431 100 AU &
ABDM: INF-01 Transceivers
Access-to- 300m range.
spine optics.
'IMrESI;Q MPO-12 to
o MPO-12; 1ISO: 27001; 3.
G10 | Cables: High- | 20 | CommScope | - gz, | TIA-568 NABH: IMS-IT Transceivers
density fiber Tvpe B
trunks. ype B.
Network SNMP v3;
Mgmt Tool . . NetFlow; ISO: 27001; 4. SD-
GA1 | (NMS): Visual | Cisco, Arista | 1 oioqy 1SO 27001 | ABDM: INF-01 WAN/NAC/NMS
monitoring. Mapping.
SD-WAN / 106
G.12 | WAN Opt 2 SiverPoak | AES986; FIPS 1402 | ,1o0: 2700%: 4. 8D
: Cloud & Site D namic’ ABDM: Yes WAN/NAC/NMS
optimization. Pgth
Radius/NAC 802.1X;
Server: . Profiling for Common 1ISO: 27001; 4. SD-
G13 | Medical 2 CEealss Med-loT; HA | Crit ABDM: INF-02 WAN/NAC/NMS
device auth. Pair.
Internal 40G/100G
Segmentation . Interfaces; 1ISO: 27001; 4. SD-
GA4 | . vIAN 2 Fortinet 20Gbps ICSALabs | ABDM: INF-02 WAN/NAC/NMS
isolation. Threat Insp.
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20.1.4 Cybersecurity & Unified Threat Management

1. Project Objectives

The primary objective of the Cybersecurity & UTM module is to establish a Defense-in-Depth

architecture that safeguards the hospital’s digital ecosystem while ensuring strict compliance

with the Digital Personal Data Protection (DPDP) Act 2023.

This framework provides a multi-layered shield—covering the perimeter, endpoint, cloud, and

identity layers. The design is engineered to meet ABDM Level-3 security requirements and the

National Data Governance Policy, ensuring that Patient Health Information (PHI) is protected by

military-grade encryption and that the hospital fulfills its legal role as a "Data Fiduciary."

2. Expected Project Outcomes

DPDP Act Compliance: Technical controls for data principal rights, consent management,
and mandatory breach notification within legal windows.

Ransomware Immunity: Deployment of XDR (Extended Detection and Response) to
detect and "rollback" unauthorized encryption attempts at the workstation and server
levels.

Zero-Day Threat Prevention: Utilization of Al-driven Sandboxing to neutralize unknown
malware before it enters the clinical network.

Sovereign Data Protection: Strict alignment with Indian data localization mandates,

ensuring sensitive clinical data remains within protected national boundaries.

3. Functional & Technical Requirements

3.1 Perimeter & Application Defense

Next-Gen Firewall (NGFW) Fabric: High-performance NGFW clusters providing deep
packet inspection. These units enforce SSL/TLS 1.3 decryption to inspect encrypted traffic
for hidden threats, acting as the primary "Border Guard" for the hospital network.

Web App & API Security (WAF): A specialized firewall to protect patient portals and
ABDM health exchange gateways. It specifically guards against unauthorized data
scraping and API-based leaks, which is a critical requirement for DPDP compliance.
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3.2 Endpoint & Identity Governance

Managed EDR/XDR: Advanced behavioral agents on clinical nodes that move beyond
traditional antivirus. They provide forensic analysis and automated incident containment
to prevent the "unauthorized processing" of patient data.

Identity & Privileged Access (IAM/PAM): A unified suite ensuring only authorized
personnel can access sensitive systems. This satisfies "Purpose Limitation" and "Storage
Limitation" principles by restricting access based on clinical necessity and recording all
administrative actions.

3.3 Data Protection & Security Intelligence

Data Loss Prevention (DLP) & Encryption: Integrated tools that classify data and prevent
unauthorized transfer of records. This serves as the primary control for preventing
"Personal Data Breaches" under Indian law.

SIEM/SOAR & Log Management: The "Security Brain" of the hospital. It ingests logs from
all devices to detect patterns of exfiltration and automates the response to stop a breach

in milliseconds, providing the logs necessary for mandatory 72-hour breach reporting.

4. Implementation & 5-Year Sustenance Framework

Continuous Risk Assessment: Monthly automated vulnerability scans paired with annual
CERT-In empaneled VAPT (Vulnerability Assessment and Penetration Testing) to identify
and remediate security gaps.

Lifecycle Compliance Audits: Regular mapping of technical controls against ISO 27001,
NABH IMS-03, and DPDP Act schedules to ensure the hospital remains audit-ready and
legally protected.

Incident Response & Coordination: Configuration of security telemetry to export logs in
formats compatible with national cybersecurity coordination centers for rapid incident

reporting.
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5. Technical Specification Summary

Component Design Philosophy Minimum Technical Specification

Perimeter NGFW Zero-Day Prevention :—:\isg;égggf:;r:ﬂoagf?rﬁIrl;sjzrrl;pﬁ[c—'Sandbox,' SSL

Internal WAF API & Portal Defense Sp.e-ciali.zed Web App!ication Firewall; Bot
Mitigation; API Security.

EDR/XDR Agent Endpoint Resilience Behavioral Detection; Ransomware

Rollback; 24/7 Forensic Logging.

IAM/PAM Suite

Identity Sovereignty

Multi-Factor Authentication (MFA);
Privileged Session Recording.

SIEM/SOAR Platform

Threat Intelligence

Centralized Log Aggregation; Automated
Incident Response Playbooks.

DLP Engine

PHI Safeguarding

Data Discovery; File-level Encryption;
USB/Cloud Transfer Blocking.

VAPT Services

Proactive Defense

Annual Ethical Hacking; Monthly
Vulnerability Management Reports.

6. Recommendations for Implementation

To fully achieve the Security Design Philosophy, the following must be validated:

o Consent Artifact Integration: Ensure the security stack can log and store "Consent

Artifacts" as required by the DPDP Act for every instance of data processing.

« Hardware-Based Encryption: Validate that the encryption modules are FIPS 140-2/3

certified to meet the highest standards of data-at-rest protection for medical records.

« Automated Rollback: Confirm the XDR solution can demonstrate a successful file

restoration after a simulated ransomware attack without manual backup recovery.
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Section H - Bill of Quantities in Scope:

Healthcare

Item Description Compliance alzliy
Sl No Design Philosop’hy Qty I(;n;:ilg:?sentation gi:icm(;rg%ech Certifications | Standards (CSaJreng'g;y
& Audit Directives P P (ISO/NABH / | | ry
ABDM)
Next-Gen Firewall
(NGFW) - Core:
Perimeter &
Segment defense. 25G Interfaces;
Philosophy: "Never 10Gbps Threat
Trust, Always Inspection; Al-
Verify." Instruction: . Sandbox; SSL/TLS 1SO: 27001; 1.100G
H.1 Configure 10Gbps 2 Alt';or(tzquzgkpzli(r)]t 1.3 Decryption; F”L%Sal(fzb S, NABH: Yes; Hyperscale
Threat Inspection ’ p IPS/IDS; Botnet ABDM: Yes NGFW
with SSL Protection; 1M+
Decryption. Audit: Concurrent
Perimeter breach Sessions.
simulation and
segment isolation
check.
SIEM/SOAR & Log
Mgmt: Unified
Monitoring & 500 EPS / 1TB
Compliance. Storage:
Philosophy: 9e; .
Centralized securit Compliance 1S0:
e lieemee y Splunk, Reporting A12,1317; 3 Sec
H.2 Instru%:tion'- 1 | QRadar, (ABDM/HIPAA); ISO 27001 NABH: IMS- o s
ABDM/HIF;AA LogRhythm Automated Incident 03; ABDM: P
dashboard Response (SOAR); INF-01
. . . Machine Learning
integration. Audit: analvtics
Log retention and yHes.
incident response
time (RTO) audit.
Web App Firewall
(WAF): ABDM
Gateway Security. Layer 7
Philosophy: Protection; ABDM 1SO:
Shielding public- F5. Cloudflare Gateway Sec; API A12,13,17; 2. Border
H.3 | facing interfaces. 2 i e‘rva ’ | Defense; OWASP PCI-DSS NABH: IMS- Switching &
Instruction: Mitigate P Top 10 mitigation; 03; ABDM: SSL
OWASP Top 10. DDoS Shielding; INF-01
Audit: API security Virtual Patching.
and DDoS resilience
testing.
Vulnerability
Management:
Continuous Gap Monthly Risk
'Sﬂﬁg;s(;s'h . Scanning; Asset
Prosetee b Discovery; ISO: A.18;
H.4 identification 1 Tenable, Remediation CVE NABH: IMS- 3. Sec
) NN Qualys Tracking; Patch 03; ABDM: Ops
Instruction: Monthly s 2
. Prioritization; INF-01
internal/external Dashboard for
scans. Audit: CISO
Remediation ’
tracking and patch
aging report.
Penetration Testing Annual VAPT 1SO:
VAPT): Regulatory Report; Network, ) .
A12,13,17
H.5 compliance. 4 CERT-In Application, and Wi- CERT-In NABi—l' I’MS’- 3. Sec
. Philosophy: External Agency Fi testing; 03: ABDM' Ops
validation of External/Internal INI‘:-01 ’
defenses. Pen-Testing; Social
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Instruction: Annual
CERT-In audit.
Audit: Executive
summary and proof
of remediation for
high/critical risks.

engineering tests.

H.6

CSPM (Cloud Sec
Posture): S3/Cloud
Security.
Philosophy: Secure
the Hybrid-Cloud
Tier. Instruction:
Alert on S3 bucket
exposure. Audit:
Cloud compliance
drift and bucket
configuration audit.

Prisma Cloud,
Wiz

API-based
AWS/Azure Audit;
S3 Bucket exposure
alerts; Compliance
drift monitoring;
DevSecOps links;
IAM visibility.

OEM
Standard

ISO: Yes;
NABH: No;
ABDM: Yes

3. Sec
Ops

Page 119 0f 293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

Section [I & J]: 100G WAN Infrastructure & Demarcation Protocol

1. Scope Overview

While the Internet Service Providers (NKN / GSWAN / Railtel) provide the "last-mile" fiber up to
the building entry point (Minimum Point of Entry - MPOE), their responsibility typically
terminates at the Distribution Point (DP) or basement. To ensure the 100G WAN link is "Data
Center Ready," redundant, and capable of wire-speed performance, the System Integrator (Sl)
shall be responsible for the "Demarc Extension"—the critical bridge between the building entry

and the Data Center Rack.

2. Demarcation & Responsibility Matrix

Entity Responsibility Scope
Formal application to NKN/GSWAN/Railtel; Payment of statutory one-
AMC-MET
time/recurring port charges.
ISP Delivery of fiber to the building basement/MPOE; Provision of the

(NKN/GSWAN/Railtel) | physical hand-off (LC connector).

Turnkey Implementation: Internal conduit mapping, vertical/horizontal
Contractor (SI) fiber pulling, termination (LIU), supply of terminal equipment (SD-
WAN/Switch), and 100G logical configuration.

3. Technical Requirements
3.1 Passive Connectivity Layer
The Sl shall provide the infrastructure to terminate "loose" ISP fiber into a professional rack
environment:
e High-Density LIU: 1U Rack-mount Light Interface Units with LC-Adapter plates (2 Nos per

site for dual-path redundancy).
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e 100G Fiber Jumpers: High-quality OS2 Single Mode Patch Cords (LC-to-LC) for connecting

LIUs to the active equipment.

o Angled Patch Panels: To manage the bend radius of high-speed 100G fiber, standard

plastic trays are prohibited; angled panels must be used.

3.2 Path Redundancy & Physical Security
To eliminate a single point of failure, the SI must implement:
e Dual-Entry Conduits: Path A (Primary) and Path B (Secondary) must not share the same
physical pipe or riser. The Sl shall install separate internal PVC/EMT conduits from the

basement to the Data Center floor.

¢ Internal Fiber Integrity: Bidders must ensure Path A and Path B follow physically diverse

routes within the building to protect against localized disasters (e.g., a riser fire).

3.3 Out-of-Band (OOB) Management
To ensure remote troubleshooting capability during a total WAN link failure:
e Console Server: A dedicated 4-port serial console server (e.g., Avocent/Perle) must be
provided to allow remote access to the "Console Port" of the Border Gateway Switch/SD-

WAN appliance via an independent management network.

4. Terminal Equipment & Logic (The "Brain")
At each hospital facility (LG, Shardaben, and Nagri), the Sl shall provide "Data Center Grade"
electronics capable of wire-speed Layer-3 routing (BGP).
¢ Border Gateway Switches: These must handle 100 billion bits per second without
latency. Modern switches (e.g., Arista/Cisco Nexus) are required for their non-blocking
switching capacity and high port density (allowing concurrent connection of WAN, HClI,
and Storage).
e SD-WAN Intelligence: An SD-WAN appliance (as specified in Section 1) shall be integrated

to automatically switch traffic paths if the primary NKN link fails or fluctuates.

5. Detailed Bill of Quantities (BOQ)
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SECTION | BOQ: WAN Infrastructure & Demarcation Layer - Sl Scope

Item
Description, Pricin
Sl Design at Implementation | Minimum Tech Certifications Compliance Cate g
No Philosophy & y Options Spec (BOM) (ISO/NABH/ABDM) (Sumgm;y 1)
Audit v
Directives
High-Density
Fiber
Termination
LU 2 Rackmount Duzﬁel):’(cl)(l;talaced 2. Sl
1.1 Philosophy: up IEC 61754 ISO 27001 Normalization
Nos 1U with OS2 . .
Modular pigtails/trays & Riser Fiber
termination. '
Audit: Loss
$<0.3\text{dB}$.
SD-WAN
Hardware
Appliance 2x 100G
(100G): QSFP28 slots, 1.100G
Philosophy: Fortinet 13Gbps Threat \

12 | Automated Un1it 1000F / Cisco | Protection, F||IDCsS1A4I6?2b’ NABH (Uptime) f\D'\I’i‘;’;‘(’:“e N
"hitless" failover Cat 8500 Hardware SD- Li?:Znses
between NKN & WAN ASIC, Dual
GSWAN. Audit: PSU.

Sub-second
path switching.
SD-WAN 5-
Year License 5-Year 24x7
Bundle: Support, IPS, 1.100G

13 Phlllc.>sophy. ' 1 Fort@uard Antmrug, Meity ABDM SD-WAN

2 Unified Security Lot Ent. / Cisco Application Listed (Continuity) AT €
+ SD-WAN. DNA Control, and SD- y L"ZZnses
Audit: Real-time WAN :
traffic steering Orchestrator.
logs.

Managed
Media
Converter:
Philosophy: 10/100/1000Ba 2. Signal

1.4 Signal 3 Chassis se-TX to CE, FCC 1SO 9001 Nor-malization

: normalization. Nos Based 1000Base-FX Class A & Riser Fiber
Audit: Remote (SFP Slot).

SNMP
monitoring
active.
Internal
Armoured
2 5 el LSZH Jacket, .
Fiber: 2. Signal
1.5 | Philosophy: £ty O || SleEl e gl ABDM Normalization
. P A Om SMF Armouring, 9/125 G.652.D . -
rotect riser . & Riser Fiber
i Micron.
runs. Audit:
OTDR trace
required.
100G
Interconnects
(DACs/Patch): 4x QSFP28 2. Signal
Philosophy: 1 Passive DAC DACs (100G) and -

16 [ | ossless Lot |/0s2 8x 0S2 LC-LC SFF-8665 1SO 9001 §ormalization
patching. Audit: Cords.
Length-
matched.
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Dual-Path
Redundant
Conduits: . ) ’
) . 2-inch fire-rated 2. Signal
17 gggosr‘;pn?" . : P.HDPE TEMT 1 biping for Path A 1S:14930 NABH (Safety) | Normalization
graphic 0 e and Path B. & Riser Fiber
separation.
Audit: Visual
path check.
SECTION J BOQ: WAN Connectivity & Recurring Expenditure - AMC-MET Scope
Item
Description, Pricing
S| | Design Implementati | Minimum Tech A Compliance Category
No | Philosophy& | @Y | onOptions Spec (BOM) Certifications | ;55/NABH/ABDM) | (Summary
Audit 1)
Directives
High-Density
Fiber
Termination 1
(LIV): 24-Port LC- y
11 | Philosophy: 2 Rackmount | b lex loaded with |  IEC 61754 ISO 27001 ERaIN e
Modular NES e OS2 pigtails/trays. el
S 100G HA
termination.
Audit: Loss
$<0.3\text{dB}$.
SD-WAN
Hardware
Appliance 2 100G
gr?il(z)csag)-phy: _ QSFP28 slots, 1.
1.2 | Automated 1 Eortlnet 1000F 13Gbp§ Threat ICSA Lab, NABH (Uptime) GS_WAN &
"hitless" failover Unit / Cisco Cat 8500 | Protection, FIPS 140-2 Railtel
Hardware SD-WAN 100G HA
between NKN & ASIC. Dual PSU
GSWAN. Audit: ’ )
Sub-second
path switching.
SD-WAN 5-
pear cense 5-Year 24x7
undle:
Philosophy: . Support, IPS, _ 1.
1.3 | Unified Sec'urity 1 Foleuard Antl\{II’US., . MeitY ABI.DM. GS.WAN &
+ SD-WAN Lot Ent. / Cisco DNA | Application Control, | Listed (Continuity) Railtel
o " and SD-WAN 100G HA
Audit: Real-time o
. rchestrator.
traffic steering
logs.
Managed
Media
Converter:
Philosophy: 1.
L4 | Sinal 3 Chassis 10/100/1000Bas | op Foc GSWAN &
. - e-TX to 1000Base- SO 9001 f
normalization. Nos Based FX (SFP Slot) Class A Railtel
Audit: Remote ’ 100G HA
SNMP
monitoring
active.
Internal
Armoured LSZH Jacket, 1.
15 Backbone Fiber: 30 0S2 12-Core Steel Tape ITU-T ABDM GSWAN &
. Philosophy: Om SMF Armouring, 9/125 G.652.D Railtel
Protect riser Micron. 100G HA
runs. Audit:
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OTDR trace
required.
100G
Interconnects
(DACs/Patch): 1 passive DAC/ | DAGs (1006) and GOWAN &
1.6 | Philosophy: assive s (100G) an SFF-8665 ISO 9001 .
Lossless Lot 082 8x OS2 LC-LC Railtel
patching. Audit; Cords. 100G HA
Length-matched.
Dual-Path
Redundant
Gondiiis 2-inch fire-rated L
I || FlessEe L HDPE/EMT 1 hining for Path A 1S:14930 NABH (Safety) | SSWAN &
Geographic Lot Pipe and Path B Railtel
separation. ’ 100G HA
Audit: Visual
path check.

6. Performance Guarantees & Compliance

Throughput Mandate: The Terminal Equipment at each facility must support a minimum

non-blocking switching capacity of 3.2 Tbps and full L3 routing for up to 1M IPv4 routes.

Security Alignment: To prevent the WAN from being throttled, the Security stack

(covered in Section H) must maintain near-line-rate speeds (e.g., Palo Alto 5400 or

Checkpoint Quantum Force) for encrypted medical data.

Failover Requirement: The S| must demonstrate a "hitless" failover. In the event of a

fiber cut on Path A, the SD-WAN/Border Switch must re-route traffic to Path B in less

than 1 second without dropping active HIS/PACS sessions.

7. Specific Scope of Work (SOW) Paragraph for SI

The Bidder (SI) shall be responsible for the end-to-end internal fiber engineering. This includes

the 'Demarc Extension' involving the supply and installation of all conduits, armored fiber, and

termination hardware required to extend the ISP hand-off from the MPOE to the designated

rack. The Sl shall conduct a physical site survey to map two geographically diverse internal paths

and provide an 'As-Built' fiber map upon completion.
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Comments and Instructions to Bidders Applicable to all Sections:

The unit rates quoted for each item shall be all-inclusive. This includes, but is not limited to: the

cost of hardware/software, Annual/Comprehensive Maintenance Contracts (AMC/CMC) for the

specified duration, and all Professional Services (such as installation, configuration, and training).

The bidder shall ensure that no additional costs are deferred to separate line items or future

service agreements. While rates must be presented as blended, the Seller shall provide a

detailed price breakdown upon request for audit or internal accounting purposes.

Manpower Requirements Core On-Site Implementation Team
Role N . . .
D Designation Core Responsibility Count | Qualification Experience
Single point of contact;
. gep . B.E./B.Tech ) )
Project Lead NABH/ABDM audit 10+ years in DC/Hospital
M.1 ] ) 1 (IT/EEE/CS) / PMP i
(Infrastructure) compliance; Managing IT projects
. preferred
site-prep vendors
Smart Racks, Cooling
M.2 DC Facilities (Split DX), Biometrics, 1 B.E./Diploma 6—-8 years in Data Center
' Engineer VESDA, Novec, Leak (Electrical/Mechanical) | commissioning
sensors
M.3 Network Fabric 100G Spine-Leaf, RoCE v2 5 B.E./B.Tech + 8-12 yearsin
' Architect for HCI, EVPN-VXLAN CCNP/CCIE preferred Enterprise/DC networks
. NAC (RADIUS), Firewall B.E./B.Tech + i
Cybersecurity . . 6—10 years in Network
M.4 o segmentation, VAPT 1 CEH/CISSP/Firewall ;
Specialist o Security
remediation OEM Cert
. CatbA & MPO-12/0M4 . . .
Structured Cabling i Diploma / Certified 5-7 yearsin
M.5 fiber trunks, Fluke 1 ) s . .
Lead ) ) Cabling Specialist DC/Enterprise cabling
testing, labeling
MLE Electrical / Fit-out Conduiting, cable laying, 4 ITI / Skilled Trade 5+ years in industrial/DC
' Mason trenching, heavy lifting Certification projects
Total 10
3+ years in IT Field. This
. Diploma/Any Feam 1s requl.red after
M.7 | IT Engineer IT Infrastructure 4 . implementation IT
Graduation / B. Tech
Infrastructure of Support
period till 5 years at Site.
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Note:

1) The above manpower indication is only for the implementation period and not for the

warranty support period.

2) Since the implementation would be carried out on a phased manner i.e., hospital by hospital,

implementation team remains the same and they will move to all the 3 hospitals one after

the another.

SECTION E: CORE COMPUTE & STORAGE

Key Design Parameters Retained

Network: All implementations MUST support the 100G Spine-Leaf backend to handle the
high I0OPS of All-Flash NVMe storage.

Redundancy: N+2 node resilience for the Primary DC (allowing two simultaneous node
failures without service interruption).

ABDM Compliance: Every storage and backup option includes WORM/Object Lock to

meet the 10-year data integrity audit requirements.

Key Highlights of the Permissive Design

Infrastructure Agility: Implementation options now include all "Magic Quadrant" leaders,
allowing the procurement team to leverage competitive bidding between Dell/HPE/Cisco
and Nutanix/VMware.

100G RoCE Connectivity: Primary compute is standardized on 100G interfaces to support
high-density medical imaging (PACS) and rapid database replication between DC and DR.

Hybrid Cloud Strategy: By reallocating the tape budget to Managed Cloud Backup, the

hospital gains a "Geographic Air-gap" that is infinitely more reliable than physical media.
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Key Compatibility & Design Corrections

¢ RoCE v2 Hardware Offload: To achieve 100G Line Speed without the overhead of
standard TCP/IP teaming, RoCE v2 (RDMA) NICs are specified. This allows storage traffic
to move directly from one server's memory to another's across the 100G fabric.

e PCle Gen5 Bus: A single 100G port requires roughly 12.5 GB/s of bandwidth. To prevent
internal server bottlenecks, the BOM mandates PCle Gen5 slots for the NICs.

e NVMe-over-Fabric (NVMe-oF): For storage expansion units, NVMe-oF is specified to
ensure that "expanded" storage maintains the same 100G line-speed performance as
primary nodes.

¢ No Teaming Overhead: The design assumes a Single-Stream 100G flow per port.
Redundancy is handled by the HCI software stack (Multipathing) rather than legacy

Ethernet bonding.

Critical Enhancements for 100G Line Speed
o Eliminating Teaming Bottlenecks: Traditional LACP/Teaming introduces overhead. By
using RDMA (RoCE v2), the HCI software treats the two 100G ports as independent active
paths, ensuring a single VM can hit 100Gbps on a single thread.
o Buffer Alignment: Leaf Switches must have Deep Buffers (32MB+) to handle 100G micro-

bursts when a single node pushes full line rate.

Compatibility Checklist: Core Compute ¢ Networks
¢ NIC Type: Dedicated QSFP28 NICs required.
e Cabling: NICs must connect to Leaf switches using 100G DAC Cables.
e Switch Logic: Switches must be configured with PFC (Priority Flow Control) to support

lossless Ethernet for RDMA.
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Audit & Design Remarks
e Zero-SPOF Enforcement: Every server uses dual 100G NICs connected to independent
Spine-Leaf switches. Virtualization and DR Orchestration ensure no single node failure
stops clinical operations.
e Modernized Backup: The removal of Tape in favor of On-Prem S3 and Cloud S3 provides

"Instant Recovery" capability meeting Tier-I1ll and ABDM standards.

SECTION F: FACILITIES & PASSIVE IT INFRASTRUCTURE
This section details the physical environment required to support the high-end compute stack. It

is designed for a 2026-standard Tier-1ll Data Center.

Critical Design Notes
e Tier-lll Certification: Includes Concurrent Maintainability. Any UPS or AC unit can be
taken offline for service without the Core Compute losing power or cooling.
o High-Density Ready: Intelligent PDUs and Aisle Containment are sized to handle the
400W-600W TDP of modern processors.
e Passive 100G Backbone: All fiber is OM4/0S2 to ensure future core switch upgrades to
100G/200G do not require re-cabling.

Technical Pillars for Hospital DC
e The "Passive" Backbone: Use of CAT-6A and OM4 Fiber. CAT-6A is mandatory for 10Gbps
over copper in 2026 standards.
e Environmental Safeguards: VESDA (Very Early Smoke Detection Apparatus) and Leak
Sensors are included to detect potential electrical fires up to 2 hours before visible smoke

ocCcurs.
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Smart Management: Intelligent PDUs allow for remote power cycling of specific servers,

essential for remote DC or DR site management.

SECTION G: NETWORKS

This section covers the Network Fabric, utilizing a high-performance Spine-Leaf architecture

optimized for 100G HCI connectivity.

Network Architecture Insights

High-Speed Fabric: 100G Spine switches ensure Core Compute nodes communicate with
zero congestion for real-time PACS imaging.

Operational Readiness: IPAM, DNS, and NMS are mandatory to prevent IP conflicts. A
PTP Grandmaster ensures all hospital logs are synced to the millisecond—a legal
requirement for forensic audits.

HCI Connectivity: 100G DAC (Direct Attach Copper) cables support redundant dual-
homed connections for all nodes.

No Fibre Channel: The architecture is 100% Ethernet. All storage traffic (East-West)

utilizes RoCE v2.

SECTION H: CYBERSECURITY

This section defines the Advanced Zero-Trust Cybersecurity Architecture, shifting from perimeter

defense to "defense-in-depth."

Critical Cybersecurity Pillars

Ransomware Defense: XDR and Backup Ransomware Protection provide a dual-layer
defense, ensuring backup data remains immutable.

Medical Device Security: Provides specialized visibility into clinical OT protocols
(DICOM/HL7?) for MRI and CT machines that standard firewalls cannot inspect.
Identity Orchestration: Moves away from passwords to a robust IAM/PAM/MFA

ecosystem, mandatory for Tier-lll certification.
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e Compliance (ABDM): HSM (Hardware Security Module) and DLP (Data Loss Prevention)

address Indian data sovereignty and patient privacy regulations.

OPERATIONS & SUPPORT
¢ Clinical Continuity: Annual DR drills are mandatory to ensure the hospital can failover to
the DR site within defined RTO/RPO limits.
e Residency Support: Two on-site engineers provide immediate "boots-on-the-ground"
support for hardware swaps and physical cable issues.
e Compliance Bridge: Specialized roles act as the bridge between IT and clinical operations

to maintain NABH and ABDM certifications.
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Technical Requirement Specification

Section E - Technical Requirement Specification:-

SI No. Description Bidder Response (Yes/No)

A OEM STRATEGIC STANDING

Does the proposed HCl solution originate from a
1 vendor currently recognized in the Gartner Magic
Quadrant "Leader's" category?

Is the solution truly hypervisor-agnostic, providing
2 native support for at least two Gartner-leader
platforms (AHV, ESXi, or Hyper-V)?

Has a detailed 5-year technology roadmap been

3 provided demonstrating future-ready integration for
Al and Hybrid-Cloud?
B PRIMARY COMPUTE PERFORMANCE (E.1, E.3)

Do the Primary Nodes (E.1) feature Dual Intel Xeon
4 Platinum 8480+ processors to provide a total of 128
threads per node?

Is the system equipped with a minimum of 1.5TB
5 DDR5-4800 RAM per high-performance node to
eliminate memory bottlenecks?

Do the GPU Nodes (E.3) include Dual NVIDIA L40S
6 48GB cards for high-speed 3D PACS and Digital
Pathology rendering?

How does the proposed high-clock CPU architecture
7 specifically address the elimination of clinical latency
for HIS applications?

C STORAGE ARCHITECTURE & RESILIENCE

Is the primary production storage tier based
8 exclusively on MLC-SSD/NVMe Gen5 technology for
maximum IOPS?

Is the HCI software overhead calculated separately to
9 guarantee that 100% of the promised resources are
available to the VMs?

Can the architecture sustain a triple-failure scenario
10 (2 SSDs in one node + 1 failure elsewhere) without
data loss?
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Does the system support hot-swapping of drives with
11 zero measurable impact on the performance of
running clinical VMs?

D DATA OPTIMIZATION (INLINE)
Are Deduplication and Compression performed

12 "Inline" and in real-time rather than as a post-process
task?

13 Is Global Deduplication applied across the entire

cluster namespace to maximize storage efficiency?

Does the E.17 model support automated tiering from

14 All-Flash production to SSD backup and Nearline
archive tiers?

E AUTOMATION & MANAGEMENT
Does the system include automated resource

15 reclamation tools to identify and eliminate "VM
Spraw!"?

Can the system auto-provision resources based on
16 workload demand using predefined healthcare
application templates?

Does the management console provide a unified

17 Web-GUI for cluster, storage, and networking
operations from a single pane?
F SITE MIGRATION
Do the Installed nodes provide 1:1 performance
18 parity (64C CPU/1.5TB RAM) when migrated to

different Data Centre?

Is the system capable of "One-Click" orchestrated

1 L . .
9 migration between Primary, Secondary, and DR sites?

20 Are automated Runbooks provided to recover Virtual
Servers in a specific, clinical-priority sequence?
Does the failover process include automated IP

21 address and VMSwitch modification for target
subnets?
Can failover be tested on an isolated network

22 "bubble" while production remains live at the primary

site?
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Is there a documented "Failback" orchestration

23 process to return workloads to the Primary DC
seamlessly?
G CYBER SECURITY & VAULT
Does the Immutable Cyber Vault utilize air-gapped,
24 WORM-enabled storage to prevent ransomware

encryption?

Does the solution comply with hardware-level S3-
25 Object Lock mandates for absolute data
immutability?

Is the Standalone Domain Controller (E.15) hosted on

26 physical hardware with zero connectivity to
SAN/NAS?
27 Is the entire HCI environment certified for FIPS 140-3

for all data at rest?
H NETWORK FABRIC

Does the HCI backend fabric utilize 100G RDMA/RoCE

28 v2 for non-blocking, low-latency communication?

29 Can the bidder guarantee a minimum 10Gbps data
transfer rate across all internal cluster resources?
Do the fabric switches provide ultra-low latency

30 buffers ($<3\mu s$) to support high-performance
SDS?

31 Are the Management Switches configured in HA
Mode with a minimum capacity of 1.25 Tbps?

| HEALTHCARE COMPLIANCE (NABH/ABDM)

32 Does the solution adhere to ISO A.12, A.13, and NABH
IMS-03 standards for healthcare data integrity?

33 Is the infrastructure fully compliant with ABDM INF-
01/02 for digital health records?
Will the bidder provide a Tier-11l N+1 node

34 redundancy verification report during
commissioning?

J SLA & SUPPORT

35 Is 5-Year Critical Patch & Security Support specifically
included for the Database Clusters (E.6)?

36 Is the 5-year 24x7x4hr On-site support contract

backed directly by the OEM?
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Will a 10% inventory of critical spares (SSDs, PSUs,

37 Fans) be maintained physically at the hospital DC?

38 Are future expansion nodes price-locked for 36
months to ensure predictable scaling?
Does the bidder support Azure Hybrid Benefit and

39 Software Assurance licensing for the clinical
workloads?

K VIRTUALIZATION RIGOR (ADDITIONAL)

40 Does the system support a heterogeneous mix of
Guest OS, including Windows, Linux, and legacy Unix?

a1 Are snapshots application-consistent specifically for

high-transaction SQL and Oracle databases?
L PHYSICAL COMPLIANCE

Does all server hardware carry Energy Star and UL/CE

42
certifications for hospital safety?
43 Is the server hardware certified for ASHRAE Class
A2 operating temperature compliance?
M MONITORING & ALERTS
Does the system provide real-time health monitoring
44 with automated, direct OEM-connected service
alerts?
Does the management platform use Machine
45 Learning (ML) for predictive capacity planning of

storage/compute?
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Section F - Technical Requirement Specification

SI No. Description Bidder Response (Yes/No)

1 SUPPLIER QUALITY & STANDING

OEM Partnership: Is the bidder a Tier-1/Platinum
1.1 Authorized Partner for the proposed UPS (F.1) and
Cabling (F.5-F.7) OEMs?

Engineering Competency: Does the implementation
team include at least one Certified Data Center
Professional (CDCP) or Uptime Institute accredited
specialist?

1.2

Project Experience: Can the bidder provide evidence
13 of 2+ similar Tier-1ll Data Center deployments in a
Healthcare/NABH regulated environment?

Post-Installation Support: Is the bidder committed to

1.4 a 4-hour onsite response time with a 24x7 local
helpdesk?
2 MODULAR POWER QUALITY

Concurrent Maintainability: Does the team have
competency in UPS design to allow for the
replacement of a 50kW power module while the
system remains online (Zero-Downtime)?

2.1

Battery Safety & Intelligence: Does the team have
competency in monitoring the Li-lon cabinets or a
dedicated BMS (Battery Management System) with
cell-level temperature monitoring?

2.2

Efficiency Rating: Is the team experienced in UPS
2.3 certified for >96% efficiency in double-conversion
mode to minimize operational heat?

3 SMART RACK & SECURITY INTEGRITY

Biometric Governance: Are the rack biometric
3.1 sensors (F.2) integrated into a centralized DCIM for
ISO:A.11 access log reporting?

Thermal Certification: Are the perforated doors
3.2 certified for a >75% open area to support high-
density HCl airflow?
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Environmental Awareness: Are all 12 Smart Racks
3.3 equipped with calibrated temperature/humidity
sensors at both the intake and exhaust levels?

Structural Rigidity: Are the wing-mount racks made
3.4 of high-grade Powder-coated Galvanized Iron (Gl) to
prevent electromagnetic interference and corrosion?

4 PASSIVE NETWORK & 100G FABRIC
10G Copper Integrity: Does the CAT-6A feature a
4.1 central spline to eliminate Alien Crosstalk (AXT)

during 10G transmission?

Fabric Readiness: Is the 12C MM Fiber OM4 Laser-
4.2 Optimized specifically to support 100G RDMA storage
fabric (RoCE v2)?

Backbone Resilience: Is the SM Fiber burial-grade
4.3 armoured with a rodent-resistant jacket for campus-
wide reliability?

Transmission Quality: Are all fiber patch cords
4.4 certified for an Insertion Loss of <0.2dB with
documented test reports per cord?

Connector Density: Are the copper panels angled to

4.5 ensure a safe bend radius for high-speed 10G cables
within the 45U racks?

5 CERTIFICATION & COMPLIANCE (NABH/1SO)
Signal Validation: Does the bidder commit to

5.1 providing Fluke Channel Test reports for every Copper

link and OTDR traces for every Fiber core?

Fire Safety: Are all cables (Fiber/Copper/Patch)
5.2 certified as LSZH (Low Smoke Zero Halogen) to meet
hospital safety codes?

Healthcare Standards: Does the design
5.3 documentation explicitly map to NABH IMS-03
(Reliability) and ABDM INF-01 (Foundation)?

Sustainability: Does the physical infrastructure carry
5.4 Energy Star or LEED-compliant certifications for the
hardware components?
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Section G - Technical Requirement Specification: -

SI No. Description Bidder Response (Yes/No)

1 SUPPLIER STANDING & PROFESSIONAL SERVICES

Expertise: Is the bidder a "Gold" or "Elite" partner for

11 the proposed Switching and Firewall OEMs?

Design Rigor: Does the bidder provide a dedicated
1.2 Network Architect (CCIE/equivalent) for the HLD/LLD
Design Service?

Fabric Competency: Can the bidder demonstrate a
1.3 successful EVPN-VXLAN deployment in a production
environment?

Audit Readiness: Is the bidder prepared to provide a

14 CERT-In empaneled auditor for the annual VAPT?
2 CORE FABRIC & DCI PERFORMANCE
21 Spine Throughput: Do the Core Switches provide a

minimum non-blocking switching capacity of 6.4Tbps?

Site Parity: Are the DR Core Switches identical in
2.2 firmware and hardware specs to ensure seamless
failover (RTO/RPO parity)?

HCI Optimization: Do the Leaf Switches support
2.3 Priority Flow Control (PFC) and ECN for lossless RoCE
v2 RDMA traffic?

Buffer Depth: Do the DCl-facing switches feature
2.4 deep buffers to handle synchronization bursts
without frame loss?

3 SECURITY & SEGMENTATION QUALITY
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Zero-Trust Logic: Does the Internal Firewall support
3.1 20Gbps+ of deep-packet threat inspection for East-
West traffic?

loT Protection: Does the Radius/NAC provide
3.2 automated profiling and 802.1X authentication for
medical loT devices?

WAN Optimization: Does the SD-WAN solution (G.14)
33 utilize Forward Error Correction (FEC) to optimize S3
archive sync over lossy links?

Management Isolation: Are the Out-of-Band switches
3.4 (G.15) physically and logically segregated from the
clinical data plane?

4 TRANSCEIVERS & PASSIVE CONNECTIVITY

Optic Reliability: Are all 100G/25G transceivers
4.1 industrial-grade with Digital Diagnostics Monitoring
(DDM) support?

High-Density Trunking: Are the MPO-12 Trunk cables
4.2 factory-terminated and polarity-tested (Type B) for
100G fabric links?

Signal Integrity: Do the LC-LC Patch Cords utilize

4.3 Grade A connectors with a certified loss of <0.25dB?
Optical Spares: Is a 100G/25G "Emergency Spares Kit"

4.4 (G.18) maintained on-site to ensure zero-MTTR for
core links?

5 OPERATIONAL CONTINUITY & COMPLIANCE
Clinical Resilience: Do the Edge PoE+ Switches (G.5)

5.1 have a power budget of 740W+ to support high-

density medical workstations?

"Break-Glass" Access: Does the Console Server (G.16)
5.2 provide LTE/AG failover for secure serial access during
a total network collapse?

Dark Fiber Diversity: Can the bidder prove physical
5.3 route diversity for the redundant campus dark fiber
(G.27/28) to prevent single-point excavation failure?

Healthcare Standards: Does the proposed network
5.4 NMS (G.13) provide real-time SLA reporting for NABH
IMS-IT compliance?
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Section H - Technical Requirement Specification: -

S| No. Description Bidder Response (Yes/No)

1 PERIMETER & WAN INTEGRITY

Zero-Throttling Core: Do the NGFWs support >50Gbps
1.1 of Threat Prevention throughput (not just firewalling)
for 100G PACS traffic?

BGP Convergence: Can the Border Gateway Switches
1.2 (H.2) achieve sub-second (<1s) BGP failover for
NKN/GSWAN peering?

Crypto-Acceleration: Does the solution include
1.3 dedicated hardware for SSL/TLS 1.3 decryption to
inspect DICOM/HL7 streams without latency?

Path Diversity: Can the bidder prove physical
1.4 separation of ISP risers (NKN vs. GSWAN) through dual
HDPE conduits to the DC rack (H.11)?

2 ENDPOINT & IDENTITY GOVERNANCE
Ransomware Rollback: Does the EDR/XDR (H.5)
2.1 support automated "One-Click Rollback" to restore

clinical workstations after an attack?

MDR Support: Is the EDR/XDR license backed by 24x7
2.2 Managed Detection & Response (MDR) for proactive
threat hunting?

Privileged Access: Does the PAM suite provide full
2.3 session recording and automated password vaulting
for all administrative logins?

Biometric Integration: Does the IAM suite support

2.4 Biometric API integration for clinical logins to meet
hospital-wide MFA mandates?
3 APPLICATION & CLOUD SECURITY

Clustering Elasticity: Does the Hyper-Scale
3.1 Clustering (H.3) allow for a "Stitched" fabric where
nodes can be added without IP changes?

Page 139 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

WAF API Shielding: Does the WAF provide specific
3.2 protection for ABDM/API portals against OWASP Top
10 and Bot attacks?

Virtual Patching: Can the WAF/NGFW perform "Virtual
3.3 Patching" to shield unpatched medical legacy systems
from known vulnerabilities?

4 INTELLIGENCE & AUDIT COMPLIANCE

Unified Logging: Does the SIEM ingest and correlate
4.1 logs from Nutanix (HCl), Arista (Network), and the
NGFWs?

ABDM/HIPAA Dashboards: Does the SIEM provide out-
4.2 of-the-box compliance dashboards for ABDM and
HIPAA audit reporting?

Vulnerability Tracking: Does the VM tool provide
4.3 automated remediation tracking reports specifically for
the CISO?

Regulatory VAPT: Is the annual VAPT performed by a
4.4 CERT-In empaneled agency covering Network, App,

and Wi-Fi?
5 SUPPLIER STANDING & OEM COMPLIANCE
Specialization: Is the bidder certified in "Network
5.1 Security Specialization" or equivalent for the proposed
NGFW/SIEM?

HSM Security: Does the decryption hardware include a
5.2 FIPS 140-3 validated Hardware Security Module
(HSM)?

Standardization: Are the Border Switches Common

5.3 o e . .
Criteria certified for resilient government peering?
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Section I - Technical Requirement Specification: -

SI No. Description Bidder Response (Yes/No)

1 SD-WAN & FAILOVER LOGIC

Hitless Failover: Does the SD-WAN hardware support
1.1 sub-second "hitless" path switching between NKN
and GSWAN without dropping active sessions?

Hardware ASIC: Does the appliance feature a
1.2 dedicated SD-WAN ASIC to ensure threat protection
doesn't degrade WAN throughput?

Orchestration: Does the 5-Year License include a
1.3 centralized orchestrator for real-time traffic steering
and application-aware routing?

Regulatory Listing: Is the SD-WAN/Security bundle
1.4 MeitY Listed for government/healthcare data
sovereignty compliance?

2 PHYSICAL PATH DIVERSITY & RIGOR

Geographic Separation: Can the bidder prove that
the Dual-Path Conduits follow different physical
routes (Path A & Path B) to prevent a single
excavation cut?

2.1

Fire-Rated Infrastructure: Are the conduits fire-rated
2.2 (1S:14930) and correctly sealed to meet NABH safety
and ABDM infrastructure standards?

Armoured Protection: Does the internal backbone
fiber (1.5) feature corrugated steel tape armouring to
protect against rodent damage and mechanical
stress?

2.3
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LSZH Compliance: Is the fiber jacket certified Low

2.4 Smoke Zero Halogen (LSZH) for indoor hospital
safety?
3 TERMINATION & SIGNAL INTEGRITY
Low-Loss Termination: Is the LIU (I.1) factory-loaded
3.1 to ensure an end-to-end insertion loss of $<0.3$ dB

per LC-Duplex port?

Modular Flexibility: Is the LIU (1.1) a sliding 1U
3.2 modular design that allows for future expansion
without disturbing existing fibers?

Managed Media Conversion: Are the converters (1.4)
3.3 chassis-based and SNMP-managed to allow for
remote link-status monitoring?

Lossless Patching: Are the 100G Interconnects length-

3.4 matched and SFF-8665 compliant to prevent signal
skew in the 100G fabric?

4 AUDIT & COMPLIANCE
OTDR Validation: Does the bidder commit to

4.1 providing bidirectional OTDR traces for the 12-core

SMF backbone (I.5)?

Path Audit: Will the bidder provide a "As-Built" site
4.2 map showing the visual path check of the redundant
conduits?

Uptime Reporting: Can the SD-WAN system generate
4.3 uptime reports specifically formatted for NABH /
ABDM continuity audits?

Page 142 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

Section J - Technical Requirement Specification:-

SI No. Description Bidder Response (Yes/No)

1 GOVERNMENT BACKBONE INTEGRATION

NKN BGP Compliance: Does the bidder have
1.1 experience configuring BGP peering with AS3461
(NKN) using IPv4/IPv6 dual-stack?

GSWAN Hand-off: Is the bidder capable of
1.2 terminating a 100Gbps high-availability fiber port
from the GSWAN State Headquarter ?

Sovereign Monitoring: Does the proposed solution
1.3 allow real-time traffic monitoring via the GEXTEL
dashboard for state-level audits?

Govt Security Standards: Will the GSWAN link be

1.4 implemented following the GITS/DST Gujarat security
audit guidelines?
2 CARRIER DIVERSITY & SLA

Backhaul Resilience: Does the Railtel 100G option
2.1 (J.3) utilize a physically diverse route (Railway-aligned
fiber) to avoid common-trench failures with NKN?

Uptime Commitment: Is the bidder committed to a
2.2 99.95% uptime SLA for the managed backhaul,
verified by monthly carrier reports?

MEF Certification: Are the termination interfaces
2.3 MEF 3.0 compliant to ensure standardized carrier-
grade Ethernet delivery?

3 IDENTITY GOVERNANCE & IPAM

Persistent Identity: Will the bidder manage the
3.1 registration of /24 IPv4 and /48 IPv6 blocks directly in
the AMC-MET name (J.4)?
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WHOIS Integrity: Does the bidder guarantee that the
3.2 hospital’s IP resources will be correctly registered and
visible in the APNIC/IRINN WHOIS database?

Resource Portability: Are the assigned IP blocks
3.3 "Provider Independent" (PI) to ensure the hospital
retains its IP identity even if ISPs are changed?

4 MANAGED SERVICES & UPTIME

Zero-Touch Ops: Does the Sl scope include 24/7
4.1 proactive monitoring with an automated incident
response system (ITS)?

Quarterly Drills: Does the bidder commit to
4.2 performing a quarterly physical failover test (Path A
to B) during low-traffic clinical hours?

ABDM Compliance: Does the WAN management plan
4.3 explicitly address the ABDM "Continuous Availability"
mandate for the National Health Stack?

Performance Audit: Will the bidder provide an annual
4.4 performance audit report detailing BGP stability and
bandwidth utilization trends?

Page 144 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

20.1.5 Functional Requirement Specifications of HIS

The functional requirement specifications stated below are the minimum features
that the solution suggested for HIS should have. This indicative functional
requirement has been provided here to be used by the Selected Bidder. The
Selected Bidder shall deploy the readily available Product or develop the System
Requirement Specifications (SRS) documents where all the processes, procedures
and existing templates should be studied in detail by the Selected Bidder. Selected
Bidder should independently design / customize the solution as may be required
to support the business operations. The Selected Bidder shall be required to
coordinate with appropriate committee(s) for the detailed system study and
interact with the different users of the departments for preparation of SRS and
related design documents. As part of the solution, the Selected Bidder shall also
ensure adherence to EMR/ EHR or electronic health card as per standards laid
down by Govt. of India.

The following sections contain the department/module wise requirements for HIS
modules.

20.1.5.1 Master Patient Index
Patient Registration

The Patient Registration system plays a crucial role in gathering comprehensive and
pertinent patient information, serving as a fundamental step in establishing an
Electronic Medical Record (EMR) for improved and efficient healthcare delivery.
The system captures essential demographic details and other relevant information
about the patient, facilitating the generation of a Unique Health Identification
Number (UHID). The UHID serves as a distinct identifier for the patient within the
healthcare facility. It can be created using various methods such as assigning a
unique number, generating a barcode, or utilizing a QR code. To enhance
interoperability and streamline data integration.

Birth Registration

The Birth Registration Module in an Integrated Hospital Management System is
designed to facilitate the registration and documentation of births that occur
within the hospital. It automates and streamlines the birth registration process,
ensuring accurate and efficient record-keeping. Here are the key features and
functionalities of the Birth Registration Module:

- Birth Data Capture
- Electronic Birth Certificate Generation
- Integration with Civil Registry
- Document Management
- Reporting and Analytics
- Data Security and Privacy
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Birth Registration Module in an HIS, hospitals can streamline the birth registration
process, reduce paperwork, ensure accurate record-keeping, and enhance overall
efficiency in managing births within the hospital. It helps in complying with legal
requirements, simplifying administrative tasks, and maintaining a reliable and
comprehensive birth registry.

Indicative Process Map

% . Patient AppWeb

Patient enters the

hospital Registration is

validated against
Adhas o
— Offline Registration Registration Desk

UHID, Token no. is
generated on
prescription sheet

Functional Requirements

Following are the Functional Requirements (FR) envisaged for the Master
Patient Index system including but not limited to:

SINo

Functional Requirements of Patient Registration and Birth Registration Supported
Yes/No

01

There shall be provision of a registration facility should be available for users through web
portal.

02

There shall be provision system to allow the registration of a patient by linking with the
Aadhaar ID of the patient. In case Aadhaar ID is not available, the user should be able
register using Aadhaar ID in the system

03

The system should have the capability to capture Photograph of the patient. The
photograph of the patient should be captured using camera devices linked to the system.

04

There shall be provision in system which provides provision to search patient based on
various search criteria like Name, Phone number, Aadhaar ID / ABHA number and any
other unique identifier
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SINo | Functional Requirements of Patient Registration and Birth Registration Supported
Yes/No

05 There shall be provision in the system which cater the slot management system, where
patients are given slots for their visit and auto notification facility to the patient, if the
given slot is changed from the management side.

06 It is mandatory that the registration records shall be validated and authenticated against
the Aadhaar and Aadhar database through integration and Aadhaar or ABHA number
may be used as one of the unique identifiers to search the patient in HIS.

07 There shall be provision of modification in patient demographics shall be allowed
with role-based access control.

08 Once patient's registration is complete through Patient App, Web Portal or
Registration desk, Unique ID (UHID) shall be generated for the Patient.

09 There shall be provision in the system which allows to merge multiple UHID to primary
UHID of the patient. Once linking of UHID/s are done with primary UHID, EMR of the
patient should be arranged sequentially. It should also have provision to unmerge UHIDs.

10 The system shall have the option to collect payment for registration fees at the
registration counter. The system shall have the option to collect payment using UPI QR
codes or any other means of digital payment or cash.

11 If the patient uses the mobile app to register, then if the patient is an out-of-state
patient, the mobile app shall be able to collect the payment using UPI.

12 There shall be a system of sending notification via SMS / app alert to the patient
with details of registration.

13 The system shall have the provision to upload any scanned medical records of the
patient at the time of registration or at any other time when the patient brings the
medical records for linking with the UHID of the patient. This facility should be available
in the web portal.

14 The system shall be able to generate the necessary analytics and present dashboards on
the turn-around-time of registration creation based on role-based-access-privileges.

15 There shall be provision of sending notification to facility in charge, if some patient was
admitted in any AMC managed hospital and is unable to get OPD slip as the patient is
admitted on system. Immediate discharge should be done to get His / Her OPD
registration.

Birth Registration

16 Module shall capture the newborn details and record must link with parents’ record.

17 System shall have online facility to apply for birth certificate through patient portal
or site.

18 Integration with gov. portal for birth details.

19 System shall have provision for print facility for birth certificate through the patient
portal or site.
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20.1.5.2 Appointment Scheduling

Once the patient registration process is completed, the patient will have an option to schedule an
appointment for doctors. Here are some key functionalities that an appointment scheduling system
should offer:

- Perform Offline/Online Appointment Scheduling
- View Doctor’s Availability.

- View OPD Timings.

- Manage Doctor’s Roster.

- View Appointment Dashboard.

- Send appointment SMS/WhatsApp notification.

Indicative Process Map
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Functional Requirements

Following are the Functional Requirements (FR) envisaged for the patient
appointment system including but not limited to:

SI No | Functional Requirements of Appointment Scheduling Supported
Yes/No
01 After completing the registration process user can book for a consultation service
with the doctor through the Web Portal or at the Appointment Counter.
02 The system should have the provision to display all the available & unavailable time

slots of a department / unit / doctor on the same screen while booking
appointment. It should also indicate if the slot is a in-person consultation.

03 The system should mark the visit as “follow-up” visit if the previous visit was the first
visit with the doctor.
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04 The system should allow for booking of appointment at the department / unit level
or doctor level. This option should be made available as per configuration
parameters.

05 There should be provision to allow overbooking at slot level as per the

configured settings.

06 The system should allow viewing of the number of providers/doctors in the OPD,
their OPD schedule, available slots and available rooms for allocating to the patients

07 The system should allow for the generation of a QR code with all the relevant details
of the booked appointment.

08 The system should allow for the check-in of the patient when the patient visits the
registration counter to confirm his / her arrival for the appointment on the day of
the appointment.

09 The system should allow for the check-in of the patient when the patient uses the
mobile app to confirm his / her arrival for the appointment on the day of the
appointment by using geo-fencing methods of location tracking.

10 The system should allow for the printing of the OPD sheet with details of patient
demographics, UHID, Token No, Episode details at the registration counter. It should
also include the QR-Code with the details of the patient in the OPD sheet.

11 The system should have the provision to automatically send notification via SMS
alert with details of the appointment.

12 The system should also allow for the booking of appointments for Lab investigations,
Radiology studies, Minor / Major procedures as per configurations defined in the
Masters of HIS

13 The system should send notification via SMS / app alert with the details of the booked
appointment.

14 The system should send notification via SMS / app alert with the details of the check-
in activity.

15 The system should have the provision to send a reminder alert on the day of the
appointment (if the appointment was made for a future date) via SMS / mobile app)
alert with the details of the appointment.

16 The system should be able to generate the necessary analytics and present

dashboards on the turn-around-time of appointment creation based on role-based-
access-privileges.
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Queue Management

Queue Management Module streamlines the physical state of the patient queue and reduces wait time
for direct patient interaction departments. The system has the capability of tracking the status of the
doctor’s availability in OPD, through which the exact wait time of each patient can be obtained. The
system can manage the priority patient allotment in OPD. The system captures login time, history taking
time and time required for each consultation to calculate the wait time of each patient, this analysis
helps the hospital to strategize queue management effectively.

Indicative Process Map
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Following are the Functional Requirements (FR) envisaged for the queue

management system including but not limited to:

SINo Functional Requirements of Queue Management Supported
Yes/No
01 The system shall have the provision to automatically generate a token for a patient
who has checked-in to avail any service in the facility.
02 The system shall have the provision to integrate with a token display system, if
installed, and display details of the queue with the queue position as per
configuration settings.
03 The system shall have the provision to display the token number along with the
records of the worklist of the service provider. (Masked Token Number)

Page 150 of 293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

SINo

Functional Requirements of Queue Management

Supported
Yes/No

04

The system shall have the provision to allow the user in the service provider
department to call a patient in the worklist. This activity should allow for the
automatic update of the token details in the token display system and patient
mobile app.

05

The system shall update the status of the token as consumed when the user has
confirmed the completion of activity on the patient.

06

The system shall have the provision to send notification to the patient mobile app
when the token number is called.

07

In case of no-show of the patient, the token number shall be taken out of the active
gueue and moved to a recall queue. The tokens in the recall queue shall be called as
per defined system configuration settings.

08

The system shall have the provision to allot the token to a patient with an expiry till the
end of services in the current day.

09

If the patient avails multiple services within a single day, then the same token shall
be inserted into different services queues for rendering of services.

10

The system shall record date and time details of the when the token was generated
/ inserted in a queue, when it was called, and when it was consumed.

11

The system shall be able to generate the necessary analytics and present
dashboards on the turn-around-time of queue management based on role-based-
access-privileges.

12

For the free services, the system should have capability of autogenerating the bills
and send to the respective counter and the copy of the bill to the patient on mobile
or WhatsApp/Link, along with printing facility if required
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20.1.5.3 Emergency Department

An emergency department also known as an accident and emergency department (A&E), emergency
room (ER), emergency ward (EW) or casualty department, is a medical treatment facility specializing in
emergency medicine, the acute care of patients who present without prior appointment; either by their
own means or by that of an ambulance. Due to the unplanned nature of patient attendance, the ED
provides initial treatment for a broad spectrum of illnesses and injuries, some of which may be life-
threatening and require immediate attention.

Indicative Process Map
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Following are the Functional Requirements (FR) envisaged for the Emergency
Management system including but not limited to:

SI No

Functional Requirements of Emergency Management Supported
Yes/No

01

The system shall have the facility to register a patient who has arrived in the
Emergency Department with minimal identification details (Name, Gender, Age,
Aadhaar ID / ABHA number (if available) and generate the UHID if not registered in
the system.
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SINo Functional Requirements of Emergency Management Supported
Yes/No

02 The system shall have the facility to record other demographic details of the patient
post creation of the UHID.

03 The system shall have the facility to register a non-responsive patient with unknown
name which can later be updated when demographic details are made available.
However, the UHID should be created with minimal information.

04 The application shall have multiple provision like selection of data using drop down
option, conversion of handwritten text to machine readable format, conversion of
speech to machine-readable format and other methods which shall assist the user
in creating medical records.

05 The system shall capture accurate bed availability in Emergency Department.

06 The system shall have the provision to display the EMR templates related to
conducting Triage assessment to the nurses.

07 The system shall allow the triage nurse to assign the patient to the appropriate zone
(Red, Yellow, Green or as per system configuration) based on the presenting clinical
conditions of the patient.

08 The system shall display the current bed occupancy with details of patient
information to the triage nurse and details of vacant beds in each zone.

09 The system shall have the facility to map doctors with emergency OPD / wards as per
their weekly working schedule

10 The system shall have the facility to map nurses with emergency OPD / wards as per
their weekly working schedule

11 The system shall have the facility to map residents with emergency OPD / wards
as per their weekly working schedule

12 The system shall have the facility to allow the care givers to create the appropriate
EMR records required during assessment and treatment of the patient using pre-
defined templates.

13 The system shall have the facility to allow for ordering of services (labs, radiology,
procedures, medications, etc.) for the caregivers during the treatment of the
patient in Emergency Department.

14 The system shall display a worklist of patients admitted in each zone of the
emergency department with the current status (pending, in-progress, completed) of
ordered services.

15 The system shall have the facility to display the EMR record of each patient from
the worklist of the emergency department.
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SINo Functional Requirements of Emergency Management Supported
Yes/No

16 The system shall have a provision of discharge alert system based on standard
admission durations to notify the concerned authority if a patient stays longer than
expected

17 The system shall have the facility to display the current on-duty doctor / residents
for each of the medical and surgical specialties of the health institution.

18 The system shall have the option to create a cross-consultation request for assigned
doctor / resident of other medical and surgical specialties of the health institution.

19 The system shall have the facility to send a notification automatically to the mobile
for the requested doctor / resident when a cross-consultation request is created.

20 The system shall have the facility to automatically call the requested doctor
/ Resident via a phone call when the request doctor / resident has not
acknowledged the cross-consultation request.

21 The system shall have the ability to transfer patient from the emergency ward to
other wards of medical / surgical specialties based on the request from the attending
doctor.

22 The system shall have the ability to transfer patient from the emergency ward to
other healthcare facility based on the request from the attending doctor.

23 The system shall have the facility to generate an electronic digitally signed PDF copy
of the EMR records generated in the emergency ward.

24 The system shall have the facility to discharge a patient from the emergency ward
with a discharge summary created in the system.

25 The system shall have the facility to take a printout of the discharge summary in a
pre-defined format.

26 The system shall have the facility to conduct OP services in the emergency
department which can be configured as per system settings.

27 The system shall have the facility to schedule a follow-up consultation in
emergency OP for any follow-up procedure / consultation.

28 The system shall have the facility to schedule a follow-up consultation in regular
OP for any follow-up procedure / consultation.

29 The system shall have the facility to scan and upload any external medical records
brought by the patient.

30 The system shall have the facility to collect payment for any services rendered to the
patient, if applicable.

31 The system shall have the facility to mark a patient as a medico-legal case with
reasons for marking as MLC.

32 The system shall have the facility to create the required medical records defined
for MLC case management as per state medical council norms.

33 The system shall be able to integrate with the State Police Department IT System for
the electronic transmission of MLC reports through Medical Jurist in the hospital.
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SINo Functional Requirements of Emergency Management Supported
Yes/No
34 The system shall have the facility to upload multiple photographs taken of
patients marked as MLC which should become part of the EMR record.
35 There shall be provision of raising medical emergency code alert (Code Red, Code

Blue, Code Grey, Code Pink)

36 An automatic alert shall be sent when an emergency code is initiated with all the
details (Ward, Patient Details)
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20.1.5.4 IPD Management

The Inpatient Department (IPD) management module within a hospital management system is
specifically designed to handle all activities and functions related to inpatient management. This module
automates administrative tasks and provides seamless access to other modules, resulting in improved
patient care. Here are some key features and functionalities that the IPD module should encompass:

-Admission and Ward Management

-Bed and Ward Availability

-Surgical Management

-Medication and Nursing Management
-Charge Slip Generation

-Visit Tracking

-Follow-Up Visits and Multiple Appointments

By incorporating these functionalities, the IPD module streamlines the
management of inpatient activities and provides a comprehensive overview of
their stay. It enhances efficiency, accuracy, and accessibility of patient data,

ultimately leading to improved patient care and outcomes.
Indicative Process Flow
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1. ADT Management

The admission, discharge, and transfer process is one of the most essential hospital workflows. The
admission, discharge, and transfer process stores valuable patient information like the medical record
numbers, ages, names, and contact information of patients. The patient information within an ADT
system can be shared if the need arises. It will allow other health care facilities and programs to have
access to valuable and, at times, life-saving information. Admission-transfer-discharge systems are used
by healthcare facilities to track patients from their moment of arrival at the institution until departure.
The departure can be by either transfer, discharge, or death.

Indicative Process Map
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Functional Requirements:

Following are the Functional Requirements (FR) envisaged for the ADT module
including but not limited to:

Sl. No

Functional Requirements of ADT Module Supported
Yes/No

01

The system shall have the IPD Dashboard with complete patient details in unit wise.
(UHID, name, age, gender, Diet, diagnosis, Status of investigations, procedure,
radiology, blood bank, Payer category etc.)

Emergency Admission

02

The system shall have the facility to display a dashboard of the current status of
bed occupancy of the beds / unit / ward assigned to Emergency Department.

03

The system shall have the facility to display the current status of bed occupancy of any
ward / unit in the healthcare facility with search facility of ward type /
specialty.
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Sl. No Functional Requirements of ADT Module Supported
Yes/No

04 The system shall have the facility to assign a vacant bed to a patient based on
the admission criteria. It should also capture details of the admitting doctor, date and
time of admission, reason for admission, etc.

05 The system shall capture transfers of patients from one department to another
department, ensuring procedures are appropriately documented
Elective Admission

06 The system shall have provision of integration with various schemes

07 The system shall have the facility to assign a patient requiring admission for a
future date into a waiting list for the ward / unit.

08 The system shall have the facility to view the list of patients assigned for
admission for a ward / unit.

09 The system shall have the facility to send notification to the patient for
confirmation of admission.

10 The system shall have the facility to confirm the admission of a patient on
receiving confirmation.
Planned Discharge

11 The system shall have the provision to mark a patient for discharge.

12 The system shall have the provision to generate a discharge checklist linked to
the patient.

13 The system shall have the provision to send notification to all concerned
departments for clearance for the “mark for discharge” patient.

14 The system shall have the provision to update the discharge status to
“Discharge completed” on getting clearance of all discharge activities.

15 The system shall have the provision to update the status of bed to “Cleaning
required” after discharge process is completed.
Discharge against Medical Advice

16 The system shall have the provision to mark the discharge as “DAMA” if
required.
Death Discharge

17 The system shall have the provision to mark the discharge as “Death” if required.
The system should have the provision to create the necessary documentation required
to process a death discharge
Patient Transfer

18 The system shall have the provision to initiate the transfer of patient from one
ward / unit to another ward / unit of the healthcare facility.

19 The system shall have the provision to accept the transfer of patient from one
ward / unit to another ward / unit of the healthcare facility.

20 The system shall have the provision to record all details of the transfer of patient
within the healthcare facility.
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Sl. No Functional Requirements of ADT Module Supported
Yes/No
21 The system shall have the provision to record all details of the transfer of patient
to another healthcare facility.

2. Ward Management

Hospital bed/ward management plays a crucial role in streamlining the process of bed assignment and
transfer within a healthcare facility. Here are some key features and benefits of an effective bed/ward
management system:

-Graphical Representation
-Real-Time Updates
-Classification and Categorization
-Centralized Information

By incorporating these features, a bed/ward management system enhances the
efficiency of bed allocation, reduces manual processes, and provides real-time bed
availability information. This ultimately leads to better resource utilization,
improved patient flow, and enhanced overall hospital management.

Indicative Process Map
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Functional Requirements:

Following are the Functional Requirements (FR) envisaged for the Ward
Management module including but not limited to:

SI No Functional Requirements of Ward Management Supported
Yes/No

01 There shall be provision to generate bar coded for wrist bands, labels.

02 There shall be provision for reading the bar code generated for the patient
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SI No Functional Requirements of Ward Management Supported
Yes/No
03 There shall be provision to raise drug orders for patient
04 There shall be provision to display if items received and items requested are not
matching.
05 There shall be provision to display list of pending items with remarks if any

mentioned in pharmacy module for reason of delay.

06 There shall be provision to display if the requested Drug is not a part of
Patient Entitlement.

07 There shall be provision to raise a drug return request for patients

08 There shall be provision to issue stock/drugs from sub-store to patient, with option
to display & select the list of alternative drugs, if ordered drug is not available.

09 There shall be provision to raise a request for MRD folder. Request to be auto
generated for services as defined in Service master. Also, provision to acknowledge|
on receiving the file.

10 There shall be provision to raise a Blood Unit Request for Patient.

11 There shall be provision to capture request for discharge of patient i.e., Mark for
Discharge by nurse based on verbal orders given by the doctor.

12 There shall be provision to raise a request to CSSD department:

13 There shall be provision to raise a dietary request for patient or patient
companion/Attendant

14 There shall be provision to raise a request for linen, acknowledge on receiving
& issuing to patient and then return.

15 There shall be provision to raise a request for cross referral of Inpatients to other
specialty Consultants

16 There shall be provision for nurse to view the list of admissions floor/ wing wise.

17 There shall be provision to generate Patient’s list bed wise for each floor wise, with
new admissions for the day to be displayed.

18 There shall be provision to raise a request for room Maintenance.

19 There shall be provision to raise Request as Routine/ Urgent for diagnostics, Bedside
procedures & Other services/ packages/ bundles for inpatients.

20 There shall be provision to raise a request for Ambulance and for food directly from|
the IPD ward dashboard.

21 There shall be provision to filter option of laboratory investigation
components for doctors

22 There shall be provision for trend analysis for chronic condition
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SI No Functional Requirements of Ward Management Supported
Yes/No
23 There shall be provision to drug search by salt, not by its name, or any other suitable
method
24 There shall be provision of introducing speech to text in doctors' notes, so that time

is saved (Explore the possibility)

25 There shall be provision for day care model if required.

26 There shall be provision of alert to be generated if the referral consultation request
has not been processed within the defined time limit
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20.1.5.5 Patient Search

The Patient Search Module in a Hospital Information System (HIS) facilitates the management and
handling of inquiries or queries received from patients, potential patients, and other individuals. It
serves as a communication interface to address various types of inquiries and provides timely
responses.

Indicative Process Map

Enquiry Module

Citizen or Patient
Enquiry

| | |

Enquiry for Services provided
in the hospital

services at the state level

Enquiry for various health ]

Enquiry for patient master . . . o
{ record based on various Admitted Patient location within

search parameters the Hospital

Minimum Functional Requirements

Following are the minimum Functional Requirements (FR) envisaged for the Patient
Search module including but not limited to:

FR Code

Minimum Functional Requirements of Patient Search Module Supported
Yes/No

01

The enquiry module shall provide information about all hospital departments,
blocks, and facilities, including details about emergency services, surgery, pediatrics,
obstetrics and gynecology, cardiology, radiology, blood bank etc

02

The system shall have the facility to check the availability of doctors and staff
members. It provides details about their weekly schedules and current locations
within the hospital.

03

The system shall have the facility to access comprehensive information about each
department, specialty, unit, ward, and outpatient department (OPD).

04

The system shall have the facility to view the cost details associated with medical
consultations, procedures, surgeries, diagnostics, and other treatments.

05

The system shall have the facility to view detailed information about admitted,
referred, discharged, and deceased patients. This information is handled with strict
confidentiality and is only accessible to authorized personnel within the hospital.

06

Patients shall be able to check the updated status of their allocated beds through
the enquiry module and provides real-time information on bed availability and
assigns beds to admitted patients.
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FR Code

Minimum Functional Requirements of Patient Search Module Supported
Yes/No

07

Patients shall be able to access information about medical consultations,
diagnostics, surgeries, therapies, and other healthcare services provided.

08

The system shall have dedicated section for patients to provide their feedback.
Patients can share their experiences, suggestions, or complaints, which are valuable
for the hospital's continuous improvement.

09

The system shall have facility to display upcoming events, health tips, and notices
organized or ongoing within the hospital. Patients can stay informed about health-
related events, educational sessions, and other activities.

10

The System shall provide comprehensive information about the process of organ
donation. Patients can learn about the requirements, regulations, and procedures
involved in becoming an organ donor.

11

The system shall be facility to generate dynamic Management Information
System (MIS) reports as per need.

20.1.5.6 Doctor’s Desk

The Doctor's Desk serves as the central point of interaction between doctors and patients,
encompassing their entire medical history in a chronological manner. Here are the key
features and components of a Doctor's Desk dashboard:

- Patient Overview

- Maedical History

- Vitals and Allergies

- Lab and Radiology Results

- Maedication History

- Documents and Attachments
- Notes and Annotations

By consolidating all relevant patient information into a comprehensive dashboard, the Doctor's
Desk allows doctors to quickly access and review key details about the patient's medical

history. This helps in making informed decisions, providing personalized care, and enhancing
overall patient management.

Indicative Process Map
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Following are the Functional Requirements (FR) envisaged for the doctor’s desk
system including but not limited to:

SINo Functional Requirements of Doctor’s Desk Module Supported
Yes/No
Common Functions
01 The system shall have the provision for the doctor to view the daily workload in a
calendar format.
02 The system shall have the provision for the doctor to view the complete medical
record of the patient in multiple display options — chronologically, medical record
type wise, visit wise, etc.
03 There shall be a provision of screening, so that patient is screened for their vitals by
resident of nursing staff and then to the treating doctor. The credentials of resident
should be different from the treating doctor but should be linked to the worklist of
the treating doctor.
04 The system shall provide a list of medical record templates to the doctor for
creation of new medical records. These medical record templates should be
department-specific / unit-specific and displayed accordingly.
05 The system shall have medical record templates that capture details such as medical
history, subjective analysis, objective analysis, allergy records, and provisional and
confirmed diagnosis.
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SINo Functional Requirements of Doctor’s Desk Module Supported
Yes/No

06 The system shall have the provision for the doctor to create medical records using
the configured medical record templates.

07 The system shall have the provision for the doctor to place investigation orders like

lab orders, radiology orders, other diagnostic test orders, OP procedure orders,
admission requests, discharge requests, prescription orders, etc.
The application shall have multiple provision like selection of data using drop down
option, conversion of handwritten text to machine readable format, conversion of
speech to machine-readable format and other methods which shall assist the user
in creating medical records.

08 There shall be provision of selecting the symptoms should be there, but do not
mandate to cross of select the symptoms which are not there.Unselected symptoms
should be taken as no symptoms.

09 The system shall have the provision for the doctor to order for any major
procedures like surgery request with relevant details required for booking of OT and
requests to other support departments like CSSD, Diet, Anesthesia, etc.

10 The systems shall have the provision for the doctor to view the status of the orders
placed for each patient.

11 The systems shall have the provision for the doctor to view the results of the orders
placed for each patient.

12 The system shall have the provision to record SNOMED-CT code for|
procedures and where applicable.

12 The system shall have the provision to record ICD code for provisional and confirmed
diagnosis.

13 There shall be provision of having predefined order set customized for every doctor.

14 The system shall have the provision for the doctor to view the trend analysis of lab
results of the patient.

15 The system shall have the provision for the doctor to raise a cross-consultation request
for another doctor, transfer care to another doctor.

16 The system shall have the provision for the doctor to view cross-consultations
requests received, transfer of patient requests, etc.

17 The system shall automatically record the start time and end time of each visit
(OPD/IPD) along with the name and login ID of the doctor.

18 The system shall have the provision to allow for residents allotted to a
department to view the patients assigned to a consultant / doctor.

19 The system shall have the provision for the resident to perform all functional features
configured for the doctor as per allowed privileges.

20 The system shall have the provision for the doctor / resident to create any|
relevant medical certificates as requested by the patient.
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relevant medical data for comprehensive analysis. This feature will enable doctors to
link the patient's historical data with new entries, ensuring a holistic view of the
patient's medical history. This includes cross-referencing lab results, radiology
reports, previous consultations, treatment plans, and any other relevant medical
documentation.

SINo Functional Requirements of Doctor’s Desk Module Supported
Yes/No
21 The mobile app provided for the doctor / resident shall have all features
mentioned above as per the configurations and clinical settings.
22 The system shall have the provision for the doctor to view the patient care journey,
detailing all interactions and treatments the patient has undergone chronologically.
This includes past consultations, surgeries, diagnostics, medications, and follow-up
notes.
23 The system shall have the provision to cross-reference patient records with other|

OPD Functions

24

The system shall provide a list of patients who have availed appointment for OPD
services for the given department / unit / doctor as configured.

25

The system shall have the provision for the doctor to electronically call a patient for|
OPD consultation.

26

The system shall have the provision for the doctor to mark the patient as “Not

seen” if the called patient has not reported for OPD consultation and should
automatically move the patient from the list of active patients to a separate tab for
“Not seen” patients.

26

The system shall have the provision for the doctor to mark the OPD consultation of a
patient as “Completed” and should automatically move the patient from the active
list to another tab containing the “Completed” patients.

27

The system shall give priority to patients who are sent for investigations such as CT|
and MRI. The patient shall not have to stand in the queue again for the same

28

The system shall automatically set the medical records created in the OPD
consultation as read-only once the status of the OPD consultation is set as
“Completed”.

29

The system shall have the provision for the doctor to update the medical record after|
the status has been set as “Completed” if required.

30

There shall be provision of seeing patient seeing other doctor if the treating doctor is
not available through a barcode system within the same department

31

The system shall have provision of alert generation for the unseen patients in the
ward — to monitor if each and every patient in the ward is reviewed by nurses and
residents.

32

There shall be provision of marking patient with some special notes by doctor which
should be visible only to the treating doctor. (Not Applicable to all doctors)

33

There shall be provision of customization of set of investigation tests should remain
with user as per their clinical practice.

IPD Functions
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SINo Functional Requirements of Doctor’s Desk Module Supported
Yes/No

34 The system shall have the provision for the doctor to view the admitted patients in
department / unit / doctor wise.

35 The system shall have the provision for the doctor to mark an admitted patient for|
discharge.

36 The system shall have the provision for the doctor to schedule a surgery for an
admitted patient.

37 The system shall provide detailed reports on information regarding absconded and
discharged patients

38 The system shall have the provision for the resident to execute all functional features
of the system in IPD as per allowed privileges.
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Nursing Management

The Nursing management module serves as a vital tool for developing and implementing care
plans to enhance the quality of patient care. Here are some general features typically found in

a Nursing Desk module:

— Patient Overview

— CarePlan Management: Assessments, interventions, goals, and expected outcomes.

— Documentation and Charting:
— Communication and Collaboration: Messaging, alerts, and notifications.
— Reporting and Analytics

By incorporating these features, the Nursing management module supports nursing
staff in developing and implementing effective care plans, optimizing patient care,
and promoting positive patient outcomes.

Indicative Process Map

Functional Requirements

Following are the Functional Requirements (FR) envisaged for the nursing
management system including but not limited to:

SINo Functional Requirements of Nursing Management Supported
Yes/No

01 The system shall allow the nursing staff to view the list of admitted patients in their
respective department / unit as per allowed privileges.

02 The system shall allow the nursing staff to view the list of patients that are
pending for intake process.

03 The system shall allow the nursing staff to conduct the intake process (initial
assessment, vitals, general condition, etc.) for the patients in the pending intake list.

04 The system shall provide a daily duty roster to ensure everyone is aware of their
duties, and reports shall be sent to the nursing superintendent for necessary
action."

05 The system shall allow the nursing staff to view the medical record of the admitted
patient.

06 The system shall allow the nursing staff to create medical records using pre-
configured medical record templates for nursing assessments, daily progress notes,
etc.

07 The system shall allow the nursing staff to view the status of pending orders like lab
orders, radiology orders, diagnostic orders, procedure orders, medication orders,
etc.

08 The system shall allow the nursing staff to record details of medication
administration performed on each admitted patient.
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SINo Functional Requirements of Nursing Management Supported
Yes/No

09 The system shall provide visible alerts to the nursing staff on pending activities for
each admitted patient.

10 The system shall escalate pending alerts to higher management nursing staff on
pending activities for each admitted patient using a resolution time escalation
matrix.

11 There shall be provision of complaint tracking system should be added under nursing
management.

12 The system shall allow the nursing staff to view the medical charts for 1V
administration, input/output charts, trend of vitals, etc.

13 The system shall include handover management with timestamp details in each
respective unit of the department within the health facility

14 The system shall allow the nursing staff to place orders for clinical and non-clinical
services delivered to the admitted patient.

15 The system shall allow the nursing staff to raise indents for requesting medicines,
blood product request, diet orders, linen items, surgical consumables, etc.

16 The system shall allow the nursing staff to coordinate the activities to fulfill the
discharge process for each patient.

17 The system shall allow the nursing staff to view the billing charges for each admitted
patient.
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20.1.5.7 Order Entry (CPOE)

The Computerized Physician Order Entry module is an essential component of hospital
management systems that enables doctors to electronically enter and send medication and
investigation orders instead of relying on traditional paper-based methods. Here are the key
features and benefits of the CPOE module:
- Electronic Order Entry
- Enhanced Accuracy and Safety
- Decision Support: Drug interaction alerts, dosage range
checking, and allergy warnings.
- Order Workflow Management: Routing orders to the
appropriate departments.
- Integration with Pharmacy and Laboratory
- Order Documentation and Retrieval
- Audit Trail and Accountability

By implementing the CPOE module, hospitals can improve the accuracy, efficiency,
and safety of medication and investigation order management. It reduces errors,
enhances decision support, facilitates order processing, and ensures comprehensive
documentation and retrieval of orders for improved patient care.

Indicative Process Map
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Minimum Functional Requirements

Following are the minimum Functional Requirements (FR) envisaged for the CPOE
module including but not limited to:

FR Code | Minimal Functional Requirements of CPOE Supported
Yes/No

OR/01 The module shall have facility to order for Investigations and services for
patients. Stat / urgent is required.

OR/02 The module shall have facility to alerts or prompt regarding allergy to drugs.

OR/03 The module shall have facility to prescribe drugs to patients and provide option to
print documents such as progress note, prescription, service order, etc.

OR/04 The module shall have facility be display medication history i.e., drugs advised to
patient and provision to define alternative drugs.

OR/05 The module shall have Pop-Up facility for duplicate orders.

OR/06 The module shall have facility to define favorite order items.

OR/07 The module shall have provision for request requisition for admission and
configurable templates and form for notes and discharge summary.

OR/08 The system shall have provision to use digital signature.

OR/09 The system shall have provision to tag sensitive diagnosis such as HIV.

OR/10 The system shall have facility to assign ICD code for provisional and confirmed
diagnosis.

OR/11 The system shall have facility to assign SNOMED-CT code for procedures and other
applicable areas.

OR/12 The system shall have the facility to provision for order sets linked to ICD and
SNOMED-CT codes.
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20.1.5.8 OT Management

Operation Theatre module caters to the scheduling of operation theatres, surgery team, patient
tracking, operation theatre consumable management, accounting and Operation theatre roster and
notes.

Indicative Process Map
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Minimum Functional Requirements:

Following are the minimum Functional Requirements (FR) envisaged for the
OT module including but not limited to:

FR Code Minimal Functional Requirements of OT Management Supported
Yes/No

0T/01 There shall be provision to do scheduling of surgery from OT & modify or cancel
booking.

0T/02 There shall be provision to re — schedule booked slots for other time/ date

0T/03 There shall be provision to define OT slots based on Dr./Specialty assigned to each OT.

0T/04 There shall be provision for OT booking without Registration of patient

0OT/05 There shall be provision to define theatre unavailability. Once theatre marked as
unavailable, same shall be reflected in all booking screens.

0T/06 There shall be provision of capturing the consumables used during the surgery.
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FR Code Minimal Functional Requirements of OT Management Supported
Yes/No

0oT/07 There shall be provision of sending back items which are not used during surgery to
the store through nursing staff and verified at the level of treating doctors and
scrub nurse

OT/08 There shall be provision to generate waiting list or virtual list for OT

0T/09 There shall be provision to capture name of the anesthetist at the time of
scheduling.

0oT/10 There shall be provision of catering Grave/Dire emergency procedure, whose

authority shall lie with the department HOD.

0oT/11 There shall be provision of slot booking, if the OT table is not booked or slot is not
occupied then it shall be cancelled within (45 Mins) (System shall generate notice for
this incidence)

oT/12 There shall be provision to define the duty schedule of anesthetists, junior medical
staff, nurses, & attendants.

oT/13 There shall be provision to shall generate alerts for the Unit - anesthetists, junior
medical staff, nurses, & attendants who are required to perform the operation. It
shall be shown in the Work List of the concerned Doctors & Nurses.

0oT/14 There shall be provision to define deposit charges for OT as per the surgery grade,
time & specialty.

0T/15 There shall be a provision of keeping slot system for elective surgeries and dividing
the patients into first and second half as per the need.

OT/16 There shall be provision of patient and relative consent form, which capability of
capturing sign, thumb impression

oT/17 There shall be provision to generation of checklist of Pre, During and Post surgery
shall generation through the system.

OT/18 There shall be provision shall of capturing transfer in and transfer out time for
surgery.

0T/19 There shall be provision of capturing surgical notes through speech to text, scribble
to text.

OT/19 There shall be provision of capturing Anesthesia notes through speech to text, scribble
to text.

0T/20 There shall be provision to define equipment charges based on classification of
equipment.

0T/21 There shall be provision of Concept of Emergency charges to be added to surgeon
fee e.g.: Doctor comes on a Sunday to perform a surgery due to emergency.

0T/22 There shall be provision to define OT packages

0T/23 There shall be provision to feature to display list of scheduled surgeries

tentative admission list as on a date in medical records department module.

Page 173 0f 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

FR Code Minimal Functional Requirements of OT Management Supported
Yes/No

0T/24 There shall be provision to generate an OT list one day before surgery and do
rescheduling if required, then generate a OT List in the morning on the day of surgery|
(reflecting surgeries as per rescheduling done), & then generate OT list for the day|
on the next day reflecting any emergencies taken in between etc.

0T/25 There shall be provision of option to select the consent form specific to the surgery
with a unique bar-code number (system generated) along with the patient details for
patient consent with manual signature.

OT/26 There shall be provision to perform pre op checklist

0T/27 There shall be provision to perform and capture ‘Time out’ before procedure-before
the start of surgery/procedure in operating room to confirm the right patient, right
surgery on right body site.

0T/28 There shall be provision to mark arrival of Inpatient from ward to OT
Department & capture Reason for delay in patient transfer

0T/29 There shall be provision to capture end time of surgery with exit from OT to recovery
room and from recovery room to patient bed location.

0T/30 There shall be provision to define surgeons as Primary surgeon, assistant surgeon,
2nd assistant surgeon etc.

0oT/31 There shall be provision to change the procedure scheduled
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20.1.5.9 Electronic Medical Record (EMR)

An electronic medical record (EMR) is a digital version of all the information typically find in a provider’s
paper chart: medical history, diagnoses, medications, immunization dates, allergies, lab results and
doctor’s notes. EMRs are online medical records of the standard medical and clinical data, mostly used
by for diagnosis and treatment. Comprehensive and accurate documentation of a patient’s medical
history, tests, diagnosis and treatment in EMRs ensures appropriate care throughout the provider’s
clinic. EMRs are more than just a replacement for paper records. They effectively allow communication
and coordination among members of a healthcare team for optimal patient care

Indicative Process Map
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Minimum Functional Requirements:

Following are the minimum Functional Requirements (FR) envisaged for the
Electronic Medical Records (EMR) module including but not limited to:

FR Code Minimal Functional Requirements of EMR Supported
Yes/No

EMR/01 The system shall have the provision to define clinical record templates for
collecting medical information about a patient during the OP visit and IP visit.

EMR/02 The system shall have the provision to define clinical record templates for creating
medical documentation pertaining to different medical and surgical
specialties/departments of a healthcare facility.

EMR/03 The system shall have the provision to search patient name wise, HID, Mobile
number or any other means.
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FR Code

Minimal Functional Requirements of EMR

Supported
Yes/No

EMR/04

The system shall have integrated patient EMR viewer that provides a cross-
disciplinary where a patient focused View of clinical information stored in Clinical
Data Repository is provided.

EMR/05

The system shall be able to display EMR records either visit-wise,
chronological order, medical record type wise or any other grouping method.

EMR/06

The system shall have the provision to display a time-based view of health episodes
that have occurred in the patient health journey. It shall be arranged on an earliest
to latest episode list. The facility user shall be able to click on any episode and view|
the activities and reports pertaining to the episode.

EMR/07

The system shall have the provision to provide access to information in the form of
result data, text documents, scanned documents, images, and waveforms from
interfaced medical devices, as well as integrated clinical systems.

EMR/08

The system shall have the provision to maintain an ICU monitoring chart in the
system to monitor the hourly/daily update of vitals.

EMR/09

The system shall have the provision to create monitoring interval schedule to
monitor vitals for a patient admitted in a healthcare facility.

EMR/10

The system shall have the provision to record the vitals of a patient admitted in the
health care facility according to the monitoring interval schedule set for the patient.

EMR/11

The system shall have the provision to display the clinical information for
different types of data groups like clinical summary, history, observations, etc.

EMR/12

The system shall have the provision to create medicine administration schedule to
administer medications to patients admitted in a healthcare facility for all types of]
medications.

EMR/13

The system shall have the provision to record details of administration of
medication prescribed to patients admitted in the healthcare facility.

EMR/14

The system shall have provision to create EMR templates specific to clinical
departments and assign the same to the workflows of the clinical departments. The)
system shall have the provision for the healthcare professional to sign all EMR
documents using digital signature (DSC). The EMR templates shall be defined using
the inputs from end-users during requirement study.

EMR/15

Facility to attach scanned documents to patient records which might include
photographs, reports and other relevant documents and must include all necessary|

tools and mechanisms that will facilitate the process.
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20.1.5.10 Patient Billing

The Billing is a critical component of a comprehensive Hospital Management System that handles
financial transactions, invoicing, and billing processes within a healthcare organization. It ensures
accurate and efficient management of financial records. The Billing module allows to manage all the
financial/billing of the patients and charge for the services they were provided by the healthcare
facility. This module to be integrated with Reception of the healthcare facility for bill collection,

pharmacy, OTC, wards management module and doctor station for details of tests.

Functional Requirements

Following are the Functional Requirements (FR) envisaged for the Billing module
including but not limited to:

FR Supported
Minimal Functional Requirements of Patient Billin
Code q g Yes/No

1 Ability to maintain Bed Type Master - Every bed will be attached to a particular bed type. The
schedule of charges will be classified as per the bed type.
Ability to maintain Corporate Master for tariff -This is where a new corporate is created

3 Ability to maintain Corporate Type - This is whether the corporate is a company or TPA or
insurance etc. This will be selected when a new corporate is being created

4 Ability to maintain a base tariff which is the rate charged to OPD patient. All other category of
rates will be based on the base tariff

5 Ability to maintain Ward Master- This will be connected to location master
There has to be a provision of entering rates for service items which will be applicable on future
date.
Ward level charge slip should be generated automatically during bed side procedure entry
System should have the provision for calculating Half day charges.
System should have provision to configure multiple Bill Formats/Templates (Details Bill, Summary
Bill, Credit Bill, Package Bill etc..)

10 There should be a provision in the system to print the Bill Summary/Details Bill at any point of
time

11 The System should capture Episode wise (Multiple Visits) Events and integrate in EMR

12 The System should have provision for maintaining Multiple rate cards in a way that they can be
used at point of billing and can easily be mapped to various credit/Cash parties

13 The System should allow periodic Modification of Rate cards based on authorized access

14 Ability to maintain Location Master - which are floor where the wards are located

15 Ability to maintain Bed Master - Beds will be connected to Rooms

16 Should have a provision for tariff priority. When configuring the rates of a corporate the tariff will
be prioritized in the following manner- The company tariff will be first priority and then the base
tariff will be the second priority. This is useful when in case of CGHS the service does not exist in
the CGHS tariff then on a priority basis the rate of the base tariff will be picked up

17 Rate master configuration should have exclusive facility configuring whether the discounts are
available on IP or OP and on what category of services
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FR . . . . . _— Supported
Minimal Functional Requirements of Patient Billing PP
Code Yes/No

18 The System should have facility to maintain List of non-admissible charges respect to services &
pharmacy based on Insurance company & TPA agreements

19 The System should have provision to display the current Bill to a patient at any given time

20 Ability to maintain corporate wise Tariff Master and should be integrated with contract module of
CRM

21 Ability to maintain Room Master - Rooms will be connected to the wards

22 The System should show the changed assigned doctor name to the IP in the final bill

23 System should have a provision of copying one company tariff to another. This will avoid
duplication of effort in creating the new tariff master

24 In case of OPD consultations there are situations when the repeat visit within a specified time
period is not charged by specific doctors. The system should allow to configure the days so that
the follow up visit charges gets automatically calculated and charging happens accordingly.
(Excluding Sundays/Holidays)

25 The System should capture Pre-requisite for Investigation and Procedure on the charge slip/bill.
Those print out should be done automatically at the time of generating bill in OPD/IPD

26 While crossing the estimated amount the System should create an alert

27 The System should have a run time billing provision

28 The system should not allow a closed bill to not be opened. However, a new bill can be linked to
itif required.

29 Ability to display/SMS/eMAIL the daily bill to the patient after the cut-off time.

30 System should give flagging option in the bill to allocate discounts if any item-wise.

31 The system should allow giving discount on the bill on an item level, category level as well as on
the entire bill

32 All discount & bill cancellation should follow proper approval matrix and super user should get
notification for approval
Hospital Facilities and Rate Cards (HFRC)

33 The System should provide provision for applying different rates for investigation services based
on bed categories

34 The System should allow additional charges in the bill for privileged floors

35 Provide facility to Maintain and Edit Master Data for Service Groups and each service should have
one to one mapping for Billing purpose based on authorizations

36 Provide facility to quick view and print all bills

37 The system should have different templates for Cash and Credit Bills. Credit Bills should clearly
articulate the name of company towards which bill is raised

38 The System should have provision for entering any billing charges manually ******* | imited to
Consumables only (System Control Issue; Recommendation: The Input should come from User
Department against which the OPD Billing Should receive money; This should come automatically
from the sub store)

39 The System should have Flexibility to allow different doctor charges depending on master rate
card

40 The system should have facility to pre define All surgeon charges, anaesthetist, OT charges etcin
the rate list for a specific patient category/ bed category and Link it to the Billing document
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FR . . . . . _— Supported
Minimal Functional Requirements of Patient Billing PP
Code Yes/No

41 The system should have provision to roll back any line item in billing with Remarks and
authorization before finalization of the Bill

42 The System should have provision for charging service charge (Configurable based on bill to bill
basis) on all non-consumable/ non-pharmacy services above Package charges except for Doctor
Fees

43 The software should have the flexibility to add a Miscellaneous service with a remark/ narration
and the applicable department (to be used for Sunday/holiday/emergency in night patients)
where the rate shall be editable and changes can be made by authorized staff only

44 The System should have facility to charge additional investigation charges —in case the test is sent
outside the hospital with the details of the vendor

45 The System should have provision to capture Patient name, date and time of transfer between
wards so applicable ward charges could be levied

46 The system should provide flexibility to include hospital base rates, if the services are not
included in credit party tariff

47 The system should have provision for billing Doctor charges based on Patient Categories (OPD,
Spl. Clinic Patient etc..)

48 The system should have provision for capturing billing remarks in case of bill cancellation as well
as Part Payments

49 The system should provide facility for cauterization charges based on O.T. category

50 The system should have 2 separate configurations for Burn Dressing and Dressing Charges in case
of burn patient's dressing

51 The system should show discount/refund in final bill as well as corresponding bills

52 the system should show the balance of the patient in final bill as well as corresponding bills.

53 The system should maintain the same Bill amount in Bill Summary, Bill Details amount and Final
Bill for all Bills

54 The System should provide facility to clearly declare various charges like Ambulance
charge/Blood/OT charges/OT Instrument & materials charges in Bill Summary

55 The system should automatically club all OT expenses under one head

56 The system should have functionality for online reporting for interpretation of reports

57 The System should incorporate all hospital and centre schedule of charges with all service wise &
Department wise notes, so that tie-up with different corporate can be taken care of.

58 The System should display all available packages along with Service details & Conditions.

59 The System should provide Police station information as a mandatory field in case of MLC
registration

60 The System should allow to define Surgery categories and Billing and other corresponding
services should be based on these Surgery categories

61 The System should also have provision for surgery charges based on Time for Surgery. (Base Cost
for minimum time and additional cost for additional time)

62 The System should provide provision for giving Manual discounts on the entire bill as well as
individual billing items and package based on Authorizations and should accompany with Remarks
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FR . . . . . _— Supported
Minimal Functional Requirements of Patient Billing PP
Code Yes/No

63 The System should not allow to levy bed charges if the discharge certificate is obtained before 12
noon.

64 The System should not allow any changes in service tax, even in case of a waive off

65 The system should have provision to calculate Service tax on Net value of Bill (Customizable
components)

66 The System should have provision for a method so that waiting time between patient interfaces
can be calculated---- TAT

67 The system should have a provision for calculating fees for a surgery based on a predefined logic
when multiple surgeons are involved

68 The System should provide facility to raise credit note on the miscellaneous service and do a debit
note for the correct service for correct revenue allocation purposes within 72 hours

69 The System should allow to rectify the Miscellaneous Service Head/Rate before finalization of the
Bill

70 The system should have facility to levy equipment charges based on Fixed fee in case of Hospitals
and on Actual for Surgeons

71 The System should have provision for charging Service Charges (Configurable based on bill-to-bill
basis) based on Ward categories for a Patient being transferred from or to OT

72 The System should have facility for a patient in ICU / Nursery / NICU to retain his/her room, so for
same Patient ID multiple beds will be booked and charged

73 The System should provide option to exclude/include service tax in any bill.

74 The system should have provision to consider a different rate list for credit bills (where rates are a
pre-defined percentage of Hospital rates) and not take them as discounts

75 The system should have facility to copy the mother’s address as the baby's address and the baby's
bill should be automatically raised in the package cost/or based on Mother's Occupied Bed
(whichever applicable)

76 System should generate interim bills automatically based on system configuration (number of
days from admission). It should be the same Bill Number with Draft or Interim as Watermark

77 The system should allow to view and print interim bills based on date parameters

78 The system should have provision for handling loss in service tax for waived patients

79 The system should display and printable the complete medical file (history) before Issuance of
Final Bill - EMR

80 The System should be able to shown list of State, District, Police Station & Pin code at least for all
eastern India regions

81 The System should provide the billing details of first unit rather than “other charges head” in final
bill settlement at another unit. The System also enlist all the non-medical consumptions of
patient to be enlisted in bill settlement rather than having a single head

82 The System should have a provision for Preconfigured list of charges for a Patient Category (Ex:
CCU patients)

83 System should allow configuration for Various Packages with package types (Open/Closed)
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FR
Code

Minimal Functional Requirements of Patient Billing

Supported
Yes/No

84

System should have provision to make retrospective change on Billing category for a patient post
admission and same should reflect in Billing (Ex. A CGHS patient admitted as General patient and
later when he shows required credentials, there must be provision to change the Billing Category)

85

The system should display the bills by summary for non-taxable items, VAT applicable items,
service tax applicable items and non-admissible items.

86

The system should provide facility to modify/edit all Business Rules by relevant authority and
display them in a single screen

87

The System should maintain an audit trail for all Credit & Debit notes are created. The System
should allow Authorized person to do this. For making Credit / Debit notes the System should
provide two steps, one is for making Debit / Credit notes & another is an authorization

88

The system should have provision for noting denomination of the notes received by the cashier,
so that the money receipt amount can be tallied with denomination amount, in case of cash
receipts

89

The System should be able to calculate the list of Telephone calls + WIFI done by IPD patient from
his / her room. This type of charge should be reflected in the final bill and there should be
interface with the EPBX system

90

The system should have the provision to revert back to cash in case management decides not to
provide CGHS rates with retrospective effect from the day of admission of patient

91

Provide facility to store and print the scanned copies of rate tariffs and agreements - View to all
and authorization based for printing

92

The System should capture the user’s name, time stamp for every Print. The System should allow
printing Duplicate Bills with watermarks as Duplicate or to print same bills multiple times (with
proper authorization only)

Advances & Deposits (AD)

93

The System should have provision to collect advances by multiple mode of payments for one
advance in 1 Bill (Ex: partial by Credit/Cash)

94

The System must be able to accept advances without patient being admitted against room
booking

95

The system should allow Configuration of Advance Type, Amount of Advance, Mode of Payment
of Advance

96

The system should allow to receive deposits before surgery. The billing clearance for surgery
should be based on user receiving advance as decided. System should automatically configure the
advance deposited and generate OT/Cath clearance for any procedure and also allow direct
printing option to the Ward sister/Floor Co-ordinator.

97

The system should have configuration for collecting advances under multiple advance heads. The
system must automatically convert the IP Booking advance to IP advance at the time of
admission.

OP Billing (OP)

98

The System should have configuration for Consultation Fees based on the grade of the doctors,
nature of consultation (General/ Specialty) and also based on first consultation and follow up
consultation

99

The System should allow adjustment for advances against the Bill, give discounts and Create a
Consolidated Bill for multiple instances
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FR . . . . . - Supported
Minimal Functional Requirements of Patient Billin
Code q g Yes/No

100 The System should allow Discounts based on Authorizations with Remarks

101 The System should provide facility to create a no Charge Bill/Complementary Bill by authorized
Users with remarks

102 The System should have the ability to automatically charge anything out of package on rates
specified in billing master. Anything inside the package must not be charged and must not be
displayed on bill.

103 The System should allow to display the Cost of Individual Items in a package for internal Use

104 The System should allow configuration of multiple sittings and visits for a treatment

105 Configuration of Discount master for Discount Types with predefined range for each discount
type

106 The System should have configuration for Scrolls - the system should have flexibility to deposit
cash on Batches

107 System should show outstanding amount if any patient misplaces the bill and comes to collect the
report (OP)

108 System should have provision of manually adding other charges, such as in case of consultants
who perform surgical procedures in Minor O.T and where charges (Surgeon's) are variable.

109 The System should allow multiple mode of payments (Cash, Cheque, Credit cards, Debit Cards, E
Transfers, third party payment, Pre paid or Post-paid cards)

110 The System should allow generating credit Bills for Cash patient categories for Authorized roles
only

111 The System should have a functionality to transfer OPD Bills to IPD Bills in case a patient has to be
admitted after tests (This is a System Control Issue and to be handled in IP Billing only if the
patient is admitted on the same day "only")

112 The System should have capability to generate different series Bills based on Bill Type

113 The System generated Bills must have Columnar billing summary for non —taxable items, GST
applicable items

114 The System Generated Bills must display GST number and PAN number

115 The System should have a provision at the time of Billing to check the Registration number of
doctors coming as patients against a third-party database/in-house database (of Doctors and
Registration Number) to give appropriate discounts. This type of discount should be
preconfigured and linked to discount master

116 | The System should allow Post Bill Discounts by means of Credit Notes and should display on bill
print

117 The system should able to generate a bill of combination of pharmacy (Medication &
Consumables) and investigation (Lab., Rad., Minor Procedure etc...)

118 The system should be able to print advance and credit note along with ledger as and when
demanded by patient

119 The System should have the provision to print the prescription for an OPD Bill along with the Bill
Day Care Billing (DC)

120 The System should allow editing of Rates only by Power Users (Authorized users)

121 The System should allow to print Advance Details for the patient/stakeholders
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FR . . . . . - Supported
Minimal Functional Requirements of Patient Billin
Code q g Yes/No

122 The System should allow adjustment for advances against the Bill, give discounts and Create a
Consolidated Bill for multiple instances

123 The System should allow Discounts based on Authorizations with Remarks

124 The System should not generate any separate bill series for this billing type —the admitted
patients shall get IP bill while those treated as OP shall get OP bill.

125 The System should give a warning If the charge slip amount is more than the advance/authorized
amount/sum of advance & authorized amount when both are provided

126 The System should allow multiple mode of payments (Cash, Cheque, Credit cards, Debit Cards, E
Transfers, third party payment, Pre paid or post paid cards)

127 The System should allow Post Bill Discounts by means of Credit Notes with reference to Final Bill

128 The System should have provision to generate a Payment Voucher for each Credit Note

129 The System generated Bills must have Columnar billing summary for non — taxable items, GST
applicable items

130 The System Generated Bills must display GST number and PAN number

131 The System should have facility to show Consumable items — Non discountable items and
outsourced investigation separately in the Final and detailed bill.

132 The System should consider all patients as Day Care Patients if the time frame for admissions
does not include a night stay

133 The system should have provision to incorporate Business Rules for defining Day care Patients
in System
IP Billing - Cash (IP)

134 The System should allow editing of Rates only by Power Users (Authorized users)

135 The System should have a Configurable Discharge template

136 For packages, the system should be able to display the list of items included in the package.

137 Packages should have predefined List of Allowed Consumables and Procedures. Anything else
should be chargeable

138 The System should give a warning If the charge slip amount is more than the advance/authorized
amount/sum of advance & authorized amount when both are provided

139 The System should have capability to generate different series Bills based on Bill Type
(IP/OP/Cash/Credit)

140 The System should provide provision for accommodating Multiple Payers in a Bill

141 The System should allow to print Advance Details for the patient/stakeholders

142 The System should allow adjustment for advances against the Bill, give discounts and Create a
Consolidated Bill for multiple instances

143 The System should allow multiple mode of payments (Cash, Cheque, Credit cards, Debit Cards, E
Transfers, third party payment, Pre paid or post-paid cards)

144 The System should allow Discounts based on Authorizations with Remarks

145 The System should prepopulate Cash/Credit, Pharmacy Cash/Pharmacy Credit based on Bill Type.
But these can modify with proper authorizations

146 There should be provision in the system to allocate different bed category as billing category. This
facility will be used in case of non-availability for asked bed category by the patient party
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FR . . . . . _— Supported
Minimal Functional Requirements of Patient Billing PP
Code Yes/No

147 In the above case, at the time of bed transfer the user should be able to only change the room no.
and not the billing category. The billing category should get changed automatically depending on
the bed category selected

148 The System generated Bills must have Columnar billing summary for non — taxable items, GST
applicable items

149 The System Generated Bills must display GST number and PAN number

150 The system should have provision to give Custom discounts for Services or group of services
based on Management decisions

151 The System should have a Provision to change of OT grade / doctor’s name / Surgeon’s name /
waiver of doctor’s fees (when doctor himself ask for)

152 | The System should have facility to show Consumable items — Non discountable items and
outsourced investigation separately in the Final and detailed bill.

153 The system should show Admitted Time Stamp and Discharged/Expired Time Stamp (From
Doctor's Death Certificate Report)

154 | The System should not allow any refund against that patient until approved by authorized
personal, in case the Final Bill "Balance Due" value is 0

155 System should be able to calculate mark up on various services as per the room category selected

156 System should allow Only power users to downgrade the room after admission. In case of
downgrade the charges should be levied for the particular class from the day of downgrade.
However, in case of upgrade all charges must be billed on upgraded category since the day of
admission

157 System should show outstanding while for a patient and should provide a remark of the
Outstanding Amount in the current Bill

158 System should provide facility to change applicable rates for all transactions for a patient, in case
of any change in Patient Credit Category

159 The system should be able to generate the break-up of packages that are pre-defined in the
system.

160 The system should be able to display non-admissible items for corporate as per pre-defined
master in OT/Cath lab clearance.

161 Every highly Priced Medical Consumable should have a set List of supportive consumables that
should not be charged

162 Every high-cost injection should have a set List of supportive consumables (E.g. Cotton, gauge,
normal consumables or disposables like swab, normal tablets, etc.) that should not be charged in
the same Req. No. However, the system should allow the user to override this list.

163 The System should allow Post Bill Discounts by means of Credit Notes with reference to Final Bill

164 The System should have provision to generate a Payment Voucher for each Credit Note

165 The System should provide facility for doctor joint admission

166 The system should not allow final Bill generation before review of the Bill. The reviewer Details
(employee user ID, name, audit date and time) for every Bill should be captured.

167 System should give a notification in case of any Cheque Bounce/Returns to the Billing Desk

168 The system should be to able print advance and credit note along with ledger as and when
demanded by patient
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FR . . . . . - Supported
Minimal Functional Requirements of Patient Billin
Code q g Yes/No

IP Billing - Credit (IPC)

169 The System should allow editing of Rates only by Power Users (Authorized users)

170 The System should allow to print Advance Details for the patient/stakeholders

171 The System should allow adjustment for advances against the Bill, give discounts and Create a
Consolidated Bill for multiple instances

172 The System should allow Discounts based on Authorizations with Remarks

173 The system should have provision to collect advance amount and adjust against credit parties.

174 The system should have provision to enter co — payment break up between multiple payers of the
bill and displayed on the BILL

175 The system should provide facility to capture authorization details from credit payers, scan and
store multiple copies

176 The System should consider multiple authorizations from Credit Parties for a patient as multiple
entries

177 The system should show Admitted Time Stamp and Discharged/Expired Time Stamp (From
Doctor's Death Certificate Report)

178 | system should show outstanding while for a patient and should provide a remark of the
Outstanding Amount in the current Bill

179 System should have a workflow to capture the Credit Claim (Insurance/Corporate) status - Payer
workflow

180 All Reports for credit patient should be available to the Billing team. The Billing team should be
able to select the documents that can be printed/email to corporate/insurer. This process should
be integrated with the Payer workflow System

181 The system should have a discount type master with the assigned discount rates. The user at the
time of billing will select the discount type and the rate would get automatically populated

182 The System should give a warning If the charge slip amount is more than the advance/authorized
amount/sum of advance & authorized amount when both are provided

183 The System should allow multiple mode of payments (Cash, Cheque, Credit cards, Debit Cards, E
Transfers)

184 The System should prepopulate Cash/Credit, Pharmacy Cash/Pharmacy Credit based on Bill Type.
But these can modify with proper authorizations

185 The system should have provision to capture TDS (if any)

186 The System should have facility for disallowance from credit payers; the user shall be able to
choose if the disallowed amount has to be written off or made outstanding on the patient. The
Write off should be allowed per service and should be treated as a discount — and should have
provision to be incorporated in the doctor’s account as well.

187 The System should have capability to generate different series Bills based on Bill Type
(IP/OP/Cash/Credit)

188 The System should be able to print pre — configured cover note for credit payers. The cover note
template may vary from one payer to the other

189 The System should have provision to generate a Payment Voucher for each Credit Note
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FR . . . . . _— Supported
Minimal Functional Requirements of Patient Billing PP
Code Yes/No

190 The System generated Bills must have Columnar billing summary for non — taxable items, vat
applicable items and service tax applicable items

191 | The System Generated Bills must display Service Tax number and PAN number

192 | The System should have facility to show Consumable items — Non discountable items and
outsourced investigation separately in the Final and detailed bill.

193 The System should have provision to maintain TPA wise Service wise allocated amount list while
handling TPA patient. This type of list should be maintained automatically - For IPD as well as
Pharmacy

194 The System should have provision to send an alert to the patient about the received approval
amount from TPA/corporate.

195 For TPA/corporate patients, when the bill is sent to the TPA/corporate the system should display
it as "outstanding" in the account.

196 When the cheque is received from TPA/corporate, the outstanding bill will be closed in the
system.

197 System should be able to calculate mark up on various services as per the room category selected

198 System should allow Only power users to downgrade the room after admission. In case of
downgrade the charges should be levied for the particular class till the day of downgrade.
However, in case of upgrade all charges must be billed on upgraded category since the day of
admission

199 System should automatically convert the Corporate Patients from Individuals to Corporate
Account

200 The System should have provision to send an alert to TPA, nurse & billing department for Patient
Admission, Transfer & Discharges

201 The System should allow Post Bill Discounts by means of Credit Notes with reference to Final Bill
Additional Requirements (AR)

202 | Ability to refund (full/partial) advance payment if patient is not admitted, after deducting
cancellation charges.

203 Ability to track payments and mode of payments (cash/cheque/TPA/corporate) made by
customers retrospectively

204 System should have provision to make retrospective change on Billing category for a patient post
admission and same should reflect in Billing (E.g. A CGHS patient admitted as General patient and
later when he shows required credentials, there must be provision to change the Billing
Category). Further, there should be provision to revert back to Cash in case Management decides
not to provide CGHS rates.

205 There should be provision in the system to allocate different bed category as billing category. This
facility will be used in case of non-availability for desired bed category by the patient party .
However, at the time of bed transfer (from upgraded bed to desired bed), the user should only
change the room no. and should not be able to modify the billing category from the wards.

206 System should be able to auto-generate the break-up of packages, which can be pre-defined in
the system.

207 System to have feature to edit admission details with respect to entering a) Policy Number b)
Name of insurance company c) ID card no
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Minimal Functional Requirements of Patient Billin
Code q g Yes/No

208 For closed packages, any increase of bill above the package price has to be discounted to bring it
down to the package price. The person reviewing and finalizing the bill should be required to
adjust this discount under appropriate heads.

209 System to track planned/tentative admission cashless authorisation status. Same needs to be
linked to IP no at the time of admission. There should be provision for revising estimates under
the same sequence.

210 Ability to generate Corporate/TPA short payment report

211 Ability to register new doctor at admission desk and corresponding notification should be sent to
Marketing

212 Ability to auto- transfer outstanding patient bills to Corporate/ TPA Account

213 Ability to debit TDS/processing fee, etc when payment is received from Corporate/TPA and credit
remaining amount to the hospital.

214 Details of Medicines/Consumables be auto-generated as soon as final detail bill printed.

215 The system should capture payments received from different Corporate in any given period.

216 Ability to maintain details in the system about bills despatched to different Corporate/TPA on a
daily basis.

217 At a given time every day (say 3 pm), list of all patients wherein the interim bill exceeds the
advance given and also all patients wherein interim bill exceeds 80% of the billing estimate given
to the patient should be generated.

218 Packages should have predefined List of Allowed Consumables and Procedures. Anything else
should be chargeable. For Corporate cases sometimes we have to give the list of items included in
package. System should be able to generate such reports.

219 System should automatically display the non-admissible items for each Corporate as per pre-
defined master in the OT/Cath lab clearance process.

220 The bill should include break-up of amount charged for the doctor/consultant under the head
'doctor's fee' and 'visiting charges'. The system should auto-calculate the break-up of doctor's fee
into fee for admitting doctor and fee for performing doctor and the referral fee for referring
doctor, but this break-up should not be printed in the bill.

IP/Day Care Package (PC)
1 Ability to create a package:
1. Category-wise (E.g. Radiology, Cardiology)
2. Sub-category-wise (E.g. CT scan)
3. Service-wise
2 Ability to define a package (Service items include: bed charges, investigation, pharmacy, doctor
visits etc.) loosely (Item-wise Total amount is mentioned only) or tightly (Number of specific test
procedures are also mentioned)
3 Ability to define the tariff of a package.
Flexibility to define no restriction (on Amount/ Number of services) package. (To accommodate
CGHS/WBHS guidelines)
Ability to capture package start and end date.
Ability to define package duration.
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FR Minimal Functional Requirements of Patient Billing Supported
Code Yes/No
7 Provision to have exclusion list (of investigations, medicines, consumables, disposables) in a
package.
Ability to schedule various services configured under a package.
For a package where only total amount is specified, ability to bill the patient additionally when
this limit is crossed.
10 Ability to bill the patient additionally when the limit on pharmacy is crossed.
11 For a package where number of specific procedures are specified, ability to bill the patient
additionally when this limit is crossed.
12 Ability to configure a follow-up for another consultation and notify the patient.
13 Integrate with billing module.
14 Ability to capture package creation and termination date time.
15 Ability to assign doctors for a package depending on the specialization for consultation service.
16 Ability to copy one package to create a new package.
17 Ability to notify the patient when the limit is crossed in both the cases.
18 A package, that is used, cannot be deleted, but it'll get obsolete after termination period.
19 System should have the provision to price a package on foreign currency and take payment
accordingly.
OPD Package (OPD)
1 Ability to accommodate different types of health check-ups like Master health check-up, Diabetic
health check-up, Cardiac health check-up etc. in Preventive health check-up master.
2 Ability to define and maintain the list of companies that have Corporate Tie-up with the Hospital.
3 Ability to define the Tariff for the Corporate, like the Eligible Services, Bed Types, Procedures etc.
4 Ability to create custom clinical templates to capture the various clinical details based on health
check-ups from the master template. It includes drug prescription, diet and activity advice, follow
up, referral consults, and all investigation results in an easy to read format.
5 Ability to see the various parameters in a package with the package cost without generating the
bill.
Ability to take print out of various package without generating a bill.
7 Ability to sign off electronically for each consultant entering clinical data.
General Requirements - Costing (GRC)
1 Ability to capture the following as core activities: (indicative list and not limited to)
e Patient registration
¢ Interview and physical examination
* Imaging study (e.g. USG)
e Laboratory study
e Diagnostic test
¢ Perform medical procedures
e Administration of vaccines
¢ Administrative activities (For patients)
2 Packages should support discount and surcharges
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Minimal Functional Requirements of Patient Billing PP
Code Yes/No
3 Functionality to define and capture packages.
4 Ability to assign authorized persons at decision points along the path of workflow or value stream
map to authorize the activities associated with a service.
5 Identify and capture all income-making departments.
Ability to capture the following as direct cost items: (indicative list and not limited to)
Drugs and medical materials
Chemical reagents and diagnostic materials
Medical equipment used once
Fuel, oil, gas for medical equipment
Stationery
Bed
Other materials
Consulting services
Other benefits
7 Functionality to group all the resources consumed by major cost category (labour, supplies,
materials, equipment and overhead) to capture all direct and indirect costs associated with
performing a service.
8 Provision to calculate EBITDA for individual departments and specialities (E.g. cardio).
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20.1.5.11 Laboratory Management

The Laboratory module is a crucial component of hospital management systems, as it automates the
entire process of investigation requests and result delivery to the respective departments or doctors.
Here are the key features and functionalities of the Laboratory module:

- Request Management

- Test Disciplines: The Laboratory module supports a wide range of tests.
- Test Grouping and Sample Type

- Sample Number Generation

- Result Entry

- Hold and Recall of Lab test report

- Result Approval

- Result Delivery

By utilizing these features, the Laboratory module streamlines the entire testing
process, from request management to result delivery. It ensures efficient handling
of investigation requests, accurate recording of test results, and timely delivery of
results to facilitate prompt medical decision-making and patient care.

Indicative Process Map

Doctor advises
investigation

Requistion for
Investigation send
from OPD

Doctor advises
investigation on
patient file

Doctor in the ward
transcribe the order in
the system

Patient comes to
collection area with
requisite appointment

Barcode is generated,
stuck on empty vials
and handed over to

patients

Sample collected and
barcode is generated

Patient sent to
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sample collection
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Sample collected
Sample receiving Results are

records are Sample processing | ———>» signed/verified by Rn?:::::a?:::':j‘:;e
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Functional Requirements
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Following are the Functional Requirements (FR) envisaged for the lab module
including but not limited to:

SINo Functional Requirements of Laboratory Management Supported
Yes/No

01 The system shall have the capability to support Patient Registration
functionality, i.e., Quick Registration Details & Detailed Registration Details

02 The system shall have the capability to support uploading the scan copy of TRFs (if
any), Lab Form, Prescription of the patient available, corresponding to the Specimen
No/ Lab No, for viewing at various stages.

03 The system shall have the capability to support addition, modification & deletion
of Test/ Profile/ Panel for Patients.

04 The system should have the functionality for recollection of samples for which
samples are rejected

05 There shall be provision of queue management/Slot assignment in Lab services,
Token system to be introduced.

06 The system shall have the capability to support Patient & Request merge
functionality, when patient or requests have been incorrectly entered into the
system.

07 The system shall support Request tracking functionality using Patient ID/ Sample ID
etc., allowing the addition or viewing of details of a patient's request record, such as
Panels/ Profile/ Test ordered/deleted/modified, results changed and so on.

08 The system shall have the functionality to record/view/edit internal comments
corresponding to a Patient in its lifecycle of the sample

09 The system shall have the functionality to inform the date and time of report
availability to the patients depending on the services availed by SMS/email.

10 The system shall have the functionality to configure the number of bar codes to be
printed per sample, as per sample collection policy

11 The system shall have the capability to accept order transactions from another
information system through HL7 interface

12 The system shall have functionality to retrieve patient records by partial name (first
middle/last name), mobile number, Patient ID, location wise, Aadhaar, etc.

13 The system shall have the capability of Barcode printing while sample
collection/ Specimen Label Printing as required

14 The system shall have the capability to support Barcode- pre- printed and printed
post registration (both) to complete the sample processing workflow.

15 The system also shall provide the functionality to allow repeat printing of barcode on
requirement (if the earlier one is damaged/ lost/ to be added in a new tube)
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SINo Functional Requirements of Laboratory Management Supported
Yes/No

16 The system shall have the functionality to create a batch and print a bar code for that
batch of samples, being sent to the Receiving Point/ Location.

17 The system shall have the functionality to select option for sending report to patient
via e-Mail during Registration.

18 The system shall have the capability to add-on a test to the same sample, with or
without billing based on various scenarios

19 The system shall have capability of generating bills of Lab from source hospital
irrespective of final test or diagnostic center.

20 System should provide information of location of room or laboratory where the test is
going to be conducted.

Sample Collection and Distribution

21 The system shall have the capability to support the Specimen Receipt functionality,
allowing receiving single specimens, either by scanning a barcode or by entering a
specimen number.

22 The system shall have the capability support re-routing Specimen Dispatch / Receipt
functionality enabling Panels/specimens rerouting to an alternate lab for testing in
the case where the usual performing lab is unable to complete the testing.

22 The system shall support Turn Around Time (TAT) functionality for tracking and
monitoring of sample receipt and distribution

23 The system shall have the capability to support Specimen/sample, receipt
dispatch/status tracking functionality displaying all the tracking information on an
individual specimen/sample with the date, time and responsible user for each action.

24 The system shall support Outstanding Lists & labels functionality displaying the
Collection Lists/ Labels for outstanding batches/ samples and enables receipt of these
batches/ samples with/ without collection date and time update.

25 The system shall support Barcode scanning functionality enabling scanning of bar code
to reflect receipt

26 The system shall provide the ability to update sample acknowledgement status for the
requisitions displayed

27 The system shall have the ability to track the status of the sample in its complete
lifecycle based on the Bill No / Barcode id/ Patient Id or single bar code generated
during Patient Registration.

28 The system shall have the functionality to handle remotely registered samples, not to
appear in the worklist till it arrives in the sample receipt area of the Lab

29 The system has shall have functionality to record and view/ add internal comments
from Registration / Sample Receipt / Sample Acknowledgement stage
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SI No Functional Requirements of Laboratory Management Supported
Yes/No

30 The system shall have the functionality to provide a prompt to show the sample
quantity, type of container, special handling remarks to be populated/ collected as part
of sample collection.

31 The system shall have the functionality for generating pending list which need to be
highlighted based on various criteria as required.

32 The system shall have the capability to support rejection of batch/ individual sample
through bar code scanning or entering bar code number

33 The system shall have the capability to display samples-in-transit/ Pending receipt, at
any point of time based on various criteria like location/ lab name.

34 The system shall have the capability to support rejection of sample, providing reason
in the comments throughout the sample lifecycle and rejection comment need to be
popped up as alerts in the system

35 The system shall have the capability to support creation of an appropriate
workflow, in case of rejected/ repeat collection of samples

36 The system shall have the capability to display samples-in-transit/ Pending receipt, at
any point of time based on various criteria like location/ lab name/ collection center
Referral Hospital name etc.

37 The system shall have the functionality to display the type of tube and the number of
tubes required for collection of the sample, depending on the tests to be conducted

Testing

38 The system shall identify those tests which are ordered from emergency
department and shall be catered in the priority. (Minimum turnaround Time)

39 The system shall have capability of reagent management.

40 The system shall have the capability to take results directly based on defined criteria
from the Instrument application which are capable to communicating with the
system bi-directionally

41 The system shall have the capability to provide an option to enter result manually, for|
tests performed in Instruments which are able to communicate bi-directionally

42 The system shall have the capability to import/ export graphs/diagrams
demographic details of patients from other sources/ applications.

43 The system shall not accept any abnormal value recorded in result entry like “0” in
any field and provide pop up alert flagging the abnormal value.

44 The system shall have the capability be enabled to interface unidirectional
directionally with Lab equipment’s/instruments listed. Apart from the integration
with the equipment’s, it enables Accepting/Transmitting results, sending results for]
Validation, results changing, holding, deleting, repeating, rerunning etc.

45 The system shall provide an option to the User if he/she wants to record repeat test
values in the result entry screen.
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SI No Functional Requirements of Laboratory Management Supported
Yes/No

46 The system shall provide the option to record manual result entry for tests,
performed in the instruments, in a single screen.

47 The system shall have the capability to support sample storage & archival process in
terms of automating the location details and other associated details for traceability

48 The system shall have the capability to provide option to record results for multiple
tests for a single person in one department in one instance.

49 The system shall provide the option to enter the Test results in a batch, with respect
to the tests performed in that batch. This functionality can be customized as per|
department needs.

50 The system shall provide the option to track samples which need to be
processed again due to any reasons.

51 The system shall provide the functionality to trace the original result, if the result
is changed subsequently

52 The system shall have the functionality to store images that are grabbed from
microscope and option to put that as part of report

53 The system shall facilitate Histopathology workflow result entries along with
generating worksheets with slide no

54 The system shall provide the functionality for automatic calculations of test results
derived from other field results.

55 The system shall have the capability to support Query to view the Panel/profile details
using Lab no, patient id, Bar Code number etc.

56 The system shall have the capability to provide Work-List functionality allowing listing
of test requests waiting to be performed. It shall also support viewing outstanding
tasks based on selective parameters like labs, users, departments etc.

57 The system shall have the Turn Around Time (TAT) functionality allowing for tracking
& monitoring of samples in various stages of sample lifecycle including testing.

58 The system shall have the capability to provide Request Entry functionality enabling
result entry - panel (entry and Change), display result entry (general entry), work-list
result entry etc.

59 The system shall provide vertical Result Entry functionality enabling to enter details of
test results for an entire panel/profile, using a vertically formatted scrolling result
entry form.

60 The system shall provide horizontal Result Entry functionality enables to enter details
of test results for an entire panel/profile (to a maximum of 12 items), using a
horizontal formatted result entry form.

61 The system shall have the functionality to view/ enter/ authenticate results by
Patient/ Test/ Group/ Panel/ Category/ Department depending on the type of
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SINo Functional Requirements of Laboratory Management Supported
Yes/No

workflow followed in the laboratory

62 The system shall have the functionality to generate critical value alarm based on
result entry

63 The system shall have the capability to support inter department and intra
department sample sharing work flow for performing testing of samples

64 If there are multiple tests to be performed on a single sample and partial testing has
been completed, rejection/ acknowledgement can be supported by the system, for
rest of the tests if the sample is not sufficient to test/ repeat testing has been ordered

65 The system shall have the functionality to print aliquot labels when more than one
test is drawn in the same collection tube.

66 The system shall have the capability to support Split Sample & taking the samples
for testing as per the process flow of the Lab after splitting.

67 The system shall provide the flexibility to perform tests based on Primary Bar Code (If
necessary, based on Secondary Bar code, if any)

68 The system shall have the capability to support Serology, Cytology,
Cytogenetics workflow to complete end to end testing of the samples

Validation

69 The system shall have the capability to provide Panel details in terms of elaboration
in the validation screen if other tests are ordered by the same patient, details of the
patient demographics etc. In cases where the sample involves tests in other
departments as well, in the validation screen of the system can have the other
department result also, for view to the person who is validating the result, to|
correlate the result.

70 The system shall have the provision of configuration of reference range mapping
is specific to the machine used for testing.

71 The system shall have the capability to show the sample receipt time & date in the
result validation screen

72 The system shall feature a simple Validation screen that allows validation of each
specimen after searching based on specimen number, i.e., single panel validation."

73 The system shall have the capability to display Test Results in Graphical format and
option to display graph for co-relation of 2/3 tests results need to be in place.

74 The system shall have shown in the validation screen, the number of records left for
validation.

75 The system shall ensure through access control that Result entry and changing result
entry can be strictly available to the department people only. No other department

Page 195 0f 293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

SINo Functional Requirements of Laboratory Management Supported
Yes/No
people have the capability to record results/ change results for other departments,
For changing validated results, the right can be restricted only to the HODs
Supervisors.

76 The system shall have the capability to maintain the audit trail of all changes
performed in the results post those are recorded.

77 The system shall have provision of auto-certification for all those standard reports
that fall into normal range.

78 The system shall provide the option that while validating the record, the screen can
mention somewhere in the screen from which location/lab and which user has
recorded the result. If there have been any changes in the result value, the screen
shall also show the list of people who has edited the record.

79 The system shall provide an option that while validation of a result record, the
validation executive shall have the option to view Patient demographic details, contact
number of the person, his/ her physician’s contact number, on pressing some key,
rather than going to different windows completely

80 The system shall provide the functionality that reports of a department is appearing
in the validation list of the department only. Moreover, the reports once validated in
a level will not appear in that level again.

81 The system shall have the functionality to place the records in FIFO (without priority
of department) for validation queue, irrespective of departments

82 The system shall provide the functionality of displaying full details of results for
individual panels by request number.

83 The system shall provide Validation functionality enabling reviewing and releasing of
results. There shall be two types of validation possible in the application, i.e. single
request validation & general validation.

84 The system shall have the capability to generate Worklist based on different
parameters like tests, patient demographics etc. are generated for the user to track
details.

85 The system shall have the capability to provide Result Acceptance/ Rejection
functionality of the application allows accepting / rejecting result entry in the
validation screen.

86 The system shall allow results validation involving different interfaces for
validation - single panel, multiple etc.

87 The system shall have the capability to support auto-validation protocol based on CLS
guidelines

88 The system shall allow modification post approval as per rights based

89 The system shall have the functionality that report shall be available to single user|
while time of verification or approval
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SINo Functional Requirements of Laboratory Management Supported
Yes/No

20 The system shall have the functionality that the results falling under predefined
criteria’s, general validation shall be performed (batch validation)

91 The system shall support reject or recollect feature on verification and approval screen

92 The system shall have provision of identifying outliers (Abnormal Values) of results
and shall notify the laboratory in charge.

Reporting

93 The system shall provide an option to generate Report in various formats like html,
pdf, word, tiff, .gif etc., non-editable formats.

94 The system shall provide option to integrate results involving multiple tests in
multiple locations/ labs/ departments to provide one view to the customer on
results obtained.

95 The system shall provide the option to search the patient lab data using the search
criteria and option to reprint the lab report shall be there based on role-based access.

96 The system shall provide flexible reporting involving reports creation &
customization

97 The system shall have provision to store lab reports with the patient record for future
reference by the Patient

928 The system shall support customized reporting needs as per Government
regulations during epidemic like during Swine Flu, Dengue etc.

929 The system shall have the functionality to print the bar codes on the reports of the
Patient as well while reporting.

100 The system shall have the facility to print report with images attached for that test

101 The system shall have the capability to place digital signature for all people who are
validating a panel containing multiple tests (more than one doctor validating the
report) in the reports

102 The system shall provide the functionality to upload the Reports over the
Internet & e-mail reports.

103 The system shall provide functionality to handle rules-based report routing.

104 The system shall have the capability to print multiple department reports in one page, if
required

105 The system shall have provided functionality to enable result entry for
qualitative result entry through work-list result entry

106 The system shall have the capability to support Result Reporting functionality to
report the results after validation is complete, based on various grades defined for
the respective tests.

Page 197 o

293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

SINo Functional Requirements of Laboratory Management Supported
Yes/No

107 The system shall have the capability to provide Report templates for
descriptive reports

108 The system shall have the capability to support web reports & reports over mobile
app for the performed tests after results are published

109 The system shall provide the option to add Antibiotics to the master list for the culture
antibiotic sensitivity etc. by the authorized lab user.

110 The system shall have the capability to perform configuration of a test in the
application enabling User to create a new test, recording details for the test and
mapping them to Parameters.

111 The system shall provide the functionality to configure Reference Ranges with respect
to Patient's age/gender and equipment and associated interpretation.

112 The system shall have the functionality to enable the users to create the list of units,
And subsequently, the Units need to be mapped to samples and parameters through
the application.

113 The system shall have the capability to capture the list the organism names which are
used for Microbiology Culture reports. The application shall also provide the
functionality to capture the source for mapping of Organism Antibiotics and capturing
list of Antibiotics. The system shall be able to map the organism to source &
Antibiotics.

114 The system shall have the easy to set-up functionalities and use flexible rules like if
any test result reaches a specific value, additional panel/ test is added to panel based
on rule.

115 The system shall provide the functionality enabling recording of the Reference and
Delta Ranges.

116 The system shall provide the ability for result parameter creation involving creation of
parameters for results reporting. Result name, result type and units etc.

117 The system shall allow Units Creation involving capturing the conversion factor while
creating unit - conventional unit name & S.I. unit name

118 The system shall allow creating Package/ Profile definition to define Packages/Profiles
(Packages/Profiles are group of tests) and mapping of the same to tests

119 The system shall have the capability for Security management/ role-based access
management for the users

120 The system shall have the capability to maintain table of lab-defined panic, delta and
reference result ranges based on age and sex.

121 The system shall have the capability to support Regulatory compliance for current
regulatory requirements
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SINo Functional Requirements of Laboratory Management Supported
Yes/No

122 The system shall provide the functionality to define master hierarchy involving
Package>Profile->Test->Parameters

123 The system shall have the functionality to define the Schedule Master in detail

124 The system shall have the capability to support Lab wise configuration test master’s
to run the business.

125 The system shall have incorporated all the standard reporting formats of
Integrated Health information portal (IHIP — L Format).
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20.1.5.12 Radiology Management and PACS

The Radiology Management module is a critical component of hospital management systems
that specifically caters to radiology services such as X-ray, scanning, ultrasound, CT scans, MRI,
and more. Here are the key features and functionalities of the Radiology Management and
PACS module:

- Service Management

- Resource Scheduling

- Test Order and Tracking

- Result Management

- Report Generation

- Integration with Patient Records
- Billing and Documentation

By incorporating these features, the Radiology Management module enhances the
efficiency and effectiveness of radiology services within the hospital. It facilitates
resource scheduling, test order management, result tracking and reporting, and
seamless integration with patient records, ultimately contributing to better patient
care and diagnosis.

Indicative Process Map
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Radiology Information System (RIS)

Functional Requirements of RIS

Following are the Functional Requirements (FR) envisaged for the radiology
module including but not limited to:

SINo Minimal Functional Requirements of RIS Supported
Yes/No
01 The module shall be HL7 complaint and provision of maintaining a service master
with records of all the tests conducted and functionality of generating different MIS
reports
02 The module shall provide investigation ordering process. Any suggestions and

recommendations of Radiology investigations by the doctor shall be reflected in the
Radiology management system

03 The module shall provide radiology test appointment /scheduler for scheduling
radiology test for patients

04 The system shall be capable of interfacing with the PACS and incorporating Radiology
management facilities.

05 The system shall have provision to allow tests to be performed only after the billing
is done.

08 Scheduling of patient appointments is required

09 User shall be able to create multiple study orders and schedule the orders for

different modalities

10 User shall be able to mark patients under various categories like MLC, HIV etc and
generate a report of such patients

11 User shall be able to ad Contrast information for any study

12 User shall be able to add charges for any study and generate invoice &
collection reports

13 User shall be able to generate statistical reports

14 Shall be able to print/scan patient consent forms for various studies
15 User shall be able to scan & attach prior reports as DICOM file

16 Worklist shall display status of the study in real-time

17 Automated Critical Results Alert system is required

18 PACS shall include histopathology images and OT pictures also.
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Picture Archiving and Communication Systems (PACS)
Functional Requirements of PACS

Following are the Functional Requirements (FR) envisaged for the radiology
module including but not limited to:

SINo

Minimal Functional Requirements of PACS

Supported
Yes/No

PACS/GR

General Requirements

1

Support system-wide authentication of users through the use of a unique user-ID and password
for each user.

Integration with EMR.

Support for the DICOM 3 standard for communication within the PACS (archive, modalities, and
workstations) and between PACS and image processing subsystems.

Ability to support 4 basic functionalities: Imaging modalities, a secured network for transferring
patient information, workstations/tablet/mobile devices for interpreting and reviewing images
and finally archiving the information in storage and retrieval of images and reports.

Provision to have support for non-DICOM equipment’s also.

The PACS system should be compatible with the current imaging systems used in the hospital.

Capture DICOM measurements from modalities and incorporate into a structured report
format for future data mining.

Workflows and interfaces are implemented according to FDA, HIPAA, IHE criteria RIS-PACS
bidirectional, HL7, VNA and DICOM based.

Ability to capture images from various medical imaging instruments, including ultrasound (US),
magnetic resonance (MR), positron emission tomography (PET), computed tomography (CT),
endoscopy (ES), mammograms (MG), Digital radiography (DR), computed radiography (CR)
ophthalmology, cath lab, Nuclear medicine etc.

10

Ability to calculate TAT (Min, Max, Avg etc.) for different types of radiology areas.

11

Ability to cater to areas beyond radiology; cardiology, oncology, gastroenterology, and even
the laboratory are creating medical images that can be incorporated into PACS.

12

Ability to keep the records live for a specified time.

13

Database capacity is scalable to store 7 years of exam information based on the annual
procedure volume.

14

Database is backed up and verified by a procedure that does not take the database out of
service or significantly impact the database.

15

Provide sufficient storage capacity to provide access to production image and store it for an
appropriate retention period accessible without going to archive.

16

Will not store any image in the storage system with non-reversible compression before the
diagnosis of the exam (including the image) is complete.

17

Provide a means for notifying the system administrator in the event of a failure in the storage
and archive system.

18

Provide a means for notifying the physician in the event of PACS reporting is verified by the
clinician.

19

Provide complete redundancy including mirroring and hot swappable technology for fail-safe
operation without interruption.
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SINo Minimal Functional Requirements of PACS Supported
Yes/No

20 Standardized user GUI, regardless of type of workstation.

21 Provide facility to prepare reports.

22 Support all types of templates.

23 Support user configurable Intelligent Display Layout (hanging protocols). Note configuration
requirements, options and accuracy tracking.

24 Enable users with the proper privileges to print or burn CD’s for exams on any printer or CD
burner connected to the network.

25 Supports image import from CDs from other systems.

26 System needs to have image retrieval (search criteria) optimization.

27 Support 3D applications.

28 The billing system should automatically queue the patient for all modalities. Patient radiology is
done as per this scheduling.

29 Ability to facilitate image editing.

30 Provide an audit trail of user updates to exam tracking data.

31 Feature to integrate Patient Clinical information, Clinical history with the PACS Text Area. Text
Area must be customizable according to user requirement.

32 Provision to have embedded window within the PACS to access HIS and other clinical
information portals.

33 Enterprise Web distribution of Images and Reports must be Browser and Platform independent

34 PACS and RIS Client applications must be validated for Latest release of Client Operating
Systems and Internet Browsers.

35 Embedded reporting Window/Editor within the PACS to avoid multiple windows and Pop-ups
opened while reporting studies.

36 Speech Recognition for Reporting.

37 PACS clients (Diagnostic Workstation) should have access to a uniform and complete patient
list with all study information, independent of the current storage location.

38 PACS application should use a lossless data compression for archiving the original data

39 PACS application should provide statistics about the total numbers of patients, examinations,
series and images

40 PACS application should provide a daily log files with a list of archived images per modality and
patient

41 Should support Remote System administration

42 PACS application should store and distribute overlays, annotations etc. found and captured
during the study review. Are all changes to the original data (annotations, key objects,
presentation states) automatically synchronized/transmitted to the enterprise distribution
based image distribution.

43 Should provide users with the facility to query the database by using different search criteria in
the work list like patient name, age, examination day, time, modality, etc.

44 The enterprise distribution server should support encrypted data transfers (SSL or VPN)

45 System should support unlimited DICOM modalities integration.

46 User access should be role based authorization and access should be provided based on user id
and password
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SINo Minimal Functional Requirements of PACS Supported
Yes/No
47 Remote support activities have to be logged.
48 Audit trail of user logins and inputs are captured.
49 Provice access to archive to users depending on their rights
50 Should be integrated with a directory service (LDAP, ADS, NDS) and reuse the existent user
profiles
51 PACS application should provide facility to review the usage of the PACS workstations (DWS
and CWS) with export to excel feature
52 Support for multiple operating systems (Windows, Linux, MAC etc.).
53 Provision for cloud storage.
54 Support video-conferencing for live and archived information.
55 Ability to send images as an attachment in an email.
56 The system administrator should be able to monitor remote support activities including all data
transfers.
PACS/IHE | Support to below Integrating the Health Enterprise (IHE) workflows
1 Scheduled Workflow (SWF)
2 Patient Information Reconciliation (PIR)
3 Consistent Presentation of Images (CPI)
4 Presentation of Grouped Procedures (PGP)
5 Access to Radiology Information (ARI)
6 Key Image Note (KIN)
7 Post-Processing Workflow (PWF)
8 Reporting Workflow (RWF)
9 Evidence Document (ED)
10 Portable Data for Imaging (PDI)
11 Basic Security (SEC)
12 Consistent Time Client (CT)
13 Cardiac Catheterization Workflow (CATH)
14 Simple Image & Numeric Report (SINR)
15 Radiation Exposure Monitoring (REM)
16 Support PACS RIS integration workflow and PACS EHR integration
17 The PACS database should be held fully synchronized with the RIS database (patient/study
updates or merges, etc.)
18 Diagnostic reports are automatically transferred to the PACS and available to all enterprise
users.
19 Single images can be transferred into the report and EHR
20 Need to ensure integration of DICOM Modality Work list between the acquisition modalities
and the EHR or RIS
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20.1.5.13 Blood Bank Management

The Blood Bank Management module is a critical component of hospital management
systems, specifically designed to handle various functionalities related to blood bank
operations. Here are the key features and functionalities of the Blood Bank Management
module:

- Blood Requisition Management

- Blood Collection and Donation Management
- Blood Transfusion Process

- Donor and Recipient Management

- Blood Inventory Management

- Quality Control and Safety Measures

- Reporting and Analytics

- Integration with Hospital Systems

By incorporating these features, the Blood Bank Management module streamlines
and optimizes blood bank operations. It ensures efficient management of blood
requisitions, donation processes, blood transfusions, and inventory control,
ultimately contributing to patient safety and effective healthcare delivery.
Indicative Process Map
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Functional Requirements for Blood Bank

Following are the Functional Requirements (FR) envisaged for the blood bank
module including but not limited to:

SI No Minimal Functional Requirements of Blood Bank Supported
Yes/No

The system shall provide a facility to configure blood groups and various blood

01 components

02 The system shall include a facility to capture physical and disease-related details of a
donorin advance, as well as to capture the post-donation condition of the donor.

03 The system shall include a facility to capture details about various components that
each blood unit is broken into

04 The system shall provide a facility to display waiting patients/attendants outside

the blood bank for queue management.
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SI No Minimal Functional Requirements of Blood Bank Supported
Yes/No

05 The system shall include provision for professional donor identification through
biometric.

06 The system shall provide a facility to capture test results information for blood
group tests and Serology tests.

07 The system shall manage quarantine and stock, marking Expiry Dates for both whole
blood and blood components.

08 The system shall include a facility for raising requests for blood or blood
components by doctors.

09 The system shall capture data for cross matching and de-crossing blood
samples for efficient inventory management.

10 The system shall include a facility to capture data for issuing and returning blood
components, including returned bag information.

11 The system shall provide a facility for capturing and issuing blood in mass,
particularly useful during camps and special program events.

12 The system shall generate reports providing details such as blood issued,
discarded, returned bags, and donation details.

13 The system shall have provision of automation through barcode for preventing the
incorrect blood transfusion

14 There shall be provision for dashboard to monitor that inventory status of blood bank
of other hospitals to expedite patient treatment.

16 There shall be a provision of updating plasma stock in HIS when it is sold.

17 The system shall provide a facility to issue blood from the Blood Bank to the Blood
Storage Centre and receive back unused units.

18 The system shall incorporate RFID tags and Bar Codes at the time of
generating blood bags during blood collection.

19 There shall be provision of generating the certificates to the donors and
acknowledgement messages.

20 The system shall integrate with E-Rakhtkosh.

21 The system shall have capacity to generate MIS Reports as per need.
Blood Donation Camp

22 There shall be a provision of creating a request for organizing a blood donation camp

through citizen App to a particular hospital and to the nodal officer of Blood Bank

23 There shall be provision of calendar display for the organizers regarding the
availability of slots for blood donation camp. The organizers shall at least request 7
days prior to the camp.

24 There shall be provision of forwarding the request to the drug controller for
approval shall be sent online through the system with a prefixed checklist with the
details of Camp.

25 There shall be provision of forming the blood donation camp team by the nodal
officer and assign the duties to the staff.
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SI No Minimal Functional Requirements of Blood Bank Supported
Yes/No

26 There shall be provision of sending notification to the organizers regarding
scheduling of blood donation camps.

27 There shall be provision of raising request to the partners for organizing the blood
donation camp due to shortage of blood or any other requirements.

28 There shall be a provision of inbuild checklist for the staff for the logistics
required in the blood donation camp to avoid last minute logistics issue.

29 The system shall provide a self-registration link or barcode for queue
management at the blood donation camp.

30 The system shall digitize the medical screening checklist for the donor, issue the
blood bag, and provide the donor with the results of the medical screening.

31 The system shall provide donors with a recognition certificate digitally from the
department after donating blood.

32 The system shall send reminder messages to donors for their next donation date,
scheduled after 3 months.

33 The system shall have the capability to assign a vehicle for a blood donation camp,
with requests sent to the transport department.

34 The system shall send individual donor records to E-Rakhtkosh, with current
integration focusing on sending camp details and logistics information.
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20.1.5.14 Pharmacy Management

The Pharmacy Management module is a vital component of hospital management systems as
it oversees the comprehensive management of drugs and medical consumables essential for
patient treatment. Here are the key features and functionalities of the Pharmacy
Management module:

- Drug and Consumable Inventory

- Requisition Management

- Stock Management

- Supplier and Vendor Management

- Medication Dispensing

- Billing and Invoicing

- Drug Information and Drug-Drug Interactions
- Reporting and Analytics

By incorporating these features, the Pharmacy Management module streamlines
the processes related to drug and medical consumable management within the
hospital. It ensures the availability of necessary medications, facilitates accurate
dispensing, and contributes to effective inventory control and cost management.
Indicative Process Map
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Functional Requirements

Following are the Functional Requirements (FR) envisaged for the pharmacy
module including but not limited to:

SINo Functional Requirements of Pharmacy Management Module Supported
Yes/No

The system shall have capability to capture complete Item Details (like]

01 expiration date, available stock, batch no. etc) for Inpatient or Outpatient
Requests

02 The system shall have the provision of Issuing of drugs to inpatients and
outpatients.

03 The system shall have capability to capture expiration Date Tracking and
Highlighting for Drugs near to expiration date.

04 The system shall have capability to capture showing alternate Drug Details.

05 The system shall have capability to show Color-coded alerts for drugs
expiring within 3 months or 6 months.

06 The system shall have capability to generate indent based on Minimum Stock
Levels /Option of reorder level for the generation of Auto Indent.

07 There shall be provision of creating multiple pharmacies and link them to
specific wards or OPDs.

08 There shall be provision of recording the partial Drug Dispensing if any drug
is less or not in stock

09 Provision of automatic update of stock as soon as a drug is issued to a
patient.

10 The system shall have capability of adding and removing or modifying the
drug list.

1 There shall be provision of showing Drug Consumption Reporting for
inpatient and outpatient

12 There shall be provision of queue Management Display outside Pharmacy

13 There shall be provision of returning drugs to Drug Warehouses and to the
supplier.

14 There shall be provision of drug Transfer from one Drug Warehouse to
another Drug Warehouse.

15 There shall be provision of condemning drugs in the system.

16 There shall be provision of budget Allocation to hospitals, Drug warehouses,
and health facilities.

17 There shall be provision of having dynamic MIS Reporting facility

18 The system shall have the provision for integration with e-Aushadhi.

19 The system shall be preventing the entry of excessive dispensing quantity
while creating a pharmacy bill.

20 There shall be provision of defining the upper limit of medicine is defined
while dispensing of medicine.

21 The system shall have provision to record the consumption of contrast dye,
mapped to the patient with the quantity used.
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SINo Functional Requirements of Pharmacy Management Module Supported
Yes/No
22 The system shall have provision of tracking narcotic drugs from supply to the
end user.
23 All Pharmacies shall be mapped with all Govt schemes, Patient billing has to be|
done in their respective schemes.
24 Pharmacy invoices raised under any scheme shall be made available through
the system.
25 Dashboard to show the statistics related to invoices pertaining to the various
schemes
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20.1.5.15 Material Management

The Material Management Suite is a crucial component of hospital management systems that
focuses on efficient inventory storage, packaging, protection, and movement within the
warehouse. The suite consists of five modules, each serving specific functions to ensure
effective material management. Here are the descriptions of these modules:

- Store and Inventory Management
- Asset Management Module
- Procurement Management

By incorporating these modules into the Material Management Suite, hospitals can
streamline their inventory processes, optimize material storage and distribution,
enhance procurement efficiency, and effectively manage fixed assets. This results
in improved inventory control, reduced costs, enhanced resource utilization, and
ultimately, better overall hospital management. Materials & Management suite is
further organized into five modules:

Store and Inventory Management

A stock control system, also known as an inventory control system, is a set of
processes and tools used to manage and maintain inventory levels within a store
or business. Its main responsibilities include:

- Inventory Tracking

- Reorder Point Management
- Supply Chain Integration

- Demand

Forecasting Reporting and Analysis

While store management involves various aspects of running a store, including
employee management and customer service, a stock control system specifically
focuses on the management and maintenance of inventory levels. Both are
important for the smooth operation of a store and ensuring customer satisfaction.
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Indicative Process Map
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Functional Requirements

Following are the Functional Requirements (FR) envisaged for the inventory module
including but not limited to:

SINo Description Supported
Yes/No

01 System shall have provision to track auto indent and online request from various
departments and list of available pending intends

02 System shall be able to track all requests through a separate unique store ID.

03 Stores Setup:

(a) Item Master

(b) Generic Name Master
(c) Unit Master

(d) Item Type: Master
(e) Item Class Master

(f) Kit Master

04 The system shall provide the facility to raise indents for procurement for a duration
of 3 months, with automatic indent generation one month prior to meet the vendor's
turnaround time (TAT) of 28 days.

05 System shall provide facility of returning items to the store.
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SINo Description Supported
Yes/No

06 The system shall provide functionalities for managing goods arrival details,
generating goods receipts, managing batch numbers and expiry dates, and handling
the rejection of goods.

07 The system shall maintain a ledger that includes the opening balance, total receipts,
total issues, closing balance of items, and details of item condemnation and auction

08 The system shall facilitate inter-hospital item sharing on a need-based basis

09 The system shall provide integration with E-Aushadhi for management of
medicine stock

10 The system shall have provision of managing new hardware in and out of
inventory and also have the capability of return management.

11 The system shall provide integration with E-Upkaran for management of medical
assets.

12 The system shall have a defined list of items for the Essential Drug List (EDL) and Non-
Restricted Drugs (NRD). Any new drug additions should be managed through an online
mechanism.

13 The system shall generate dynamic Management Information System (MIS) reports

14 The system shall include a comprehensive tender management module as part of the
HIS portal, enabling users to create, manage, and track tenders efficiently.

15 System shall provide a grievance redressal mechanism for reporting any substandard
medicines or consumables.

16 The system shall have provision to define reorder levels for items at all stocking
locations

17 System shall track asset purchases and make their maintenance lifecycle available.

18 System shall track delays in item delivery and apply penalties to the supplier
accordingly.

19 System shall have a provision of dashboard features that displays non-moving stock,
near expiry stock, fast-moving stock, and other relevant inventory metrics

Page 214 0f 293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

20.1.5.16 Procurement Management

The Procurement Management Module is a vital component of the Integrated Hospital
Management System (HIS), designed to streamline and automate the procurement processes
within the hospital. This module ensures efficient, cost-effective, and transparent acquisition
of goods and services, thereby supporting the hospital’s operational and clinical needs. The
main functions and features of the Procurement Management Module include:

- Supplier Management

- Purchase Requisition and Approval

- Purchase Order Management

- Contract Management

- Procurement Analytics and Reporting
- Integration with Financial Systems

- Regulatory Compliance

By incorporating the Procurement Management Module into the Material
Management Suite, hospitals can achieve greater efficiency in their procurement
processes, reduce costs, ensure timely availability of necessary materials, and
enhance overall operational effectiveness. This module supports the hospital's goal
of providing high-quality patient care through efficient and effective material
management.

Indicative Process Flow

Need Identification Purchase Request Vendor Selection

Goods & Services Purchase order
Delivery Creation
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Functional Requirements

Following are the Functional Requirements (FR) envisaged for the inventory module
including but not limited to

SINo

Description

Supported
Yes/No

01

System Shall have capability of recognize different types of Purchase Orders (PO),
such as

» Regular Orders

* Local/Emergency Purchase

= Rate Contract orders (RC)

= Others, such as

» Single ltem- Single Delivery Date

* Single Iltem- Multiple Delivery Date

* Multiple Item- Single Delivery Date

» Multiple Item- Multiple Delivery Date

02

System Shall extract important details, such as

* PO/Invoice Details automatically from Vendors/Supplier
master item

* |tem Master

= Bid

03

System Shall have provision to show other important purchase related details, such
as.

= Unit Price

= Total Price

= GST Calculation

» Other Tax & Duties

= Discounts

* Delivery Time/Frequency

= Others

04

System shall have a provision for attaching specifications to the Purchase Order|
(PO)

05

System Shall be able to issue multiple orders against single item and single order|
against multiple items

06

System Shall have provision for creating PO in special cases without Pl and able to
rise multiple currency orders.

07

System Shall have provision for specifications such as;

= Delivery Location options

= List of inspections to be carried out
= Inspection Procedures

= Various Receipt Required

» GST Related information

Page 216 0f 293




RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

SINo

Description

Supported
Yes/No

* Check Measurement
= Others

08

System Shall have provision of linking cost center with the PO on whole or at PO ling
item

09

System Shall provide quick view of cost incurred in

* [tem wise purchase
» Department Wise purchase
Module Wise purchase

10

Facility to track the PO by-

* [tem Name

* Vendor/Supplier Name
= PO reference number

11

System Shall be able track Vendors/Suppliers order acceptance

12

System Shall be able to capture Holiday Schedule/Calendar

13

System Shall have proper delivery schedules. Such as
* Quality Based

* [tem Based

» Rate Based

* Quota Based

* Time Based

» Part Payment based

Other Combinations based

14

Procurement Management shall have at least the following functionalities:

= Purchase Request & Approvals

» Quotation Management & Approvals

* Purchase Order & Approvals

= Different types of Purchases (Rate Contract, Normal, Consignment etc.)
* Goods Receipt Notes (GRN)

* Invoices & 3-way Invoice checks prior to payment

15

System shall be capable of regularly updating various headers and sub-headers
with the latest prices.

16

System shall have the capability to track warranties, related claims, or|
liquidation damages, as well as monitor expenses against budget allocations.

17

System shall track performance guarantee, bid bond details and provide all necessary|
alerts, notification to all stakeholders involved in this process

18

System shall be able to generate letters to vendors/suppliers for|
accelerating/delaying the delivery

19

System shall include the capability to track and utilize custom duty exemption

certificates for each order during customs clearance and to monitor banned items.
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SINo

Description Supported
Yes/No

20

Shall have provision for matching the bills/invoice with PO & able to track
reference of bill entries and payment of custom duty

21

Shall be able to refund & Duty related refund claims

22

System have provision of Automatically generate stock statement of imported
material lying in store

23

System Shall have provision for approvals, such as

= Single Approval

* Multiple approvals

* Online approvals

* Needed manual approval only

= Supporting hierarchical approval up to pre-defined levels
= Other Approval

24

System shall have the provision to record the details of local purchase of items
/ goods / service.

20.1.5.17 Diet & Kitchen Management

The module designed for kitchen management serves a crucial role in providing meals to
inpatients based on the dietary instructions prescribed by the dietician. Here are the key
functionalities and benefits of such a module:

- Diet Prescription

- Meal Scheduling and Customization

- Recording of Meal Orders

- Alerts and Notifications

- Inventory and Consumable Management
- Efficiency and Accuracy

Overall, the kitchen management module optimizes the process of providing meals
to inpatients. It streamlines diet prescription, meal customization, inventory
management, and communication, leading to improved patient satisfaction and
efficient kitchen operations.

Indicative Process Map
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Functional Requirements
Following are the Functional Requirements (FR) envisaged for the Diet module
including but not limited to:

SI No Minimal Functional Requirements of Diet Module Supported
Yes/No

01 Nutritional Assessment of Patients facility

02 Facility to record details like type of diet and diet items taken, caretaker
details, time of administration

03 Shall maintain the dietary history of the admitted patient

04 System shall generate ward-wise diet sheets specifying the number and types of
diets required for each ward and Floor wise and also have provision of cancellation
of diet request

05 System shall include a provision to discard food items and capture the
relevant reason for their discard.

06 System shall provide a provision for nurses to raise diet requests for patients online
between 12 am and 6 am, specifying the number of patients on RT feed and
requesting Full/Soft diets as needed.

07 Provision to update Diet sheet of patient while on rounds using a mobile app or
tablet.

08 Provision to capture Food delivery details.

09 Track the time taken to serve the food at Inpatient floors

10 Provision to generate floor wise admission list & to intimate Floor Dietician about
new admission via SMS.

11 Provision to generate daily diet summary.

12 Provision to generate report of food wastage.

13 Provision to raise indent against discarded item.

14 System shall have provision of automatically count the no. of patient on
Confirmed Admission shall.

15 System shall be option for ordering diet for patient under supervision of]
medical student as part of his/her exam assessment.

16 System shall include a facility to display details of the current kitchen vendor

17 Provision of real-time patient transfer in the system causes diet to be
delivered to other patients rather than the intended patient.

18 Diet requests shall be recorded under the patient's name and made visible to the
dietician and the kitchen vendor responsible for preparing / distributing the diet.

19 Provision to define meal & diet specification groups.
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20.1.5.18 Linen & Laundry Management

The Linen & Laundry service in a hospital plays a critical role in ensuring an adequate supply of
clean and well-maintained linen for various users within the facility. The basic tasks include
sorting, washing, extracting, drying, ironing folding, mending and delivery. A reliable laundry
service is of utmost importance to the hospital. In today’s medical care facilities, patients
expect linen to be changed daily. An adequate supply of clean linen is sufficient for the comfort
and safety of the patient thus becomes essential. The term ‘hospital linen’ includes all textiles
used in the hospital including mattresses, pillow covers, blankets, bed sheets, towels, screens,
curtains, doctors’ coats, theatre cloth and tablecloths. Cotton is the most preferred and
frequently used material. The hospital receives all these materials from different areas like
Operation Theatres, wards, outpatient departments and office areas. The OT linen materials
need special care since it has to be washed & sterilized carefully. The system shall be able to
maintain a Linen data base.

Indicative Process Map
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Functional Requirements:

Following are the Functional Requirements (FR) envisaged for the Linen & Laundry
Management module including but not limited to:

SINo Minimal Functional Requirements of Linen and Laundry Supported
Yes/No

01 System shall provide functionality to capture data on new linen received from
tailors or vendors. It shall update inventory status separately of ward and hospital
levels. Additionally, the system shall support different classifications and
nomenclatures for various types of linen and laundry items.

02 System shall capture and maintain linen inventory data at the floor level

03 System shall have provisions to capture linen condemnation decisions made by the
condemnation committee. It shall also provide an option to initiate procurement of
new linen to replace condemned items

04 System shall provide a provision to capture daily stitching accounts, detailing the
materials issued to tailors, quantities used, and the progress of linen production

05 System shall enable laundry supervisors to issue materials to tailors for the
production of various types of linen

06 System shall have provisions to calculate and record daily and monthly
consumption of chemicals and consumables used in laundry operations.

07 System shall have an option to capture and manage special requests made by nurses
or departments, such as requests for extra-large size patient uniforms or
accommodations for a child admitted in a male ward.

08 System shall provide a provision to issue linen against loss. Linen issued against
loss shall be appropriately deducted from the laundry stock inventory

09 System shall include provisions to capture and record details of newly stitched linen
sent for internal washing, including date of sending, type of linen, quantity, and any
specific instructions or requirements.

10 System shall have provisions to capture and record details of each washing load,
including type of linen, quantity, washing parameters (such as temperature and
cycle), Chemical and any special instructions

11 System shall provide a provision for the laundry authority to enter details of new
linen received from vendors into the system to update the current stock inventory

12 System shall include provisions for users to lodge complaints about linen, detailing
issues such as quality, cleanliness, shortage of linen or any other related concerns.

14 System shall have provisions for receiving complaints about linen from
Customer Care, nurses, or directly from patients.
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SINo Minimal Functional Requirements of Linen and Laundry Supported
Yes/No

15 System shall have provisions to maintain detailed information about linen vendors,
including contact details, service agreements, delivery schedules, and quality
assurance metrics

16 System shall have the capability to track linen from its source (vendor or internal
production) through the laundry process, and to distribution back to the originating
source (ward or department)

17 System shall have provisions for RFID tracking of linen, enabling real-time
monitoring of linen location, usage history, and inventory levels throughout the
facility.

18 System shall Have provisions for integration with the Effluent Treatment Plant (ETP),
facilitating automatic data exchange

19 System shall have provisions to display the names of delivering and receiving
persons for tracking purposes, ensuring accountability and traceability of linen
movements

20 Own stock tracking functionality shall also be developed for linen.

21 System shall include rental functionality to manage the rental of linen items,
including tracking inventory, issuing rentals, recording returns

22 System shall have provisions to escalate complaints to higher levels of
authority if they are not resolved at the initial level within a specified timeframe
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20.1.5.19 Central Sterile Services Department (CSSD)

The Central Sterile Supplies Department manages information pertaining to of sets of sterile supplies to
any department in the hospital that requires sterile supplies. The CSSD Module provides facilities to
enter details of drums, packs and trolleys. Packs can be assembled or broken down into components as
required. The assembly operation will automatically decrease the stock of the components and increase
the stock of the pack. Similarly, dismantling the pack will do the reverse. The system will be linked to

the OT Scheduling system to enable required trays to be prepared and sent to the OTs based on the

schedule of surgeries. The system will be linked to the Patient Billing System to enable automatic charging

based on items used.
Indicative Process Map
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Functional Requirements:

Following are the Functional Requirements (FR) envisaged for the CSSD

management module including but not limited to:

SI No

Minimal Functional Requirements of CSSD

Supported
Yes/No

01

There shall be provision to record day-by-day autoclave process of drums and trays
to sterilization department, maintained by wards or other patient care / reporting
units, etc.

02

There shall be provision to record and track the items/ articles/ tools/ instruments
are used in OT, OPD, IPD and Emergency, as required. These items /articles/ tools
need to be sterilized after usage. shall

03

After usage for medical procedure, the items/ articles/ tools/ instruments are taken
to Auto Clave lab for sterilization. The details of these items/ articles/ tools/
instruments shall be entered in the system and status shall be updated

04

Auto clave machine operator after collecting items/ articles/ tools/ instruments puts
them into the machine for sterilization. Entry shall be made into system regarding
details of items/ articles/ tools/ instruments and the status shall be updated

05

After a scheduled time, the operator takes items/ articles/ tools/ instruments out of
Auto clave machine and update the status in the system. An alert shall be generated
for staff nurse to collect or receive items/ articles/ tools/ instruments, as applicable
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SINo Minimal Functional Requirements of CSSD Supported
Yes/No
06 There shall be provision to update the status data in the system by staff nurse
collects items/ articles/ tools/ instruments and arrange them for use in concerned
OT / Minor OT or other departments as applicable. shall
07 There shall be provision to raise a request for sterilized set by departments such as
oT, ICU
08 The system shall have provision tracking sterilization request received from various
departments
09 Once the number of non-sterilized equipment go below a set margin alert shall be
generated for Department Head
10 There shall be provision to display the current quantity available of material with user &
CSsSD
11 There shall be provision to print Expiry date stickers at the processing time based on
packing material.
12 There shall be provision to accept partial receiving within set.
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20.1.5.20 Incident & Risk Management

The Incident & Risk Management module in an Integrated Hospital Management System
focuses on identifying, tracking, managing, and mitigating various incidents and risks within
the hospital environment. It helps ensure the safety of patients, staff, and visitors while
minimizing potential risks and adverse events. Here are the key features and functionalities of
the Incident & Risk Management module:

- Incident Reporting

- Risk Assessment and Mitigation

- Investigation and Root Cause Analysis

- Corrective and Preventive Actions

- Documentation and Reporting

- Compliance and Regulatory Requirements

By Incident & Risk Management module, hospitals can proactively identify and
manage incidents and risks, ensuring a safe and secure environment for patients,
staff, and visitors. It enables effective incident reporting, investigation, risk
assessment, and implementation of corrective measures, ultimately enhancing
patient safety and improving overall healthcare quality.

Functional Requirements

Following are the Functional Requirements (FR) envisaged for the Incident & Risk
Management module including but not limited to:

SINo Functional Requirements of Incident and Risk Management Supported
Yes/No
01 System shall have provision for staff to report incidents
02 System shall capture details such as the nature of the incident, location, date and
time, individuals involved, and any relevant information required for investigation
and analysis.
03 There shall be provision of incident analysis to identify possible risks and mitigation

plans on a dashboard which categorizes types of incidents and risk for process
improvement in future,

04 Tracking the progress of action plans and ensuring their timely completion.

05 System shall provide a centralized repository for storing incident reports,
investigation findings, action plans, and related documentation.
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20.1.5.21 Medical Record Department

The Medical Records Department module in an Integrated Hospital Management System is
designed to manage and maintain patient medical records throughout the healthcare facility.
It focuses on ensuring the accuracy, availability, and confidentiality of patient health
information. Here are the key features and functionalities of the MRD module:

- Electronic Medical Records (EMR)
- Record Creation and Maintenance
- Document Imaging and Scanning
- Record Indexing and Retrieval

- Record Tracking and Movement

- Release of Information

- Data Security and Confidentiality

By MRD module in an HIS, hospitals can effectively manage patient medical
records, improve accessibility to patient information, and enhance the overall
efficiency and quality of healthcare services. The module promotes the transition
from paper-based records to electronic records, streamlining record management
processes, and facilitating better patient care coordination.

Indicative Process Map

Birth and Death

Age certification

]

Patient
Medical

Record Disability Certification

Certificate Generation - -
Sickness and Fitness

certificates

]

Record
aintainence

i

Extraction of EMR of
patients
Tracks records and
generate reports

Functional Requirements

Report given to End
patient

Following are the Functional Requirements (FR) envisaged for the MRD module
including but not limited to:
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SINo

Functional Requirements of Medical Records

Supported
Yes/No

01

System shall facilitate the automation of records related to patient care (outpatient,
inpatient, births, deaths, etc.) and their storage in a systematic manner within the
Record Room.

02

System shall have provision for certificate generation like Birth certificates, Death
certificates, age certificates, Disability certificates, Sickness and Fitness certificates,
MLC cases, etc. and maintaining records of Certificates issued by hospitals. System
shall have provision at doctor’s desk including auto e-sign of concerned person.

03

System shall have provision for Integration with portals like IHIP, PCTS, Cancer|
Registry, Dialysis registry etc.

04

System shall have provision for the patient to create a request for release of medical
records, MRO to process the request, initiate the request to patient to make online
payment, and then releasing the medical records to the patient.

05

Extraction of reports formats shall be pre-defined and configurable in HIS

06

System shall have provision for payment of charges through UPI when patient request
for the EMR

07

System shall have provision of uploading the scanned medical documents shall be
there.

08

System shall have provision with details regarding the certificates like Permanent
Disability Certificate can be mapped to Aadhar which further reflects in HIS

09

The system shall allow doctors desk module to fetch the various certificates like
Cause of Death, MLC, Sickness and fitness etc.

10

The system shall provision for extraction of EMR of patient using their credentials/
identity details. Modification of patient details after authorization of competent
authority available.

11

System shall have provision for tracking of records and generating reports linked to
system usage reports, inward and outward reports, stamp information reports, Court

case reports, MLC cases etc.
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20.1.5.22 User Management

User management in an Integrated Hospital Management System involves the administration
and control of user accounts and permissions within the system. It ensures that the right
individuals have appropriate access to the system's functionalities and data based on their
roles and responsibilities. Here are some key aspects of user management in an HIS:

- User Registration

- User Roles and Permissions

- Access Control

- Password Management

- User Activity Logging

- User Deactivation and Termination

User management in an HIS is crucial for maintaining data integrity, ensuring
security, and optimizing system usage. It provides administrators with the
necessary tools and controls to manage user accounts, assign appropriate roles and
permissions, and monitor user activities within the system. By effectively managing
user accounts and access, hospitals can protect patient information, ensure
compliance with data privacy regulations, and maintain the overall integrity and
security of their HIS.

Functional Requirements

Following are the Functional Requirements (FR) envisaged for the user
management module including but not limited to:

SINo Functional Requirements of Administration Supported
Yes/No
01 The system shall have the facility to create user by SSO ID
02 The proposed solution shall support unlimited creation of user accounts. There shall
be no restriction on the number of users created in the system.
03 If SSO ID is not available, the system shall allow for back-propagation of details to
create the SSO ID for the user.
04 The system shall have the facility to assign user roles, departments, stores and
hospitals.
05 The super admin role shall have the provision to maintain the master data
required at the overall application level.
06 The hierarchy of user roles shall be as follows: Super Admin > Hospital Admin
> Department >Section office > Office > Firm Admin.
07 The Health Facility Admin shall have the provision to assign roles and
responsibilities required for the users of each health facility.
08 There shall be provision of managing master data required for configuring the various
services in a health facility shall be handled by the facility admin
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SINo Functional Requirements of Administration Supported
Yes/No
09 The privileges assigned to the user shall be revoked when the user has left the health
facility.
10 The system shall have the provision to generate audit log reports of any user
configured in the system.

20.1.5.23 Technical Requirement Specifications for HIS and PACS

20.1.5.23.1 Use of Emerging technologies in HIS
The Selected Bidder is required to adopt and use the capabilities of emerging
technologies to automate routine workflows, assist in diagnostic investigations,
reduce repetitive workflows resulting in enhanced productivity of the end-users of
HIS.

Some of the use-cases of emerging technology to be implemented in HIS are listed
below:

e Conversion of free-written text into orders (For e.g., Free-written doctor and
nursing notes to be converted into lab orders, radiology orders, procedure
orders, admission requests, referral requests, pharmacy orders, etc.)

e Automatic generation of Inpatient Discharge Summary from doctor notes
and other medical records

e Conversion of hand-written paper-based medical records into machine-
readable medical records

e Smart and Intelligent chatbot for patient-centric services like searching
for health facilities, health services, appointment scheduling, etc.

e Smart and Intelligent chatbot for Student-centric services like searching for
academic learning material, hostel allotments, information about courses,
etc.

e Detection of presence of abnormalities from X-Rays and other imaging studies.

However, the above list is not an exhaustive list that require to be deployed in HIS. Any
other use-case that shall be identified during the requirement study of HIS shall also
form part of the requirement scope of HIS to be fulfilled by the Selected Bidder.

20.1.5.23.2 Integration with External Applications / Systems

To fulfil the vision of an Integrated Health Information System, HIS shall facilitate the
seamless exchange of operational and medical information by API-integration with
various state and national health portals and applications. The list of applications /
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systems that require to be integrated with HIS is listed below. However, this does not
represent the exhaustive list of systems and applications that have to be integrated
with HIS. Any new system / device / applications that are identified for integration
during the project lifecycle shall require to be integrated with HIS by the Selected
Bidder.

Unified Payments Interface (UPI) - For health institutions with huge footfall, it is
important to have increased speed of transaction with accuracy. Therefore, digital
payment system needs to be introduced in HIS to smoothen the payment process. Apart
from reduced time in transaction, a facility can also view real time cash flow. HIS will
integrate with UPI provided by NPCI to provide digital payment services to all
stakeholders in the system.

Digital Signature Integration — A digital signature is a digital code (generated and
authenticated by public key encryption) which is attached to an electronically
transmitted document to verify its contents and the sender's identity. Integrated
digital signature would make the process of verification smoother. Documents
generated in HIS shall be signed digitally before publishing the document in the
system.

SMS/WhatsApp/e -Mail Integration — Introducing SMS/WhatsApp/e-mail in the
system would ease the access of the essentials documents by the user and maintain
privacy of the content. Communication with the end-users shall be in the form of SMS
/ e-Mail / WhatsApp communication.

Note: Web Services / APls for integration of the above-mentioned software
applications will be provided by competent authority to the Selected Bidder and the
Selected Bidder would be required to consume / absorb these services into the HIS
Software Solution.

20.1.5.23.3 3 Standards and Frameworks to be adopted by HIS Solution

Health Standards

To ensure seamless and boundary less interoperability of health applications, it is
proposed to adopt the standards and guidelines recommended by Ayushman Bharat
Digital Mission (ABDM), 2019 and Electronic Health Record (EHR) Standards of India
2016, issued by Ministry of Health & Family Welfare, Gol and other standards adopted
by the healthcare industry for standardization of data elements.

The standards and guidelines relevant to HIS solution for various aspects are outlined
below and covers aspects of identification, clinical terminologies, disease coding,
investigations, interoperability, data privacy and security, patient safety, quality of
services, access management, etc. Adoption of these standards shall standardize
process of data collection, storage, access, presentation, and exchange at all levels of
service delivery in a meaningful way.
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Based on current best industry standards, following standards and guidelines are
recommended to be adopted in HIS solution.

Recommended
Scope of
Standards

Purpose

Standards/ Guidelines

Application within HIS

Identification &
Demographics

Person
Identification and
Land Region
Codification

The
Data
(MDDS)

Metadata and
Standards

It will enable capturing of
demographic information of
patients, health institutes, etc
through a unique identifier in a
defined format which will be
shared electronically between
HIS Solution and other external
health system in a standardized
manner.

Syntactic
Interoperability
(Messaging /
Document
standards)

Structured  Clinical
Information

Exchange

FHIR Release 4

It will enable information centric
workflows. This will be used to
exchange health care
information electronically
between HIS Solution services
health
clinical

external
support

other
to

and
system
decision.

Imaging

DICOM
2015c

PS3.0-

It will enable image centric
workflows in file structure and
communication protocol. It will
be used to retrieve store, print,
and transmit medical images
between HIS Solution and other
external health system

Semantic
Interoperability
(Code sets /
Vocabularies)

Disease
System

Coding

WHO ICD 10/11

It will HIS

practitioners electronically
classify diseases, other health
problems and vitals related to
morbidity in consistent manner
across health facilities of the
state using HIS Solution

allow
to

Lab
System

Coding

LOINC

This will allow for a standardized
way to identify & exchange

laboratory  observations in
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DF A-2
Audio: MP3 / OGG

Video: MP4 / MOV

Recommended Purpose Standards/ Guidelines Application within HIS
Scope of
Standards
consistent manner across health
facilities of the state using HIS
Solution
Still Images Still Image: JPEG It will enable health facilities of
Documents the state using HIS solution to
Audio / Video Document/ Scan: P store, access, and store health

information in various

formats/types.

Prescription

Practice
2015

Pharmacy
Regulations,
Notification No.

14-148/ 2012- PCI
as specified by
Pharmacy Council of
India

Healthcare professionals across
various health facilities using HIS
Solution can digitally sign and
issue a prescription to patient
post consultation

E-Prescription

Consent
Management

ISO/TS 17975:2015
Health Informatics
(Principles and data

requirements for
consent in the
collection, Use or

Disclosure of personal
health information)

It will allow an informed data
sharing process between patient
& healthcare professionals of
the state about how personal
health information is processed
across health facilities using HIS
Solution

Consent

Consent Framework

Electronic Consent
Framework Technology
Specifications v1.1)
with its subsequent
revision(s) published
by MeitY.

It will allow exchange of health
information based on defined
consent artefacts like owner of
data, type of data
fields, purpose of data access,
digital signature, etc. across
health  facilities using HIS
Solution

Security

Digital Certificate, TLS
SSL, SHA-256, AES-256

It shall enable safe transmission
of sensitive patient record over
internet in encrypted format
between HIS Solution and other
external health system
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medical devices

Recommended Purpose Standards/ Guidelines Application within HIS
Scope of
Standards
Privacy & | Access Control ISO 22600: It will enable communication
Security 2014 Health and use of health information
informatics between HIS Solution and other
Privilege Management| external health system based on
and Access Control privileges and access controls
(Part 1 through 3)
Track amendments |ISO 27789:2013 | Through this, document history
Health informatics - or trail for every health record
Audit trails foriwill be maintained in terms of
Electronic Health creation, access, amendments,
Records etc. thus improving transparency
across health facilities using HIS
Solution
Audit Log Safety of IS/ISO/IEEE 11073 It will ensure only medical
Electrical - Medical Health Informatics -|equipment which like X rays,
Equipment Standards and |scans, etc. which have safety
related ISO |certification against physical,
standards for chemical and radiation hazard

are used for patient care across

COVID 19, etc.

health  facilities using HIS

Solution
Patient Safety & | Standardization of{Standard Treatment/lt will improve treatment
Data Quality Treatment /Care & Guidelines - STG, outcome at across centers and
Reporting guidelines for departments using HIS Solution

by enabling health practitioners

to follow and practice
standardized treatment
processes.
Standardization  off Telemedicine it will allow healthcare
Treatment /Care &| Guidelines - practitioners to deliver

Reporting

released by NCISM &
NCH

standardized health services via
telemedicine by defining norms
& protocols for consultation,
diagnosis, informed consent,
medical records, health advice,
etc. across health facilities
within the state using HIS
Solution.
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20.1.5.23.4 Application Specific Standards

e The Selected Bidder shall ensure that HIS conforms to open standards and
shall adopt a modular approach. The solution shall have strong robust
integration between the core business solutions and the overall engine
shall have interoperability features with different systems and platforms
and avoid any technology or technology provider lock-in.

e Specific OEM products may only be used when necessary to achieve scale,
performance, and reliability. Every such OEM component / service /
product / framework / pre-existing product or work must be wrapped in a
vendor neutral API so that at any time the OEM product can be replaced
without affecting rest of the system

e The solution shall conform to industry standards wherever applicable and
shall be applied to all aspects of the proposed solution and not limited to
design, development, security, interoperability, mobility, testing,
installation, and rollout.

e Anindicative list of standards has been proposed below. However, the list
is for reference purpose and is not to be treated as exhaustive.

Component / Application /| Prescribed Standard / framework (where
System applicable)

Application  security design | Open Web Application Security Project (OWASP) Top 10
and development Principles

Biometric framework BioAPI 2.0 | ISO/IEC 19784-1:2005

Document Encryption PKCS

Digital Preservation ISO 14721: 2012

Digital Signature RSA/ NIST Standards

Font standards for UNICODE data ISO/IEC 14496-OFF (Open Font Format)
storage

IFEG Technical Standards WSDL 2.0

Information  Access/Transfer SOAP, REST, HTTP/HTTPS

Protocols
Information Security ISO 27001:2013
Interoperability Web Services, Open standards

IT Infrastructure Management ITIL/ EITM

Mobility Standards ISO 12812

Operations ISO 9001
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Component / Application /| Prescribed Standard / framework (where
System applicable)

Operational  Integrity & | 1SO 27001, ISO 22301 (Latest)

Security Management

Portal Development W3C, GIGW

Project Documentation IEEE/ISO/CMMI

Scanned documents TIFF Resolution of 600x600 pixels

Service Management ISO 20000:2018

Support for PKI based| In accordance with IT Act 2000, as amended in 2008, using|
Authentication and Authorization | Digital Certificates issued by Certifying Authorities

Web Content Accessibility WCAG 2.0

Workflow Design WFMC/ BPM Standard

ABDM-Compliant System

The HIS solution shall adhere and be compliant with the latest standards and
guidelines as specified by National Health Authority, Govt of India (NHA) as part of
its Ayushman Bharat Digital Mission (ABDM) program.

The HIS solution shall be capable of providing the following functionality:
e Creation of ABHA number
e Compliance to M1, M2 and M3 milestones of ABDM.

Compliance to NABH Digital Health Standards

The HIS solution shall adhere to the latest standards released by NABH for HIS and
EMR systems as part of its Digital Health Standards.

20.1.5.23.5 Data Analytics and Dashboards

Real Time Management Information System (MIS) and Dashboard:

Each user of the HIS solution shall have a customized dashboard view with the
following features-

= Activities pending

= Activities assigned

= Analytics Reports

= Any other features identified during the SRS study by the selected bidder

An indicative list of the KPIs is listed below. This list shall be reviewed during the
SRS study and enhanced according to the requirements of the end-users.

= Qverall performance of hospital
= Qutpatient Statistics — number, age and gender distribution, geographical
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area of residence, specialty

= |npatient Statistics — number, age and gender distribution, geographical
area of residence, specialty

= Hospital Profile and Future Requirements - Compile a detailed hospital
profile supported by relevant data. This profile shall include current
capabilities, patient demographics, service utilization rates, and
performance metrics. Outline future requirements to meet projected
growth.

=  Future Plans and Benchmarking - This involves assessing current resources,
identifying gaps through statistical analysis, and devising solutions to
address these gaps.

=  Facility to generate reports for Ward-wise day and night status of patients

= Bed Occupancy Rate —overall and by specialty

= Average Length of Stay — overall and by specialty

=  Turnover Interval — overall and by specialty

= Surgery statistics

=  Major, minor, and total operations — overall and by specialty

= Number of Medico-Legal Cases

= Referrals — overall and by specialty

= Mortality Rate of Patients — overall and by specialty / unit / ward

= Maternal Mortality Rate

= |Infant Mortality Rate

= Cause of death — overall and by specialty

= Net Death Rate of Hospital — overall and by specialty

= Revenue generation through User Charges

= Expenditure incurred on patients exempt from User Charges

= Facility to generate real-time MIS report on different functional areas of HIS

= Any other descriptive and predictive KPIs that are identified during the SRS
study by the selected Bidder.

20.1.5.23.6 System Management and User Management

The HIS Software solution shall be accessible to

= Office user at head office with a user role
= Any other designated and authorized by AMC

User Management

The system shall allow (admin user) creation and management of office user with
relevant details by using the SSO id of the user.

The system shall provide facility to block or unblock any office user within HIS

The system shall allow admin user to create/modify user and roles and privileges for
aselected user.
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Designation Master

The system shall have facility to create new designation.

User Role

The system shall provide facility to create user role as desired.

Assign Role to user

The system shall allow system to assign user role to each user as per required privileges

Additional Requirements

System Wide Functionalities

Web Application and Web Portal shall be modular in design and shall be
designed using modular and reusable programming techniques for ease of
maintenance.

Web Application and Web Portal shall have the capability to format output
to support HTML, XML, text for data exchange/integration with various
entities involved in the process.

Web Application and Web Portal shall be designed to permit easy insertion
of new modules and new enhancements.

Web Application and Web Portal shall have the capability to complete all
requests (e.g., store, retrieve, update, etc.) without any data loss.

Web Application and Web Portal shall maintain an audit log in of each transaction.
Web Application and Web Portal shall have the capability to define and
modify Client’s access privileges.

Web Application and Web Portal shall use open systems, standard-based
architecture to meet functional requirements and to inter-operate with
existing information systems.

Data inputs to the Web Application and Web Portal shall be validated prior
to being processed.

Input data shall be validated for out-of-range values, missing or incomplete
data, and unauthorized or inconsistent control data.

Web Application shall prevent unauthorized users from accessing the system.
Registered users in Web Portal and Web Application shall be allowed to log-
on only to those functions which they are authorized to access and use.
The logon process shall deny access based on the authentication message
received from SSO application.

The password management system shall include non-display of the
password when being entered.

Web Application and Web Portal shall have the capability to search
and analyze payment transactions for enforcement purposes.

The Software solution shall be capable of generating event notifications and
interfacing with E-mail system and must support e-mail triggers as part of
the solution’s workflow.
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= The product/project/application shall not be specific hardware dependent.

= Audit trail shall be maintained; all deleted & edited records shall be
traceable and copy of all editions/ deletions shall be available. The audit trail
shall be preserved in securely and No user other than authorized shall be
allowed to modify audit record.

20.1.5.23.7 Proposed Security Architecture

= Envisaged security architecture for the HIS Software solution is provided below:

o User Level Security: Restricted areas of the application shall only be
accessible through pre-defined user access rights.

o Developed Software solution shall be deployed only on HTTPS (5
128-bit SSL certificate to be deployed by the Selected Bidder on
the Servers for the entire project duration)

o Application-Level Security: Application shall have Role based
access, encryption of user credentials and storing of user
credentials for users in separate repositories.

o Application-level security controls shall be provisioned in the
application for following

= Prevent SQL Injection Vulnerabilities for attack on database.

= Prevent XSS Vulnerabilities to extract username password.

= Secure Authentication and Session Management control
functionality shall be provided.

=  Prevent Security MIS-configuration Vulnerabilities.

= Prevent Failure to Restrict URL Access Vulnerabilities (By
providing authentication and authorization for each
sensitive page, use role-based authentication and
authorization and make authentication and authorization
policies configurable

=  Prevent Insufficient Transport Layer Protection Vulnerabilities

=  Preventinvalidated Redirects and Forwards Vulnerabilities

o Apart from the above:

= To design web portal & application software, SI shall make
use of eSAFE: e-Governance Security Assurance
Framework Guidelines for Implementation of Security
Controls issued by the Department of Electronics and
Information Technology (DeitY), Ministry of
Communications & IT (MCIT), Government of India”.
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20.1.5.23.8 Web Application Performance Metrics

The HIS solution is expected to meet the following application performance metrics.

Item Performance Standard / Response Times
Screen Navigation: field-to-field < 5 milliseconds

Screen Navigation: screen-to-screen < 3 seconds

Screen Refresh < 2 seconds

Screen list box, combo box < 2 seconds

Screen grid — 25 rows, 10 columns < 3 seconds

. . ... | <60 seconds in most instances. It is understood
Report preview — (all reports) — initial

that licated / | I t
page view (if asynchronous) at complicated / large volume reports may

require a longer period

Simple search —single table, 5 fields,

3 conditions — without screen rendering <3 seconds for 100,000 rows

Complex search — multiple joined table

(5), 10 fields, 3 conditions — withoutk 5 seconds for 100,000 rows
screen rendering
Server-side  validations / < 2 milliseconds
computations
Client-side validations / computations < 1 millisecond

Loading pages < 3 seconds
Saving a record < 5 seconds
Batch processing per 100 records < 120 seconds

Login, authentication, and verification < 5 seconds

Daily backups — maximum duration 4 hours (on-line preferred)

Total Restore — maximum duration 8 hours

20.1.5.23.9 Summary of Expected Support in the HIS and PACS

HIS

Following table contains the details of recommended / expected support from the proposed HIS:

Description

1 The proposed software shall be Independent of the Platform (Ex.: MS Windows, Mac OS, Android,
etc.)
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SI No Description

2 The proposed software shall be Independent of the End Point Client Device (Ex.: MS Windows, Mac
0S, Android, etc.)

3 The proposed software shall support and adhere to Software Multi-Tenancy Protocol standards

The proposed software shall have a Role Based Access Control system?

5 The proposed software shall have the capability to define Master Data at Parent Organization Level
and use the same at Child Organization Level

6 The proposed software shall have the Export - Import capability for all Master Data (preferably from
& into *. XLXS or *.CSV file format)

7 The proposed software shall support Two Level Approval Process for Master Data Upload / Update

8 The proposed software shall have Single Sign On capabilities with other applications (either as Slave
or Master)

9 The proposed software shall have the ability to create Clinical Data Forms Dynamically

10 The proposed software shall support Touch Friendly fatures to be used on various Handheld and

Smart Devices? (Tablet PCs)

11 The proposed software shall support Bulk Registrations (in the event of Mass Casualty or Natural
Disasters or Camps)

12 The proposed software shall support Closed Loop Medication Administration in totality

13 The proposed software shall support Generation - View (as per the Role) of the Audit Logs & Audit
Trails on all screens & modules in the software

14 The proposed software shall support Multiple Doctor Consultations in the same OPD visit to be
booked

15 The proposed software shall support to set Priority for Patient based on Patient Condition.

16 The proposed software shall have the capability to Define Wait & Turn Around Time for various
Process & Services and provide for Visual Indicators for breach of these, If any

17 The proposed software shall support setting up of Clinical Alerts with Visual Indicator Alerts

18 The proposed software shall provide for Role Based Dashboards (pre-configured)

19 The proposed software shall provide for viewing the patient encounters in a Time-Line View

20 The proposed software shall support Co-Signing of Reports and other Clinical Documents

21 The proposed software shall support capture of the Verbal Orders from Doctors and provide for a

workflow to signoff subsequently

22 The proposed software shall support Multi Currency transactions

23 The proposed software shall have configurable Business Rule engine, inbuilt

24 The proposed software shall have a Configurable Workflow Engine, inbuilt

25 The proposed software shall have a separate Report Builder, inbuilt

26 The proposed software shall support integration with Google calendar, iCal, Outlook Calendar or
any other commonly used Calendar System

27 The proposed software shall have te capability to allow Only One Login instance for the same user

28 The proposed software shall have the solution to support the storage of the Scanned Files - Images -

Photographs etc (File Data) outside the core production database and into a separate file store

29 The product has to be Cloud Based — Cloud Ready, Open Source based integrated Hospital
Information System.
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SI No Description

30 The proposed software shall have the capability to Interface with other External Solutions / Systems
/ Platforms with HL7 V2.x and / or FHIR (Fast Healthcare Interoperability Resources) standards

e Speciality EMR
e Nurse Call System

e |CU Management System

e LIS
e RIS
e PACS
e CRM
e HRIS

e ERP (including Batch integration with Tally)

e International Codification Standards & Protocols
e DrugDB
e Queue Management System

e Insurance Portal

e Payment Gateway
e  RFID System

e Barcode Systems
e IVR's

e  Webcams

e Patient Portal (for Online Appointments, Report Retrieval etc.)

e label Printers

e Card Printers
e Handheld / Mobile Devices
e  Medical Equipment

e Bidirectional with SMS Gateway

e Bidirectional with email (SMTP / IMAP) Gateway
e Aadhar (UID)

e Prepaid & Post-Paid Cash Cards

e 3rd Party Mobile Applications

e Natural Language Processing
e 3rd Party Bl & Analytics Tools

e Voice Recognition Applications (Native & External)

e Handwriting Recognition Applications

31 The proposed software shall support the following Queue Management functionalities
e  Alerts for SLA Breach via SMS

e Deliver Queue & Token numbers from a Kiosk or Unmanned Station

e Allow End Customers (Patients) to request for a Delay / Postponement / Cancellation of
their Tokens

e Allow Patients & Users to choose options like "MRI", "X-ray", etc, but then for these to
aggregate into a single queue stream like "Imaging" for the various imaging rooms
together
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SI No

e Allow Users to service multiple Queue Streams

e Allow urgent cases into a priority stream so that it is seen before others without significant
disruption to workflow, e.g. "Urgent X-ray" places the patient ahead in the "Imaging"
queue

e Dashboard View of all tickets, terminals and waiting times should be available in near real-
time for management review

PACS

Following table contains the details of recommended / expected support from the proposed

PACS:

SI No

1

The proposed software shall be Independent of the Platform (Ex.: MS Windows, Mac OS, Android,
etc.)

The proposed software shall be Independent of the End Point Client Device (Ex.: MS Windows, Mac
0S, Android, etc.)

The proposed software (PACS & Viewer) approved by US FDA

The proposed software shall use any ActiveX component in the PACS or in the Viewer? ActiveX free
systems would be preferred

The proposed software shall support and adhere to Software Multi-Tenancy Protocol standards

The proposed shall have a Role Based Access Control system?

The proposed shall have a Role based assignment to Specific Procedures and Specific Modalities

The proposed shall support Role Based Case Forwarding at User Level

O| 0N WU,

The proposed shall have the capability to define Master Data at Parent Organization Level and use
the same at Child Organization Level

The proposed shall have the Export - Import capability for all Master Data (preferably from & into *.
XLXS or *.CSV file format)

The proposed shall support Two Level Approval Process for Master Data Upload / Update

The proposed shall have Single Sign On capabilities with other applications (either as Slave or
Master)

The proposed shall support Touch Friendly features to be used on various Handheld and Smart
Devices? (Tablet PCs)

The proposed shall support Generation - View (as per the Role) of the Audit Logs & Audit Trails on all
screens & modules in the software

The proposed shall support integration into Multiple EMR - HER - HIS - LIS in the same instance

The proposed shall support to set Priority for Patient based on Patient Condition.

The proposed shall have the capability to Define Wait & Turn Around Time for various Process &
Services and provide for Visual Indicators for breach of these, If any

The proposed shall use Vendor Neutral Archival at the core of its Archival Services

The proposed shall provide for Role & Modality Based Dashboards (pre-configured)
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SI No Description

20 The proposed shall support integration to the Equipment Providers Modelist Worklist (MWL) for
seamless push of Demographic & Procedure Data with Scheduling Information to the Imaging
Modalities

21 The proposed shall support Co-Signing of Reports and other Clinical Documents

22 The proposed shall support Dual Radiologist Signoff

23 The proposed shall support generation of Addendum Reports

24 The proposed shall have configurable Business Rule engine, inbuilt

25 The proposed shall have a Configurable Workflow Engine, inbuilt

26 The proposed shall have a separate Report Builder, inbuilt

27 The proposed shall support Integration with Google calendar, iCal, Outlook Calendar or any other
commonly used Calendar System

28 The proposed shall have te capability to allow Only One Login instance for the same user

29 Maintain document integrity and security of published radiology test reports i.e., System should not
allow ad hoc modification of report by unauthorized users (other than radiologist) and save all files
in PDF Format

30 The proposed system highly secured with ability to limit a user to view data relevant to the user’s
department and role only

31 The proposed system allow User should to tag interesting cases for easy future reference Ex.:
Teaching Folders etc

32 The proposed system support DICOM 3.0 Standards
33 The proposed system store data in lossless compression using non-proprietary format.

34 The proposed shall provide for a Universal Image Viewer which can view any DICOM based files
from any Radiology & Imaging modalities?

35 The proposed shall support Image Capture from Non-DICOM Modalities using 3rd Party convertors

36 The proposed shall support Advanced Key Words based search of Images & Reports

37 The proposed solution support Management - Tracking - Reporting of Inventory and Consumables
38 The proposed shall support the following critical features and functionalities

e MIP

e MPR

e  MinlP

e Measurements

e Cineloops
e 2D & 3D Reconstruction

e Fusions between images from different modalities

e Bidirectional integration with 3rd Party / External Workstations like Myrian, Terra Recon,
etc

e Surgery Planning tools

39 The proposed shall have the capability to Interface with other External Solutions / Systems /
Platforms with HL7 V2.x and / or DICOM 3.x standards

e LIS
e HIS
e CRM
e HRIS
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SI No Description

e Queue Management System

e 3rd Party Diagnostic Grade Monitors

e 3rd Party Review Grade Monitors
e External CD/ DVD Robotic Burners

e  External Film Scanners

e Barcode systems

e label Printers

e Card Printers
e Handheld / Mobile Devices
e Medical Equipment

e Bidirectional with SMS Gateway

e Bidirectional with eMail (SMTP / IMAP) Gateway
e Aadhar (UID)

e Prepaid & Post-Paid Cash Cards

e 3rd Party Mobile Applications

e Natural Language Processing
e 3rd Party Bl & Analytics Tools

e Voice Recognition Applications (Native & External)

e Handwriting Recognition Applications

20.1.5.23.10 Expected Project Outcomes (HIS)

The expected outcomes to be achieved from the project are as follows:

= Availability of online Electronic Medical Record (EMR) of individuals linked to
their Aadhaar Card / ABHA Number after proper verification process.

= Efficient processes of registration of patients for outpatient / inpatient care
at the Hospitals.

= Real time HIS for improved decision making for improving access, effectiveness
and efficiency of medical care provided by hospitals.

* Improve patient experience by promoting proactive, user friendly and efficient
system for patients, staff, doctors & faculty.

= Streamlined and simplified processes at each healthcare facility at all levels,
enabling transparency, availability, efficiency, and quality.

* Enable data and fact-based decision making, administration and overall governance.

» Judicious utilization of available resources with an aim to increase efficiency
in healthcare service delivery.

= Establishment of a system of inventory management of Medical Equipment and
their management.
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» Establishment of a system of inventory management of Drugs and their
distribution to patients based on recommendations of the treating doctor(s).

* Improving transparency in functioning and efficiency of medical care services for
better monitoring by Department of Medical, Health and Family Welfare.

» Efficient and transparent service delivery mechanism through Web Portal,
Payment Gateway, and SMS.

» Extended reach to all stakeholders (residents, government hospitals, etc.)

* Maintain a single source of truth for citizen record which will include a unique
personal health digital record system to make it possible for the patients to be
uniquely identified, provide access to the Personal Health Record, provide control
& authorization for access to their own health information as per the detailed
technical specifications provided.

Hospital Information System (HIS) platform with referral support across AMC MET
multiple healthcare facilities in Ahmedabad, including LG Hospital, Shardaben
Hospital, Nagri Hospital, Dental College, S.B.B. College of Physiotherapy, and CHC
& UHC Health Centers. The system should enable seamless patient referral
management, allowing patients to be referred and transferred from one hospital
or center to any other hospital within the network without any limitations.

The platform should support smooth data sharing, easy access to patient records,
and effective coordination between all facilities to ensure continuity of care. It
should also provide referral tracking, sharing of medical reports, and efficient
communication between referring and receiving hospitals. The overall objective is
to establish an integrated healthcare ecosystem that improves operational
efficiency, reduces delays in patient management, and enhances patient
outcomes across all centers.

20.1.5.23.11 Indicative Manpower Requirements for HIS Implementation

Sl Designation / Role | No of Qualification Experience | Skills
No Members
1 | Project Director 1 B. Tech, MBA, 15-20+ Large & Multiple
(HIS) PMP Years Projects
Certification Implementations (HIS),
Stakeholders
Management etc
2 | Project/ 1 B. Tech, PMP 12 - 15+ HIS Knowledge, User
Implementation Certification Years Management, Project
Manager (HIS) Management Tools etc
3 | Project/ 2 B. Tech 8-10+ HIS Knowledge, Team
Implementation Years Management
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Leads

4 | Subject Matter 3 Any Graduation | 4-6+ Thorough knowledge in
Experts (SME) / / B. Tech, MBA | Years Hospital workflows, HIS
Functional in Healthcare Knowledge etc

Consultants

5 | Implementation 6 Any Graduation | 3 -5+ HIS Knowledge
Consultants / / B. Tech Years
Engineers
6 | Project Coordinator 1 B. Tech 10-12+ Strong HIS Knowledge,
Years Team Management,

Ensuring smooth
operations, and
coordinating effectively
with the AMC-MET

Total 14

7 | Support Engineers 4 Any Graduation | 3 -5+ HIS Knowledge.

/ B. Tech Years This team is required
after warranty support
and during Annual
Maintenance Support
period for 4 years at
Site

Note:

3) The above manpower indication is only for the implementation period and not for the warranty
support period.

4) Project Coordinator to be seated in the AMC-MET office during the implementation stage for close
monitoring of HIS activities and vendor coordination. Reports to higher authorities and ensures
smooth communication between hospital departments and the HIS/IT team throughout the
implementation phase.

5) Since the implementation would be carried out on a phased manner i.e., hospital by hospital,

implementation team remains the same and they will move to all the 3 hospitals one after the
another.
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20.2 Reports Categories

SI No Description
1 MIS Unified Real Time Dashboards and Reports for Senior Management (CXQ’s)
2 MIS Report for each Departments / Module (Dashboard, KPI and Statistical Data)
3 Operational Transaction Reports
4 Exception Reports
5 Quality and Performance Reports
6 Regulatory Reports
7 Financial Reports

20.2.1 A Hospital Information System (HIS) should provide below dashboards:

CM/MC Dashboards
o Hospital-wise
o No of Outpatients
o No of Inpatient Admissions and Discharges
o No of Emergency Admissions
o Bed Occupancy Rates
o Mortality Rates

o Birth Registrations
o No of Medico-Legal Cases (MLC)

o Surgery Statistics

o Patient Complaints Statistics
e Turnaround Time (TAT)

o Outpatient Waiting Area

o Inpatient Admissions till Bed Allocation
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o Emergency
o Laboratory
o Radiology
o Outpatient Pharmacy
e Revenue
o Outstanding Payments
o Hospital-wise / Department-wise Collections

o Revenue Vs Expenses

Core Clinical Dashboards
e Patient Admissions & Discharges

o Daily/weekly admissions, discharges, transfers
o Bed occupancy rates
o Emergency Department
o Patient wait times
o Triage category distribution
o Average length of stay in ER
o Current ER Volume
o No of Medico-Legal Cases (MLC)
e Outpatient Services
o Appointment scheduling and cancellations
o No-show rates
o Specialty-wise patient load
e Inpatient Care
o Length of stay by department
o Readmission rates
o Patient outcomes and recovery trends

Operational & Resource Dashboards
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e Bed Management
o Real-time bed availability
o ICU vs general ward occupancy
e Staff Utilization
o Doctor/nurse workload distribution
o Shift coverage and overtime
e Equipment & Inventory
o Availability of critical equipment (ventilators, dialysis machines)
o Pharmacy stock levels and expiry alerts
o Supply chain efficiency

Clinical & Physician Dashboard
e Patient Vitals Monitor

e Pending Lab/Radiology Results

e Infection Control

e Medication Administration Record (MAR) Compliance
e Mortality & Morbidity Rates

Operation Theatre
e Theatre-wise Occupancy Rate

e Specialty-wise Operations including Major / Minor
e Surgery Statistics

Nursing
e Real-time Vitals

e Bed occupancy and patient acuity levels
e Scheduled vs. completed doses

e Missed or delayed medications

e Nurse-to-patient ratios

Pharmacy & Inventory Dashboard
e Stock-Out Alerts

e Expiry Tracking
e High-Value Asset Tracking
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¢ Narcotics Reconciliation

Financial Dashboards
e Revenue Cycle

o Billing vs collections

o Insurance claims status

o Outstanding payments

o Claim Denial Rate

o Payer-wise Revenue
e Cost Management

o Department-wise expenditure

o Medication and consumables cost tracking
e Others

o Patient payment methods (insurance, cash, government schemes)

o Revenue Vs Expenses

Quality & Compliance Dashboards
e Clinical Quality

o Infection rates (e.g., hospital-acquired infections)
o Mortality rates
o Patient safety indicators
e Regulatory Compliance
o Accreditation status
o Audit readiness metrics
e Patient Satisfaction
o Feedback scores

o Complaint resolution times
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20.3 Device Integration

SI No Description Modules / Location
1 Biometric Device & Webcam Registration
2 Barcode Printer Registration, Lab, Nursing
3 Barcode Readers All modules
4 Document Scanner MRD, Billing Admission
5 Barcode / RFID Maintenance Module / Fixed assets
6 Public display units, Token Queue Management System - All patient wait areas /
printers etc. depts.
7 Lab Instruments Integration Laboratory
8 Imaging modalities Radiology
9 Kiosks, Handhelds Enquiry / Customer information
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20.4 Standard and Compliance

SI No Description
1 ICD 10/11
2 ICPM (International Classification of Procedures for Medicine)
3 HL7 Interface Engine
4 HIPPA Compliance
5 CPT, Snomed
6 Drug Database Interface (MIMS / CIMS)
7 NABH & NABL
8 ICI

20.5 Architecture Overview

The envisaged HIS Architecture shall be Cloud Ready — Cloud Based, Open Stack Technology, Multi- Tier /

Multi-Layered and developed in a well- structured approach to meet the current and future needs in mind

with following aspects in consideration example,

>

>

>

Modular and Plug &Play

Standard Interface adapters for ease of integration
Workflow configuration

Master Data driven with maker and checker validations.
Personalization (oriented based on user and their role)
Upload and download tools interface

Backup and Restore tools and its interface

20.6 Physical Layers

>

>

>

Client Web browser OR Client App
Web Server/Application Server/Cloud Enabled & Cloud Ready

Database Server
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20.7 Logical Layers

>

>

>

20.8 Architecture and Technology Features

>

>

Presentation Layer
Business Layer

Database Layer

Administration Tools
Application Maintenance Tools
Performance Monitoring Tools
Architecture components
Application and Data Security
Audit Services

Configuration

Alerts

Exception Logging
Globalization / Localization
Workflow

Form Designer

Report Designer

Graphs and Charts

HL7 Interface

Devices Interfaces
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21. DEPLOYMENT REQUIREMENTS

The following key objectives need to be considered while designing and proposing the deployment
configurations. This is only an indicative and bidders are requested to provide better option if any based

on their experience and current technology trends,

High Availability
High Performance
Maintainability

Load Balance

YV V V V VY

Scalable to meet the business growth

22. DATA WAREHOUSE POSSIBILITIES

AMC-MET has planned to implement the data warehouse tools / system as an extension to the HIS for multiple

purposes like,
» Creation of Management data-mart, Clinical Management, Operation Management and

Revenue Management
» Trend Analysis
» Management Information Reporting

> End user custom Reporting

» Forecast & projections based on the past trend as the data warehouse would be essential item for AMC-MET

to separate the critical, informational and decision support data from day to day transactional data.
AMC-MET is expecting the Bidder to provide the detailed information on:
» Architecture support

» Database Connectivity
» Availability of Database Structure and Design

> Flexibility to change / Add additional data tables / fields as required

» Technical Documentation support
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23. PERFORMANCE REQUIREMENTS

AMC-MET expects the Bidder to provide the following application performance parameters based on their

application architecture, Deployment server / platform / configuration and application design etc.

Application response time refers to behavior of the various parameters and their timings of the
application from the usability point of view. This includes the page load time, screen navigation, menu
navigation, look up response time, transaction commitment time, report generation etc. With 95% users

loaded on the system the target response times are as given below:
- Menu navigation <2sec
- Screen opening <2sec
- Look up response from DB tables < 5 sec
- Screen navigation < 2sec
- Transaction commitment <3sec

- Simple &Medium Query <5sec & 10sec

respectively

- Simple & Medium Report generation < 10 sec &20 sec

respectively

The bidder should bring in industry standard performance measurement tools like Load runner, etc. to conduct the
test. The test would be done in office hours. License cost for performance tools, if any, will have to be borne by

the bidder.
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24.0THER DETAILS

AMC-MET is engaging in this RFP process to identify potential bidders to provide all of the integrated HIS

solution that is required to automate all the department operations.

The bidder shall be responsible for the complete project management, implementation, integration,
customization, training, change management, testing and maintenance service of the entire solution on a

turnkey basis. The scope of work is detailed below but not limited to the same.

SI No Scope of Supply Detailed Description
1 Supply of License for HIS Software license to meet the complete requirements related
Integrated HIS as per  |Operational Departments / Modules
the requirements Deployment option shall be suitable for this hospital with high

CIMS, SnomedCT, ICD10 [performance and availability

2 Supply of all the HW Recommended Hardware servers required
and software for the proposed deployment configuration
requirements for Deployment platform related Software and its associated tools including
deployment — Private  |operating system, database, reporting and integration tools etc. for the
Cloud on a Public supplied hardware.
Infrastructure

3 Implementation services |System Study, Requirement understanding and mapping, Application
customization / configurations Reporting

requirements study for operational, management and

statutory needs SRS build and Signoff for deployment

Development of module / features as required to provide the overall
solution Integration of Medical / Engineering / IT Equipment (as
applicable) and testing for readiness for use Integration of ALL
Application Modules and Devices Operational Report configuration MIS
report configuration
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SI No Scope of Supply Detailed Description

4 Alerts and Events configuration for SMS / Email /WhatsApp Business
master Data Preparation, Uploading into the system/configuration
Application Setup and configuration Deployment of overall solution and
testing Functional Testing for individual Modules Integration Testing will
all scope of services Performance Testing and conformance

User Acceptance Testing End Users Training

Pre Go-Live Test and Preparedness for Go-Live

Post Go-Live On-Site support for a min. of 6 months

5 Training End User Training (User Departments) Application Administration
Training Application Maintenance Training Database and Report
Generation User Manuals

6 Warranty Support after| Warranty support for the 1 + 4 years from the date of Go- Live
Go-Live

7 Upgrades and Releases| Free upgrade / releases for the existing issues / feature Paid upgrade
for new Module / Features
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25. SUPPLY OF LICENSES

The proposed Healthcare IT Solution product shall satisfy the requirements as specified in technical and
functional requirements Section of this bid document. Bidder shall also supply any other tools &
accessories required to make the proposed Healthcare IT Solution complete as per requirement.

The bidder shall:
> Supply user licenses for transaction, employee service, and technical &
system administration for the offered Healthcare IT Solution.

» Supply latest version of database to support the offered Solution plus any other software,

tools and application.

Also, two sets of Product Documentation, one hard copy and one soft copy to be supplied along

with licenses and shall include but not limited to following:

»  Technical manuals

> Installation guides

» User manuals & AV tutorials

> System administrator manuals

> Toolkit guides and Troubleshooting guides

All the above documents mentioned or any other standard documentation for the product should

be included in the cost of the license.

All the tools, accessories, software and media supplied under the contract shall be original copies
and warranted against damages for 1+4 years from the date of installation and will be replaced

without any cost in-case of damages.
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26. IMPLEMENTATION SCOPE

The Bidder will be responsible for providing a full range of services in implementation of offered
integrated HIS solution including integration & supporting the operation of the proposed solutions
during and post implementation period of 3 years. These services should include, but not be

limited to, the following:

Preparing Project Charter

Hardware and IT communication requirement sizing
Support for Procurement

Operational guarantee

Implementation of Healthcare IT solution

Training and preparation of training material
Change Management

Product configuration and customization
Product Integration

Data Migration

Unit Testing

System Testing

Integration Testing

Load Testing

User Acceptance Testing (UAT)

Go-Live

Post Go-Live Stabilization

V VV V V V V V V VY V V VYV V V V V VY

Post Implementation Support
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27. TRAINING SCOPE

In the response document to this tender, Bidder should explicitly mention about:

» The approach and plan for training for application users along with the time frame, giving the

number of days for which, each type of training will be provided

» Training on basic system administration and troubleshooting to IT Team

28. DELIVERABLES

The list of expected deliverables are given in the below. The bidder can provide additional
deliverables if needed.

28.1 Project Plan

The Project is deemed to start from the date of the Letter of Intent between AMC-MET and the
successful bidder. Not withstanding the details provided to the bidders in the bidding format etc.,
the below needs to be substantiated and covered in detail as a part of the project plan being

submitted by the bidder.

28.2 General

» Project Team Organization Structure / PMO
»  Current state assessment report submission
>

Project Charter submission

» Project Inception report submission

28.3 Infrastructure

> Final BoM for the Hardware & other infrastructure

28.4 Applications

» Final License sizing and delivery
Current state assessment report
Master Data preparation

Test bed deployment

YV V V V

Application test plan
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g
Performance test plan

Training plan
Cutover plan

Support plan and

YV V V V V

Go-Live plan

28.5 Resources

The Bidder has and will at all times maintain enough resources (including employees,

capacity, labour, and materials) to provide the Services to AMC-MET as required.

28.6 Inception Report / Project Charter

Scope of Work, Exclusion, Timelines

Assumptions, Constraints

Understanding of the deliverables

Quality Assurance plan

Escalation Matrix

Human resource engagement for implementation & support
Communication Plan

Risk Management and Mitigation Plan

Key Stakeholders and their roles and responsibilities
Project management methodology, Approach
Project Change Management

Acceptance Criteria

YV V.V YV V V V VY V V V V

Issue Handling Procedure etc.

28.7 Maintenance Support Plan during warranty and post warranty

The Bidder will provide comprehensive warranty for all application under scope of work for a

period of 1+4 years starting from commissioning of the respective application (i.e. after "Go-Live").

From the end of the warranty period, the Bidder will provide Annual Technical Support of the
entire system. AMC-MET reserves the right to terminate annual technical support anytime if

the bidder fails to meet the agreed criteria for the same.
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These warranty terms also apply to development and all other periphery systems along with

production environment. This necessarily will include

> Bug fixing of application system

> Periodic health checks / preventive maintenance of the systems & proactive
rectification measure

Troubleshooting
Supply of all system software updates and patches

Supply and installation of Security patches and bugfixes

YV V VYV V

The offline support should have:
e Experienced, certified and qualified service engineers

e 24x7x365 national telephonic support

28.8 Audit and Quality Control

The Healthcare IT Solution Bidder will be responsible for minimizing project risk through
periodic reviews of the implementation project. It is to provide an independent and
objective view of the implementation project, identify any risks to the project goals and
recommend appropriate corrective action by conducting reviews in the following areas.

The aim of the reviews is to investigate the following areas of the implementation:

Application, technical and project management
IT infrastructure

Organizational change management

YV V V V

Sustained support and benefits achievement

The reviews shall take place during the different milestones of the project implementation
depending on the need, deliverables and project timelines. As a part of the bid you are

required to submit your illustrative process to substantiate your bid.

AMC-MET, at its own cost and discretion, may also hire independent / external audit firms

to undertake this activity on its behalf.

The solution audit covers the application design and business process parameters. The
objective of this exercise is to review the business model proposed and configured in

system along with all the operational control mechanism. The review team also needs to
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make suitable recommendations towards use of functionalities and features and shares

the practices followed in other implementations.

The technology audit is an analysis of the technical implementation components and
operational procedures, such as security, backup, performance management, printing, and

desktop operations.

The design audit helps to determine whether the design and implementation adheres to
proven standards, such as upward compatibility where custom developments or
enhancements to the systems are planned. The feedback provided will mainly deal with

ways and means of optimizing the custom developments to achieve better performance.

28.9 Implementation Team

The composition of the implementation team being deployed for our project plays a very

important part in the evaluation of your bid. Various parameters like

» Certified Domain Experts,

» Hands on Experienced Resources,

» Specific Experience to the relevant business / specialty etc. are some of the
vital parameters being evaluated in your bids. Details of the team members being
assigned for this project have to be provided along with relevant details are to
be provided in the Organization Details.

28.10 Bidder capabilities

Bidders should demonstrate a strong ability to deliver the required solution and services to
meet or exceed the defined scope and service level requirements as detailed in this RFP.
Bidder capabilities will also be examined through reference checks based on the recent

business experience of the Bidder in providing comparable services to other customers.
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28.11 Cost of Services

The overall financial costs to implement and maintain the proposed solution will be
evaluated against AMC-MET developed base financials as well as against the other Bidder

proposals.

28.12 Quality and Compliance Capabilities

The maturity and robustness of the Bidder’s quality system will be evaluated, as well as
bidder experience with audits and validated systems.

28.13 Implementation Approach and Transition Services

The approach to implementation and transitioning after the Go live / Support and
Maintenance as well as the ability of the Bidder to accommodate an accelerated timeline
will be considered. AMC-MET will evaluate the Bidder’s ability and approach plan to
perform service transitions with minimal disruption to the user community and with

minimal required system(s) downtime.

28.14 Source Code Ownership and Handover:

After successful implementation and Go-Live, the complete source code shall be handed
over to AMC-MET. The ownership of the source code shall be transferred to AMC-MET. This
shall include all modules, custom developments, configurations, integrations, reports, APls,
interfaces, middleware components, database schema, stored procedures, scripts, and all

related technical documentation developed under.
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29. PRICING AND PAYMENT

29.1 Overview

1. All the Quoted Prices will be in INR only and hence the Invoices will also be in INR

2. Payments will only be released against the Milestone based Invoices only

3. The Payment will be released within 30 Days of the Submission & Certification of each

of the Invoice

4. Each of the Invoice needs to be accompanied with the Acceptance / Delivery /
Installation Certificate (as the case maybe) which is duly signed by the competent

authority /person

29.2 Payment against Services

Milestone based payment model

Plan and approach is to prioritize pre-requisites like the Core Infrastructure in the first 6
months, followed by a phased HIS Module Deployment (Basic vs. Advanced) through the
remaining 12 months.

1. 18-Month Parallel Execution Roadmap

e Phase 1: Foundation & DC Build (Months 1-6)

e Infrastructure (Sections E, F, G): Physical Data Centre build, HCl installation, and Network
cabling.

e Security (Section H): Perimeter firewall and Identity management setup.

e HIS Preparation (Section A): Master Data collection and Core Module (Registration/OPD)
mapping.

e Phase 2: Core Clinical & Integration (Months 7-12)

e HIS Phasing: Go-live for OPD, Pharmacy, and Billing.

e Integration (Section D): Financial Accounting and HRMS handshake.

e Advanced Infra: backup strategy testing.

e Phase 3: Critical Care & Optimization (Months 13-18)

e HIS Phasing: IPD, OT, Nursing, and EMR (The most complex part).

e Security: SIEM/SOC monitoring and final VAPT audit.
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e Closing: Final UAT, staff certification, and handover to support.

A. Software & Implementation

2. Detailed Payment Schedule (Base Prices Only)

Milestone Percentage Timeline Prerequisite
Advance 10% Month 1 Signed Contract & Project
Charter.
License Delivery 30% Month 3 Dellvery-of Keys & Base DB
Installation.
Phased Go-Live 1 Basic modules
209 Month
(OPD) 0% onth 9 (Reg/OPD/Billing) live.
Integration Success 15% Month 12 HRMS/Finance/Lab integration
complete.
Phased Go-Live 2 Clinical modules
15% Month 16
(IPD/EMR) ° on (Nursing/OT/EMR) live.
Final Acceptance 10% Month 18 Stability report & Final Sign-off.
B. Core Compute & DC
Milestone Percentage | Timeline Prerequisite
Advance 10% Month 1 High-Level Design (HLD) approval.
Hardware .
. 50% Month 4 Servers/Storage arrived and unboxed.
Delivery
DC Commissioning 0% Month 6 :ICSI/VMware live; Sandbox ready for
Backup Test 20% Month 12 | Successful automated backup.
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C. Network & Passive Infra

Milestone Percentage Timeline Prerequisite
Advance 0.1 Month 1 Site survey & cabling layout approved.
Material 0.5 Month 3 Switches, APs, and cabling on-site.
Supply
Passive . .
Readiness 0.2 Month 5 Rack/Cabling complete; CRAC/UPS live.
ACtIV? 0.2 Month 7 VLANSs, Wi-Fi, and NMS configured.
Readiness

D. Cybersecurity Suite

Milestone Percentage Timeline Prerequisite
Advance 10% Month 2 Security policy and architecture sign-off.
gal;t;\lljre/HW 40% Month 5 Firewalls/EDR licenses delivered.
S it
Hzcrl:jZn»ilng 30% Month 8 Environment hardened for first HIS test.
Post-Audit
RZTeasz ! 20% Month 17 | Final VAPT and Compliance audit clear.

3. Prerequisite Checklist for Parallel Execution

Section Must be ready BEFORE starting

Must be 80% complete before Section E (Compute) hardware is

Section G (Passive) racked

Virtualization layer must be live before Section A (HIS)

Section E (C t
ection E (Compute) configuration.

LAN/Wi-Fi must be certified before User Training starts in Month
8.

MFA and Firewall rules must be active before External
Integrations (Section D).

Section D (Network)

Section H (Security)
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4. Effort Estimate (Total 18 Months)

e Program Management: 1 dedicated lead for the full 18 months.

e Infrastructure: High intensity in Months 1-6; Maintenance thereafter.

e Clinical Implementation: Escalates from Month 4 to Month 16.
This would list the specific technical requirements the vendor must meet at each milestone
before you release the payment.

Payment Terms: Bed Capacity

Payments under this contract shall be calculated and processed strictly based on the number of
Commissioned Beds. However, the Authority provides a Minimum Guaranteed Payment equivalent to
the current number of Operational Beds, as officially determined and notified by the AMC Medical
Education Trust (AMC-MET). Any scaling of services or billing beyond this minimum guarantee shall only
be applicable for additional beds that are formally commissioned and certified as functional by the AMC-
MET administration.

29.3 Post Go-Live Support

To be delivered ‘On-site’

° General Shift/Business Hours support

e Minimum of two L1 and one L2 resource to be placed in phase 1
Minimum of Four L1 and one L2 resource to be placed in phase 2

Minimum of Six L1 and one L2 resource to be placed in phase 3

» Responsible (along with AMC-MET IT Team) for:

e End User Support

e End User Training/Retraining

A\

Interface between the AMC-MET and the Bidder’s Support team on
change management and Bug Fix documentation, testing and release.

Support to configure and test for additional report requirement
Report to the IT Head for all day to day IT Operational Support tasks.
To be delivered ‘off-site/Remote’ 24*7

YV V V V

Remote connectivity through approved applications like Webex or
GoToMeeting
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> Post GolLive Support is must for 6 months and then it is handed back to the
Support Ops team for routine support from Month 7 to Month 36

29.4 Commercials for Post Go-Live Support

» In case of Perpetual Licensing, the support charge for Year 1 is included in the base

pricing itself. Annual Maintenance Contract is applicable from Year 2 onwards.
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30. PRODUCT RELATED TERMS AND CONDITIONS

30.1 Scope of Healthcare IT Solution

Unless otherwise expressly limited in the contract, the Contractors obligations involve
performing all the work as mentioned in the Scope of work section of Tender in accordance with
the plans, procedures, specifications, and any other documents specified in the Contract and the

Agreed Detailed Project Plan.

The Contractor shall, unless specifically excluded in the Contract, perform all such work and /
or supply all such items, service materials not specifically mentioned in the Contract but that can
be reasonably inferred from the Contract as being required for attaining Go- Live Operational
Acceptance of the Healthcare IT Solution as if such work and / or items and Materials were

expressly mentioned in the Contract.

The date of commencement of the project shall be the “Effective Date of Contract”. The

Contractor shall immediately proceed with the supply / development, installation,

Implementation and integration of the Healthcare IT Solution in accordance with the time

schedule specified in the Agreed Detailed Project Plan.

The Contractor shall achieve Go-Live Operational Acceptance of the Healthcare IT Solution or
Subsystem(s) in accordance with the time schedule specified in the Agreed & Detailed Project

Plan, or within such extended time to which the Contractor shall be entitled.

30.2 Copyright

Unless otherwise expressly stated, no provision in this Agreement shall be construed as granting
or shall be deemed to grant either party any right, title or interest in any data, documents,
reports, concepts, processes, inventions, Services, writings, designs, software, applications,
platforms, pathways, markers, codes, algorithms, results, procedures, plans, trade secrets,
knowhow, brands or other materials, including any improvements thereto or any derivations or

modifications based thereon (“Intellectual Property”), where such Intellectual Property is
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proprietary to, used or operated under license by or otherwise controlled by any other party

and whether or not such

Intellectual Property is protected under any patent, copyright, design, trademark or any other
equivalent right, grant or law, or any application in respect thereof (“Intellectual Property

Right”) and whether or not such Intellectual Property is confidential.

The Intellectual Property Rights in the Healthcare IT Solution base products and standard
materials shall remain vested in the owner of such rights. AMC-MET shall be granted non-
exclusive, non- transferable, and paid up license to use the Healthcare IT solution base products
and standard materials including modifications thereto for the purposes agreed herein. The
Intellectual Property Right of the other elements of the Healthcare IT Solution shall be exclusively

with AMC-MET.

AMC-MET’s Contractual rights to use the Healthcare IT Solution base products may not be
assigned, licensed, or otherwise transferred voluntarily except in accordance with the relevant

license agreement.

All rights including the Intellectual property rights subsisting in any material including any
tools, utilities or methodologies belonging to the Contractor and used to perform the
obligations under this Agreement and any additional or new inventions made in the course
of performance of services hereunder by the Contractor shall remain vested in the

Contractor.

At the same time the Contractor acknowledges that any AMC-MET data or systems that
the Contractor receives, generates or otherwise accesses shall at all times remain the
property of AMC-MET (or its customers) and that Contractor will not acquire any rights,
title or interests in such data or systems. The Contractor will use commercially reasonable
measures in accordance with industry practices and the sensitivity of material provided to
it to secure AMC-MET’s data and systems to which the Contractor has access and, upon
AMC-MET’s reasonable request, will provide AMC-MET with a complete summary of such
practices. In addition, the Contractor shall comply with any specific data handling measures

required by AMC-MET.
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30.3 Confidential Information

Nothing contained in this Contract shall grant the Recipient any right, title or interest in the
Discloser’s Confidential Information, except the limited right to use such Confidential
Information solely for the purposes specified pursuant to and in accordance with this

Contract.

The Recipient acknowledges and agrees that the Discloser is not making and shall not be
deemed to have made any representations or warranties regarding the accuracy or
completeness of any Confidential Information or any other type of information furnished in

accordance with this Contract.

AMC-MET and the Contractor shall each keep confidential and shall not, without the
written consent of the other party to this Contract, divulge to any third party any
documents, data, or other information of a confidential nature, that has been marked
“Confidential” Neither AMC-MET nor the Contractor shall, not, without the prior written
consent from the other party, use any Confidential Information received for any purpose
other than the operation, maintenance and further development of the Healthcare IT

Solution.

30.4 Project Plan

In close cooperation with AMC-MET and based on the Preliminary Project Plan included in
the Contractor’s bid, the Contractor shall develop a Project Plan encompassing the

activities specified in the Contract.

The Contractor shall formally present to AMC-MET the Project Plan in accordance with the
Technical Requirements as part of the Inception Report. The project plan shall include a
PERT chart describing the activities, resources required on the time for completion. The

plan also shall bring out the critical areas needing continuous attention of AMC-MET.
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If required, the impact on the Implementation Schedule of modifications agreed during
finalization of the Agreed Detailed Project Plan shall be incorporated in the Contract by

amendment.

The Contractor shall undertake to supply, install, implement, integrate, commission and
ensure the go-live and stabilization of the System in accordance with the Agreed Detailed

Project Plan and the Contract.

The Progress and other reports specified shall be prepared by the Contractor and
submitted to AMC-MET in the format and frequency specified in the Agreed Detailed

Project Plan.

Changes to the Project Plan, if required, shall be made with the mutual consent of AMC-

MET and the Contractor.

30.5 Design & Development

The Contractor shall execute the basic and detailed design and the implementation
activities necessary for successful installation of the system in compliance with the
provisions of the Contract or where not so specified, in accordance with good industry

practice.

The Contractor shall be responsible for any discrepancies, errors or omissions in the
specifications, and other technical documents that it has prepared, whether such
specifications, drawings, and other documents have been approved by the Project
Coordinator or not, provided that such discrepancies, errors, or omissions are not because
of inaccurate information furnished in writing to the Contractor by or on behalf of AMC-

MET.

The Contractor shall prepare and furnish to the Project Coordinator the documents as

specified in the Technical Requirements for the Project Coordinator’s approval or review.

Within five working days after receipt by the Project Coordinator of any document
requiring the Project Head’s approval, the Project Head shall either return one copy of the

document to the Contractor with its approval endorsed on the document or shall notify the
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Contractor in writing of its disapproval of the document and the reasons for disapproval

and the modifications that the Project Head proposes.

If the Project Head disapproves the document, the Contractor shall modify the document
and resubmit it for the Project Head’s approval. If the Project Head approves the document
subject to modification(s), the Contractor shall make the required modification(s), and the

document shall then be deemed to have been approved.

The Project Head’s approval, with or without modification of the document furnished by
the Contractor, shall not relieve the Contractor of any responsibility or liability imposed
upon it by any provisions of the Contract except to the extent that any subsequent failure
results from modifications required by the Project Coordinator or inaccurate information

furnished in writing to the Contractor by or on behalf of AMC-MET.

The Contractor shall not depart from any approved document unless the Contractor has
first submitted to the Project Head, an amended document and obtained the Project

Head’s approval of the document.
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30.6 Product Upgrades

At any point during performance of the Contract, should technological advances be
introduced by the Contractor for Subsystems originally offered by the Contractor in its bid
and still to be delivered, the Contractor shall be obligated to offer to AMC-MET the latest
versions of the available Subsystem having equal or better performance or functionality at

the same or lesser unit prices.

During performance of the Contract, the Contractor shall offer to AMC-MET all new
versions, releases, and updates of the Healthcare IT Solution, as well as related
documentation and technical support services, within a month of their availability from the
Contractor to other clients of the Contractor in the same geographical area. In no case will
the prices for this Software exceed those quoted by the Contractor in the Price Schedule

form in its bid.

During the Warranty Period, unless otherwise specified in the Attachment to the General
Terms and Conditions AMC-MET may require the Contractor to provide at no additional
cost to AMC-MET all new versions, releases within a month of their availability from the

Contractor to other clients of the Contractor.

AMC-MET may at its discretion introduce all new versions, releases or updates of the
Software provided that the new version, release, or update does not adversely affect the
Healthcare IT Solution operation or performance or require extensive reworking of the
Healthcare IT Solution. In cases where the new version, release, or update adversely
affects the Healthcare IT Solution operation or performance, or requires extensive
reworking of the Healthcare IT Solution, the Contractor shall continue to support and
maintain the version or release previously in operation for as long as necessary to allow
introduction of the new version, release, or update. In no case shall the Contractor stop
supporting or maintaining a version or release of the Software less than 36 months after
AMC-MET receives a production-ready copy of a subsequent version, release, or update.
AMC-MET shall use all reasonable endeavors to implement any new version, release, or

update, subject to the 36-month gap.
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30.7 Inspection and Tests

AMC-MET or its representative shall after providing the Contractor with reasonable
advance written notice, have the right to inspect and/or test any components of the
Healthcare IT Solution, to confirm their good working order and/or conformity to the
Contract at the point of delivery and/or at the Project Site.

Should the inspected or tested components fail to conform to the Contract, AMC-MET may
reject the component(s), and the Contractor shall within a period of 5 (five) working days
either replace the rejected component(s), or make alteration as necessary so that it meets
the Contract requirements free of cost to AMC-MET.

In case the testing & inspection at any stage reveal that the equipment, material, and
workmanship do not comply with the specifications and requirements, the same shall be
removed by the Contractor at their own expense and risk within the time allowed by AMC-

MET.

30.8 Installation of the Healthcare IT Solution

As soon as the Healthcare IT Solution or any Subsystem has in the opinion of the
Contractor, been delivered and installed in accordance with the Agreed Detailed Project

Plan, the Contractor shall so notify AMC-MET in writing.

The Project Head of AMC-MET shall issue an Installation Certificate, stating that the
Healthcare IT Solution, or major component or Subsystem (if Installation Acceptance by
major component or Subsystem is specified in the Contract), has achieved Installation by
the date of the Contractor’s notice, or notify the Contractor in writing of any defects and /
or deficiencies, including, but not limited to, defects or deficiencies in the interoperability
or integration of the various components and/or Subsystems making up the Healthcare IT
Solution. The Contractor shall use all reasonable endeavors to promptly remedy any defect
and / or deficiencies that the Project Head has notified the Contractor of. The Contractor

shall then promptly carry out re-testing of the Healthcare IT Solution or Subsystem and,
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notify AMC-MET in writing, when it has rectified the defect and / or deficiencies that the

Project Head has notified the Contractor of.

30.9 User Acceptance and Go-live Operational Acceptance

The Contractor shall conduct User Acceptance Tests as mentioned in Scope of Work. The
Tests shall be commenced by the Contractor as specified in the Agreed Detailed Project
Plan. AMC-MET shall supply the operating & technical personnel and all materials and
information reasonably required to enable the Contractor to carry out its obligations with
respect to User Acceptance. The User Acceptance Tests shall be the primary responsibility
of the Contractor. The Contractor shall remedy any defect and / or deficiencies to

successfully conduct the User Acceptance Tests.

The Contractor shall conduct Go-live Operational Acceptance Tests as mentioned in
Technical Volume of Tender (Scope of Work chapter). The Tests shall be commenced by
the Contractor as specified in the Agreed Detailed Project Plan. AMC-MET shall supply the
operating & technical personnel and all materials and information reasonably required to
enable the Contractor to carry out its obligations with respect to Go-Live Operational
Acceptance Tests. The Go-Live Operational Acceptance Tests shall be the primary
responsibility of the Contractor. The Contractor shall remedy any defect and / or
deficiencies to successfully conduct the Go-Live Operational Acceptance Tests. Production
use (go live) of the Healthcare IT Solution or Subsystem(s) shall not commence prior to the

successful completion of Go-Live Operational Acceptance Tests.

After successful User Acceptance and Go-live Operational Acceptance Tests, the Contractor
will apply to AMC-MET to issue Preliminary User Acceptance Certificate. Within 5 (five)
working days of receipt of Contractor’s application, AMC-MET will issue Preliminary

Acceptance Certificate.
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30.10 Commissioning of the Solution

The Contractor shall conduct Commissioning Tests. The Tests shall be commenced by the
Contractor as specified in the Agreed Detailed Project Plan. AMC-MET shall supply the
operating & technical personnel and all materials and information reasonably required to

enable the Contractor to carry out its obligations with respect to Commissioning.

The Commissioning Acceptance Tests (and repeats of such tests) shall be the primary
responsibility of the Contractor, but shall be conducted with the full cooperation of AMC-
MET during Commissioning of the Healthcare IT Solution (or Subsystem[s] if specified in the
Contract), to ascertain whether the Healthcare IT Solution (or Subsystem(s]) conforms to
the Technical Requirements and meets the standard of performance quoted in the
Contractor’s bid, including, but not restricted to, the functional and technical performance
requirements. The Commissioning Acceptance Tests shall be conducted in accordance with
the test scripts provided by AMC-MET. At AMC-MET’s discretion, Commissioning
Acceptance Tests may also be performed on upgrades and new version releases that are

added or field-modified after Commissioning Acceptance of the System.

The Contractor shall use all reasonable endeavors to promptly remedy any defect and/or
deficiencies and/or other reasons for the failure of the Commissioning Acceptance Test
that the Project Coordinator has notified the Contractor. Once such remedies have been
made by the Contractor, it shall notify AMT-MEC, and AMC-MET, with the full cooperation
of the Contractor, shall use all reasonable endeavors to promptly carry out retesting of the

Commissioning Tests.

After successful Commissioning tests, the Contractor will apply to AMC-MET to issue
Commissioning Certificate. AMC-MET will issue Commissioning Certificate within 5 (five)

working days of receipt of Contractor’s application.
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30.11 Performance Guarantee of the solution and Final Acceptance

The Contractor shall conduct Performance Benchmarking of the solution as mentioned Technical
Volume of Tender (Scope of Work chapter). The Tests shall be commenced by the Contractor
as specified in the Agreed Detailed Project Plan. AMC-MET shall supply the operating & technical
personnel & all materials, information reasonably required to enable the Contractor to carry out

its obligations with respect to Performance Guarantee of the solution.

After successful Performance Guarantee tests, the Contractor will apply to AMC-MET to issue
Performance Guarantee Certificate. Within 5 (Five) working days of receipt of Contractor’s

application, AMC-MET will issue Performance Guarantee Certificate.

The Solution will be taken as finally accepted after observing Availability Performance and
Response Time Performance of the solution at the end of Performance Guarantee Period as

mentioned in the Technical Volume of Tender (Scope of Work chapter).

30.12 Defect Liability

The Contractor warrants that the Healthcare IT Solution, including all Subsystem and other
Services provided, shall be free from defects in the design, engineering, and workmanship
including latent defects that prevent the Healthcare IT Solution and/or any of its components
from fulfilling the Technical Requirements or that limit to a material extent the performance,
reliability, or extensibility of the Healthcare IT Solution and/or Subsystems. Commercial warranty
provisions of products supplied under the Contract shall apply to the extent that they do not

conflict with the provisions of this Contract.
The Defect Liability Period shall be 3 years after completion of Post Go-live of the project.

If during the Defect Liability Period any defect, should be found in the design and workmanship of
the Healthcare IT Solution and other Services provided by the Contractor, the Contractor shall
promptly, in consultation and agreement with AMC-MET, and at its sole cost, repair, replace,

or otherwise make good (as the Contractor shall, at its discretion, determine) such defect as well
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as any damage to the Healthcare IT Solution caused by such defect. Any defective Subsystem that

has been replaced by the Contractor shall remain the property of the Contractor.

If the Healthcare IT Solution or Subsystem cannot be used by reason of such defect and/or
making good of such defect, the Warranty Period for the Healthcare IT Solution shall be extended
by a period equal to the period during which the Healthcare IT Solution or Subsystem could not

be used by AMC-MET because of such defect and/or making good of such defect.

The warranties provided herein are in lieu of all other warranties, both express and
implied, and all other warranties, including without limitation that of merchantability or fitness for

intended purpose is specifically disclaimed.
At any point of time during the period of the contract, if the bidder fails to

a) Continuously for 4 weeks, fail to meet the SLA
b) Decides not to provide support for the upkeep of the solution as per the agreement

c) Decides to terminate the agreement for reasons best attributed to the bidder’s
business.

AMC-MET has all the right to recover the money paid to the bidder against this project, in totality

and with liquidated damages.

30.13 Performance Guarantee

The Contractor guarantees that, once the Go-Live Operational Acceptance and Stabilization
Acceptance Certificate have been issued, the Healthcare IT Solution represents a complete,
solution to AMC-MET’s requirements set forth in the Scope of Work and it conforms to all other
aspects of the Contract. If, for reasons entirely attributable to the Contractor, the Healthcare IT
Solution does not conform to the Scope of the Work or does not conform to all other aspects of
the Contract, the Contractor shall at its cost and expense make such changes, modifications,
and/or additions to the Healthcare IT Solution as may be necessary to conform to the Scope of
Work and meet all functional and performance standards. The Contractor shall notify AMC-

MET upon completion of the necessary changes, modifications, and/or additions and shall
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request AMC-MET to repeat the Go-Live Operational Acceptance Tests until the Healthcare IT

Solution achieves Go-Live Operational Acceptance.

If the Healthcare IT Solution (or Subsystem[s]) fails to achieve Go-Live Operational
Acceptance, due to reasons entirely attributable to the Contractor, AMC-MET may consider
termination of the Contract and forfeiture of the Contractor’s performance security

compensation for the extra costs & delays likely to result from this failure.

30.14 Intellectual Property Rights Warranty
The Contractor hereby represents and warrants that:

» The Healthcare IT Solution has been supplied, installed, tested, and accepted;
> Use of the Healthcare IT Solution is in accordance with the Contract; and
> Installation of the Software and Materials provided to AMC-MET

in accordance with the Contract does not and will not infringe any Intellectual Property
Rights held by any third party and that the Contractor has all necessary rights or at its sole
expense shall have secured in writing all transfers of rights and other consents necessary to
make the assignments, licenses, and other transfers of Intellectual Property Rights and the
warranties set forth in the Contract, and for AMC-MET to own or exercise all Intellectual
Property Rights as provided in the Contract. Without limitation, the Contractor shall secure
all necessary written agreements, consents, and transfer of rights from its employees and

other persons or entities whose services are used for development of the system.

30.15 Intellectual Property Rights Indemnity

The Contractor shall indemnify and hold harmless, AMC-MET and its employees and
officers from and against any and all losses, liabilities, and costs (including losses, liabilities,

and costs incurred in defending a claim alleging such a liability), that AMC-MET or its
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employees or officers may suffer as a result of any infringement or alleged
infringement of any Intellectual Property Rights by reason of:

» Installation of the Healthcare IT Solution by the Contractor or the use of the
Healthcare IT Solution, including the Materials.

» Copying of the Software and Materials provided by the Contractor in
accordance with the Agreement.

» and such indemnity shall not cover

Any use of the Healthcare IT Solution including the Materials, other than for the

purpose indicated by or to be reasonably inferred from the Contract,

Any infringement resulting from the use of the Healthcare IT Solution, or any products
of the Healthcare IT Solution produced thereby in association or combination with any
other goods or services not supplied by the Contractor, where the infringement arises
because of such association or combination and not because of use of the Healthcare

IT Solution in its own right.

Use of a superseded or altered release of the Healthcare IT Solution or any
modification thereof furnished under this Agreement including, but not limited to,
AMC-MET’s failure to use corrections, fixes, or enhancements made available by the
Contractor;

Modification of the Healthcare IT Solution, which is based on AMC-MET’s
Material;

Any change, not made by the Contractor, to some or all of the Healthcare IT

Solution or any modification thereof.

The code maintenance & management protocols agreed for the “Production
Application Code & Database” is to be replicated to the code parked in the Escrow
account such that the code under Escrow is usable and relevant on the day it is owned

by AMC-MET.

30.16 Other Remedies and Indemnification

If either party suffers any liability, loss, claim, settlement, payment, interest, award,
judgment, damages (including punitive damages), fine, fee, penalty, or other cost,
expense or charge (including reasonable attorney fees, other professional fees,
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disbursements and litigation expenses) (“Loss”) as a direct result of any breach or
misrepresentation by the

other party under or in any way in connection with this Agreement, then the
party in breach or making the misrepresentation shall indemnify the other party on

demand to the full extent of the Loss suffered.

Standard Penalty & Liquidated Damages (LD) Clause

1. Liquidated Damages (LD) for Delay

In the event of a delay in delivery of services/goods beyond the stipulated timeline,

the Primary Bidder shall be liable to pay Liquidated Damages.

e Rate: A sum equivalent to 0.5% to 1% of the contract value per week (or part
thereof) of delay.

e Cap: The total amount of Liquidated Damages shall be subject to a maximum
ceiling of 10% of the total contract value.

o Application: LD is applicable if the delay is attributable to the contractor. CVC
notes that "granting delivery extensions in a routine and casual manner" is a
vigilance lapse; therefore, extensions must only be granted upon bona fide

requests with the recovery of LD.

2. Risk Purchase Clause

If the Primary Bidder fails to deliver the scope of work even after the maximum LD

period, or if the service is found to be deficient:

e The Department reserves the right to cancel the contract and procure the services
from an alternative source at the risk and cost of the Primary Bidder.

e Any price difference between the original contract and the new procurement shall
be recovered from the Primary Bidder's pending bills or Performance Bank

Guarantee (PBG).
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3. Performance Bank Guarantee (PBG) Forfeiture

e The PBG (typically 3% to 10% of the contract value) shall be liable for forfeiture in
full or part if the Primary Bidder fails to fulfill contractual obligations or breaches
the Code of Integrity.

e CVC guidelines state that "non-recovery of penalties" by officials is considered a

serious irregularity.

4. Banning and Debarment (Blacklisting)

As per the CVC Guidelines on Debarment, a bidder may be debarred from
participating in any procurement process for a period not exceeding three (3) years
for:

e Breach of the Code of Integrity (collusion, bribery, etc.).

e Supply of sub-standard materials or total abandonment of work.

e Submission of false/forged documents (relevant for international partners

demonstrating Indian presence).

Key Compliance Note
"Any failure by the international partner or third-party company to meet service levels
shall be treated as a failure by the Primary Bidder. The Primary Bidder shall be solely

responsible for the payment of all penalties and Liquidated Damages incurred."
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30.17 Changes to the Healthcare IT Solution

AMC-MET shall have the right to propose to the Contractor from time to time during
the performance of the Contract to make any change, modification, addition, or
deletion to, in, or from the Healthcare IT Solution (interchangeably called “Change”),
provided that such Change falls within the general scope of the Healthcare IT Solution
and does not constitute unrelated work, and is technically practicable, taking into
account both the state of advancement of the Healthcare IT Solution and the technical
compatibility of the Change envisaged with the nature of the Healthcare IT Solution as

originally specified in the Contract.

The Contractor may from time to time during its performance of the contract propose
to AMC-MET (with a copy to the Project Head) any Change that the Contractor
considers necessary or desirable to improve the quality or efficiency of the Healthcare
IT Solution. AMC-MET may at its discretion approve or reject any change proposed by
the Contractor. The Contractor shall not be held responsible or liable for any resultant

consequences from such rejection of any change proposed by the Contractor.

If AMC-MET proposes any changes, it shall send to the Contractor a “Request for
Change Proposal,” requiring the Contractor to prepare and furnish to the Project
Head, as soon as reasonably practicable a “Change Proposal,” which shall include the

following:

Brief description of the Change;
Impact on the Time for Achieving Go-Live Operational Acceptance;
Estimated cost of the Change;

Effect on Functional Guarantees (if any);

YV V V V V

Effect on any other provisions of the Contract.

The pricing of any Change shall as far as practicable, be calculated in accordance with
the rates included in the Contract. If the nature of the Change is such that the
Contract rates are inequitable, the parties to the Contract shall agree for a mutually

acceptable price for valuing the Change.

If the Contractor proposes any changes, the Contractor shall submit to the Project

Head, a written “Application for Change Proposal,” giving reasons for the proposed

Page 286 of 293



RFP for Selection of an agency for Implementing Integrated Hospital Information Systems, Core Compute, Networks, IT Infrastructure and
Cybersecurity at LG, Shardaben , Nagri, Dental College, S.B.B. College of Physiotherapy, CHC & UHC Health Centers in Ahmedabad

Change and including the information specified above. Upon receipt of the
Application for Change Proposal, the parties shall follow the procedures outlined in
the contract, except that the words “Change Proposal” shall be read as “Application

for Change Proposal.”

30.18 Prices for Services not in the Contract

Prices charged by the Contractor for Services, if not included in the Contract,
shall be agreed upon in advance by the parties (including, but not restricted to,
any prices submitted by the Contractor in the Price Bid) and as far as practicable, be
calculated in accordance with the rates and prices provided by the Contractor in the

Price Schedule.

30.19 Extension of Time for Achieving Go-Live Operational Acceptance

The time(s) for achieving Go-Live Operational Acceptance specified in the
Schedule of Implementation shall be extended if the Contractor is delayed or
impeded in the performance of any of its obligations under the Contract by reason of

any of the following:

» Any Change in the Healthcare IT Solution as provided in the contract

» Any occurrence of Force Majeure as provided in contract

» Delay in providing core team, in availability of development resources and grant
of
acceptance for recommendation of “Gap Analysis”.

» Any other matter specifically mentioned in the Contract; by such period as shall
be fair and reasonable in all the circumstances and as shall fairly reflect the delay

or impediment sustained by the Contractor.
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30.20 Extensions and Waivers

Any party may, by written instrument, extend the time for the performance of any of the
obligations or other acts of any other party owed to the former party and waive any
inaccuracies in such other party's representations and warranties in this Agreement or the
performance of any of the obligations, covenants or undertakings of such other party
under this Agreement, to the extent applicable to the party issuing such written

instrument.

30.21 Termination

AMC-MET may at any time terminate the Contract for any reason by giving the Contractor
a ninety days (90) notice of termination. Upon receipt of the notice of termination, the
Contractor shall either as soon as reasonably practical or upon the date specified in the

notice of termination

» Cease all further work, except for such work as AMC-MET may specify in the
notice of termination for the sole purpose of protecting that part of the
Healthcare IT Solution already executed, or any work required to leave the site
in a clean and safe condition

» In addition, the Contractor, subject to the payment specified in the contract,
shall

» Deliver to AMC-MET the parts of the Healthcare IT Solution executed by the
Contractor up to the date of termination

» To the extent legally possible and appropriate, assign to AMC-MET all right, title,
and benefit of the Contractor to the Healthcare IT Solution, or Subsystem, as at
the date of termination, and, as may be required by AMC-MET

» Deliver to AMC-MET all non-proprietary drawings, specifications, and other
documents prepared by the Contractor as of the date of termination in
connection with the Healthcare IT Solution

» In the event of termination of the Contract, AMC-MET shall pay to the
Contractor

the following amounts:
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e The Contract Price, properly attributable to the parts of the Healthcare IT
Solution executed by the Contractor as of the date of termination

e The cost of satisfying all other obligations, commitments, and claims that the
Contractor may in good faith have undertaken with third parties in
connection with the Contract

e AMC-MET, without prejudice to any other rights or remedies it may possess,
may terminate the Contract forthwith in the following circumstances by
giving a notice of termination and its reasons in any of the following
circumstances,

e The other party is in material breach of any representation, warranty,
obligation or covenant under this Contract and such other party has not
cured such material breach within thirty(30) calendar days of receiving notice
to cure such breach from the party seeking to terminate this Contract;

e |f the Contractor becomes bankrupt or insolvent, has a receiving order issued
against it, compounds with its creditors, or, if the Contractor is a corporation,
a resolution is passed or order is made for its winding up (other than a
voluntary liquidation for the purposes of amalgamation), a receiver is
appointed over any part of its undertaking or assets, or if the Contractor
takes or suffers any other analogous action in consequence of debt

e The other party is found by a court of competent jurisdiction to be guilty of
any crime and is subject to a sentence of imprisonment or is found by a court
of competent jurisdiction to be guilty of any fraudulent activity (whether or
not such fraudulent activity results in imprisonment).

e |f the Contractor assigns or transfers the Contract or any right or interest
therein in violation of the contract

e If the Contractor, in the judgment of AMC-MET, has engaged in corrupt or
fraudulent practices in competing for or in executing the Contract, including

but not limited to willful misrepresentation of facts concerning ownership of
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Intellectual Property Rights in, or proper authorization and / or
licenses from the owner to offer, the hardware, software, or
materials provided under this Contract
» |If the Contractor
e Has abandoned or repudiated the Contract
e Has without valid reason failed to commence work on the Healthcare IT
solution promptly.
e Persistently fails to execute the Contract in accordance with the Contract
or persistently neglects to carry out its obligations under the Contract

without just cause

e Refuses or is unable to provide sufficient Materials, Services, or labor to
execute and complete the Healthcare IT Solution in the manner specified
in the Agreed Detailed Project Plan at rates of progress that give
reasonable assurance to AMC-MET that the Contractor can attain

Operational Acceptance of the Healthcare IT

Solution by the Time for Achieving Go-Live Operational Acceptance as
extended; then, AMC-MET may, without prejudice to any other rights it
may possess under the Contract, give a notice to the Contractor stating
the nature of the default and requiring the Contractor to remedy the same.
If the Contractor fails to remedy or to take steps to remedy the same within 5
(five) working days of its receipt of such notice, then AMC-MET may
terminate the Contract forthwith by giving a notice of termination to the
Contractor. Upon receipt of the notice of termination, the Contractor shall,
either immediately or upon such date as is specified in the notice of

termination

» Cease all further work, except for such work as AMC-MET may specify in the
notice of termination for the sole purpose of protecting that part of
the Healthcare IT Solution already executed or any work required to leave

the site in a clean and safe condition
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» Deliver to AMC-MET the parts of the Healthcare IT Solution executed by the
Contractor up to the date of termination, subject to the receipt of payment

» To the extent legally possible, assign to AMC-MET all right, title and benefit of the
Contractor to the Healthcare IT Solution or Subsystems as at the date of
termination

» Deliver to AMC-MET all drawings, specifications, and other documents prepared
by the Contractor as at the date of termination in connection with the Healthcare
IT Solution.

» All AMC-MET data(DB Architecture, DB Schema, Data Structures, Sequential
Relationships, Raw DB, MDF and LDF etc.) to be handed back to AMC-MET in two

separate soft formats, and a formal written acceptance to be obtained

The Contractor shall be entitled to be paid the Contract Price attributable to the portion of
the Healthcare IT Solution executed as at the date of termination. Any sums due to AMC-
MET from the Contractor accruing prior to the date of termination shall be deducted from

the amount to be paid to the Contractor under this Contract.

If AMC-MET completes the Healthcare IT Solution, the cost of completing the Healthcare IT
Solution by AMC HOSPITALS shall be determined. If the sum that the Contractor is entitled
to be paid, plus the reasonable costs incurred by AMC-MET in completing the Healthcare IT
Solution exceeds the Contract Price, the Contractor shall be liable for such excess. If such
excess is greater than the sums due to the Contractor, the Contractor shall pay the balance
to AMC-MET, and if such excess is less than the sums due to the Contractor, AMC-MET
shall pay the balance to the Contractor.

AMC-MET and the Contractor shall agree, in writing, on the computation described above
and the manner in which any sums shall be paid.

The code maintenance & management protocols agreed for the “Production Application
Code & Database” is to be replicated to the code parked in the Escrow account such that

the code under Escrow is usable and relevant on the day it is owned by AMC-MET.
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30.22 Assignment

The Contractor shall not, without the express prior written consent of AMC-MET, assign to
any third party the Contract or any part thereof, or any right, benefit, obligation, or
interest therein or there under, except that the Contractor shall be entitled to assign either
absolutely or by way of charge any monies due and payable to it or that may become due

and payable to it under the Contract.
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31. SERVICE LEVELAGREEMENT (SLA)

The Integrated Hospital Information Systems, Core Compute & IT Infrastructure product
supplied by the bidder should have a monthly uptime of at least 99.5%. Upon issuance of
award of contract, the system integrator needs to deploy the resources with required

skills and experience within a period of 2 weeks from the intimation by the AMC-MET.
The SLA will be based on the following parameters:

a) Achievement of timelines and milestones as per agreed plan

b) System uptime

c¢) Mean time to arrive and mean time to resolve support tickets

The substantiation of the SLAs w.r.t penalty and quantification will be done mutually between the

selected bidder and the AMC-MET at the time of signing the contract.
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